AL-NG911-RFP-16-001

Attachment A — Sample Contract Terms and Conditions

CONTRACT FOR SERVICES

This Contract (“Contract”), entered into by and between the Alabama 911 Board (the “Board”) and
(the “Contractor”), is executed pursuant to the terms and conditions set forth herein.
In consideration of those mutual undertakings and covenants, the parties agree as follows:

1. Duties of Contractor. The Contractor shall provide the following services relative to this Contract:
[Scope of services to be inserted here and as Appendices/Exhibits upon award of Contract]

2. Consideration. The Contractor shall be compensated for services performed under this Contract as
follows:

[Fee information to be inserted upon award of Contract]

3. Term. This Contract shall be effective for a period of TBD . It shall commence on
[_TBD ] and shall remain in effect through [__TBD ].

4. Access to Records. The Contractor and its subcontractors, if any, shall maintain all books, documents,
papers, accounting records, and other evidence pertaining to all costs incurred and payments made under
this Contract. They shall make such materials available at their respective offices at all reasonable times
during this Contract, and for three (3) years from the date of final payment under this Contract, for
inspection by the Board or its authorized designees. Copies shall be furnished at no cost to the Board if
requested.

5. Assignment; Successors. The Contractor binds its successors and assignees to all the terms and
conditions of this Contract. The Contractor shall not assign or subcontract the whole or any part of this
Contract without the Board’s prior written consent. The Contractor may assign its right to receive payments
to such third parties as the Contractor may desire without the prior written consent of the Board, provided
that the Contractor gives written notice (including evidence of such assignment) to the Board thirty (30)
days in advance of any payment so assigned. The assignment shall cover all unpaid amounts under this
Contract and shall not be made to more than one party.

6. Assignment of Antitrust Claims. As part of the consideration for the award of this Contract, the
Contractor assigns to the Board all right, title and interest in and to any claims the Contractor now has, or
may acquire, under state or federal antitrust laws relating to the products or services which are the subject
of this Contract.

7. Audits. The Contractor acknowledges that it may be required to submit to an audit of funds paid through
this Contract. Any such audit shall be conducted in accordance with Chapter 2A, Title 40 Ala. Code, 1975,
and audit guidelines specified by the Board.

The Board considers the Contractor to be a “vendor” for purposes of this Contract. However, if required
by applicable provisions of the Office of Management and Budget Circular A-133 (Audits of States, Local
Governments, and Non-Profit Organizations), following the expiration of this Contract the Contractor shall
arrange for a financial and compliance audit of funds provided by the Board pursuant to this Contract. Such

Page 1 of 12
AL-NG911-RFP-16-001- ATTACHMENT A — Sample Contract Terms and Conditions



AL-NG911-RFP-16-001

audit is to be conducted by an independent public or certified public accountant and performed in
accordance with industry best practice and applicable provisions of the Office of Management and Budget
Circulars A-133 (Audits of States, Local Governments, and Non-Profit Organizations). The Contractor is
responsible for ensuring that the audit and any management letters are completed and forwarded to the
Board in accordance with the terms of this Contract. Audits conducted pursuant to this paragraph must be
submitted no later than nine (9) months following the close of the Contractor’s fiscal year. The Contractor
agrees to provide the Board an original of all financial and compliance audits. The audit shall be an audit
of the actual entity, or distinct portion thereof that is the Contractor, and not of a parent, member, or
Subsidiary Corporation of the Contractor, except to the extent such an expanded audit may be determined
by the Board to be in the best interests of the Board. The audit shall include a statement from the Auditor
that the Auditor has reviewed this Contract and that the Contractor is not out of compliance with the
financial aspects of this Contract.

8. Authority to Bind Contractor. The signatory for the Contractor represents that he/she has been duly
authorized to execute this Contract on behalf of the Contractor and has obtained all necessary or applicable
approvals to make this Contract fully binding upon the Contractor when his/her signature is affixed, and
accepted by the Board.

9. Changes in Work. The Contractor shall not commence any additional work or change the scope of the
work until authorized in writing by the Board. The Contractor shall make no claim for additional
compensation in the absence of a prior written approval and amendment executed by all signatories hereto.
This Contract may only be amended, supplemented or modified by a written document executed in the
same manner as this Contract.

10. Compliance with Laws.

A. The Contractor shall comply with all applicable federal, state, and local laws, rules, regulations, and
ordinances, and all provisions required thereby to be included herein are hereby incorporated by reference.
The enactment or modification of any applicable state or federal statute or the promulgation of rules or
regulations thereunder after execution of this Contract shall be reviewed by the Board and the Contractor
to determine whether the provisions of this Contract require formal modification.

B. The Contractor and its agents shall abide by all ethical requirements that apply to persons who have a
business relationship with the Board as set forth in The Alabama Ethics Law Sections 36-25-1 et seq. Ala.
Code, 1975, as amended and the regulations promulgated thereunder. If the Contractor is not familiar with
these ethical requirements, the Contractor should refer any questions to the Alabama State Ethics
Commission. If the Contractor or its agents violate any applicable ethical standards, the Board may, in its
sole discretion, terminate this Contract immediately upon notice to the Contractor. In addition, the
Contractor may be subject to penalties under The Alabama Ethics Law at Section 36-25-27 Ala. Code
1975, as amended and under any other applicable laws.

C. The Contractor certifies by entering into this Contract that neither it nor its principal(s) is presently in
arrears in payment of taxes, permit fees or other statutory, regulatory or judicially required payments to the
Board or the State of Alabama. The Contractor agrees that any payments currently due to the Board or the
State of Alabama may be withheld from payments due to the Contractor. Additionally, further work or
payments may be withheld, delayed, or denied and/or this Contract suspended until the Contractor is current
in its payments and has submitted proof of such payment to the Board.

D. The Contractor warrants that it has no current, pending or outstanding criminal, civil, or enforcement
actions initiated by the Board or the State of Alabama and agrees that it will immediately notify the Board
of any such actions. During the term of such actions, the Contractor agrees that the Board may delay,
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withhold, or deny work under any supplement, amendment, change order or other contractual device issued
pursuant to this Contract.

E. If avalid dispute exists as to the Contractor’s liability or guilt in any action initiated by the Board or the
State of Alabama or any affiliated agencies, and the Board decides to delay, withhold, or deny work to the
Contractor, the Contractor may request that it be allowed to continue, or receive work, without delay. The
Contractor must submit, in writing, a request for review to the Board. A determination by the Board shall
be binding on the parties. Any payments that the Board may delay, withhold, deny, or apply under this
section shall not be subject to penalty or interest.

F. The Contractor warrants that the Contractor and its subcontractors, if any, shall obtain and maintain all
required permits, licenses, registrations, and approvals, and shall comply with all health, safety, and
environmental statutes, rules, or regulations in the performance of work activities for the Board. Failure to
do so may be deemed a material breach of this Contract and grounds for immediate termination and denial
of further work with the Board.

[G. The Contractor affirms that, Contractor is properly registered and owes no outstanding reports to the

Alabama Secretary of S'[a'[e.\ __—| Commented [FM1]: We will need to register to do
business in the State of Alabama

11. Condition of Payment. All services provided by the Contractor under this Contract must be performed
to the Board’s reasonable satisfaction and in accordance with all applicable federal, state, local laws,
ordinances, rules and regulations. The Board shall not be required to pay for work found to be
unsatisfactory, inconsistent with this Contract, or performed in violation of and federal, state or local statute,
ordinance, rule or regulation.

12. Confidentiality of Board Information. The Contractor understands and agrees that data, materials,
and information disclosed to the Contractor may contain confidential and protected information. The
Contractor covenants that data, material, and information gathered, based upon or disclosed to the
Contractor for the purpose of this Contract will not be disclosed to or discussed with third parties without
the prior written consent of the Board.

The parties acknowledge that the services to be performed by Contractor for the Board under this Contract
may require or allow access to data, materials, and information containing Personally Identifiable
Information (defined as any information that identifies or can be used to identify, contact or locate the
person to whom such information pertains or from which identification or contact information on an
individual can be derived). If any Social Security number(s) is/are disclosed by Contractor, Contractor
agrees to pay the cost of the notice of disclosure of a breach of the security of the system in addition to any
other claims and expenses for which it is liable under the terms of this contract.

13. Continuity of Services.

IA. The Contractor recognizes that the service(s) to be performed under this Contract are vital to the Board
and the State of Alabama and must be continued without interruption and that, upon Contract expiration or /{ Deleted: J
termination,Contractor shall provide all reporting data in its native form (as collected from the equipment)

using an external storage device such as a USB hard disk or similar device. , The Board or another /{De'etediasuccessorv either the Board or another Con”a"“’"}
contractor will be responsible for implementing an alternative Reporting and Analytics tool. The Contractor may continue them

agrees to:\ / Commented [FM2]: Because ECaTS is sold as a service, it
cannot be performed by another vendor or the Board.
1. Furnish phase-in training; and ECaTS will instead provide transition services and data

extract so that the information may be imported into an
alternative Reporting and Analytics platform should the
Board decide to discontinue services.

2. Exercise its best efforts and cooperation to effect an orderly and efficient transition to a successor.
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B. The Contractor shall, upon the Board’s written notice:

1. Continue to provide services during the transition of services period for up to six (6) months after
this Contract is terminated or expires; and

2. Negotiate in good faith a plan with the Board and any successor to determine the nature and extent
of phase-in, phase-out services necessary to transition operation. The plan shall specify a training
program and a date for transferring responsibilities for each of the service areas provided, and shall
be subject to the Board’s approval. The Contractor shall provide sufficient experienced personnel
during the phase-in, phase-out period to ensure that the services called for by this Contract are
maintained at the required level of proficiency.

(C. The Contractor shall allow as many personnel as practicable to remain on the job to help the successor
maintain the continuity and consistency of the services required by this Contract. 1

D. The Contractor shall be reimbursed for reasonable phase-in, phase-out costs (i.e., costs incurred within
the agreed period after contract expiration that result from phase-in, phase-out operations). Any costs
eligible for reimbursement shall not exceed the monthly recurring cost being paid for the services provided
under this contract at the time of contract expiration and as approved by the Board.

14. Debarment and Suspension.

A. The Contractor certifies by entering into this Contract that neither it nor its principals nor any of its
subcontractors are presently debarred, suspended, proposed for debarment, declared ineligible or
voluntarily excluded from entering into this Contract by any federal agency or by any department, agency
or political subdivision of the State of Alabama. The term “principal” for purposes of this Contract means
an officer, director, owner, partner, key employee or other person with primary management or supervisory
responsibilities, or a person who has a critical influence on or substantive control over the operations of the
Contractor.

B. The Contractor certifies that it has verified the state and federal suspension and debarment status for all
subcontractors receiving funds under this Contract and shall be solely responsible for any recoupment,
penalties or costs that might arise from use of a suspended or debarred subcontractor. The Contractor shall
immediately notify the Board if any subcontractor becomes debarred or suspended, and shall, at the Board’s
request, take all steps required by the Board to terminate its contractual relationship with the subcontractor
for work to be performed under this Contract.

15. Default by Board. If the Board, ninety (90) days after receipt of written notice, fails to correct or cure
any material breach of this Contract, the Contractor may cancel and terminate this Contract and institute
measures to collect monies due up to and including the date of termination.

16. Disputes.

A. Should any disputes arise with respect to this Contract, the Contractor and the Board agree to act
immediately to resolve such disputes. Time is of the essence in the resolution of disputes.

B. The Contractor agrees that, the existence of a dispute notwithstanding, it will continue without delay to
carry out all of its responsibilities under this Contract that are not affected by the dispute. Should the
Contractor fail to continue to perform its responsibilities regarding all non-disputed work, without delay,
any additional costs incurred by the Board or the Contractor as a result of such failure to proceed shall be
borne by the Contractor, and the Contractor shall make no claim against the Board for such costs.
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C. If a party to the Contract is not satisfied with the progress toward resolving a dispute, the party must
notify in writing the other party of this dissatisfaction. Upon written notice, the parties have ten (10)
working days, unless the parties mutually agree to extend this period, following the notification to resolve
the dispute. If the dispute is not resolved within ten (10) working days, the parties shall submit the dispute,
in compliance with the recommendations to the Attorney General, when considering settlement of such
disputes, to utilize appropriate forms of alternate dispute resolution, including, but not limited to, mediation
by or through the Attorney General’s Office of Administrative Hearing or where appropriate, private
mediators. If a party if not satisfied with the results of mediation, the dissatisfied party may submit the
dispute to the Circuit Court of Montgomery County, Alabama.

D. The Board may withhold payments on disputed items pending resolution of the dispute. The
unintentional nonpayment by the Board to the Contractor of one or more invoices not in dispute in
accordance with the terms of this Contract will not be cause for the Contractor to terminate this Contract.

E. It is agreed that the terms and commitments contained herein shall not be constituted a debt of the State
of Alabama in violation of Article X1, Section 213, of the Constitution of Alabama, 1901, as amended by
Amendment No. 26. It is further agreed that if any provision of this contract shall contravene any statute
or constitutional provision or amendment, either now in effect or which may, during the course of this
contract, be enacted, then that conflicting provision of the contract shall be null and void.

17. Drug-Free Workplace Certification. The Contractor hereby covenants and agrees to make a good
faith effort to provide and maintain a drug-free workplace. The Contractor will give written notice to the
Board within ten (10) days after receiving actual notice that the Contractor, or an employee of the Contractor
in the State of Alabama, has been convicted of a criminal drug violation occurring in the workplace. False
certification or violation of this certification may result in sanctions including, but not limited to, suspension
of contract payments, termination of this Contract and/or debarment of contracting opportunities with the
Board for up to three (3) years.

In addition to the provisions of the above paragraph, if the total amount set forth in this Contract is in excess
of $25,000.00, the Contractor certifies and agrees that it will provide a drug-free workplace by:

A. Publishing and providing to all of its employees a statement notifying them that the unlawful
manufacture, distribution, dispensing, possession or use of a controlled substance is prohibited in the
Contractor’s workplace, and specifying the actions that will be taken against employees for violations
of such prohibition;

B. Establishing a drug-free awareness program to inform its employees of (1) the dangers of drug abuse
in the workplace; (2) the Contractor’s policy of maintaining a drug-free workplace; (3) any available
drug counseling, rehabilitation and employee assistance programs; and (4) the penalties that may be
imposed upon an employee for drug abuse violations occurring in the workplace;

C. Notifying all employees in the statement required by subparagraph (A) above that as a condition of
continued employment, the employee will (1) abide by the terms of the statement; and (2) notify the
Contractor of any criminal drug statute conviction for a violation occurring in the workplace no later
than five (5) days after such conviction;

D. Notifying the Board in writing within ten (10) days after receiving notice from an employee under
subdivision (C)(2) above, or otherwise receiving actual notice of such conviction;
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E. Within thirty (30) days after receiving notice under subdivision (C)(2) above of a conviction, imposing
the following sanctions or remedial measures on any employee who is convicted of drug abuse
violations occurring in the workplace: (1) taking appropriate personnel action against the employee, up
to and including termination; or (2) requiring such employee to satisfactorily participate in a drug abuse
assistance or rehabilitation program approved for such purposes by a federal, state or local health, law
enforcement, or other appropriate agency; and

F. Making a good faith effort to maintain a drug-free workplace through the implementation of
subparagraphs (A) through (E) above.

18. Employment Eligibility Verification. As required by Alabama state law, the Contractor swears or
affirms under the penalties of perjury that the Contractor does not knowingly employ an unauthorized alien.
The Contractor further agrees that:

A. The Contractor shall enroll in and verify the work eligibility status of all his/her/its newly hired
employees through the E-Verify program as defined in IC §22-5-1.7-3. The Contractor is not required to
participate should the E-Verify program cease to exist. Additionally, the Contractor is not required to
participate if the Contractor is self-employed and does not employ any employees.

B. The Contractor shall not knowingly employ or contract with an unauthorized alien. The Contractor shall
not retain an employee or contract with a person that the Contractor subsequently learns is an unauthorized
alien.

C. The Contractor shall require his/her/its subcontractors, who perform work under this Contract, to certify
to the Contractor that the subcontractor does not knowingly employ or contract with an unauthorized alien
and that the subcontractor has enrolled and is participating in the E-Verify program. The Contractor agrees
to maintain this certification throughout the duration of the term of a contract with a subcontractor.

The Board may terminate for default if the Contractor fails to cure a breach of this provision no later than
thirty (30) days after being notified by the Board.

20. Force Majeure. In the event that either party is unable to perform any of its obligations under this \

Contract or to enjoy any of its benefits because of natural disaster or decrees of governmental bodies not
the fault of the affected party (hereinafter referred to as a “Force Majeure Event”), the party who has been
so affected shall immediately give notice to the other party and shall do everything possible to resume
performance. Upon receipt of such notice, all obligations under this Contract shall be immediately
suspended. If the period of nonperformance exceeds thirty (30) days from the receipt of notice of the Force
Majeure Event, the party whose ability to perform has not been so affected may, by giving written notice,
terminate this Contract.

21. Funding Cancellation. When the Board makes a written determination that funds are not authorized
by statute or otherwise available to support continuation of performance of this Contract, this Contract shall
be canceled. A determination by the Board that funds are not authorized or otherwise available to support
continuation of performance shall be final and conclusive.
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22. Governing Law. This Contract shall be governed, construed, and enforced in accordance with the
laws of the State of Alabama, without regard to its conflict of laws rules. Suit, if any, must be brought in
the Circuit Court of Montgomery County, Alabama.

23. Indemnification. The Contractor agrees to indemnify, defend, and hold harmless the Board, its agents,
officials, and employees from all claims and suits including court costs, attorney’s fees, and other expenses
caused by any act or omission of the Contractor and/or its subcontractors, if any, in the performance of this
Contract. In exchange, The Board shall provide the same reciprocal indemnification to the Contractor.

24. Independent Contractor; Workers’ Compensation Insurance. The Contractor is performing as an
independent entity under this Contract. No part of this Contract shall be construed to represent the creation
of an employment, agency, partnership or joint venture agreement between the parties. Neither party will
assume liability for any injury (including death) to any persons, or damage to any property, arising out of
the acts or omissions of the agents, employees or subcontractors of the other party. The Contractor shall
provide all necessary unemployment and workers’ compensation insurance for the Contractor’s employees,
and shall provide the Board with a Certificate of Insurance evidencing such coverage prior to starting work
under this Contract.

25. Insurance. The Contractor shall secure and keep in force during the term of this Contract the following
insurance coverage, covering the Contractor for any and all claims of any nature which may in any manner
arise out of or result from Contractor’s performance under this Contract:

A. The Contractor and their subcontractors ( if any) shall secure and keep in force during the term of this
Contract the following insurance coverages (if applicable) covering the Contractor for any and all claims
of any nature which may in any manner arise out of or result from Contractor’s performance under this
Contract:

1. Commercial general liability, including contractual coverage, and products or
completed operations coverage (if applicable), with minimum liability limits not less than
$700,000 per person and $5,000,000 per occurrence unless additional coverage is required. The
Board is to be named as an additional insured on a primary, non-contributory basis for any liability
arising directly or indirectly under or in connection with this Contract.

2. Automobile liability for owned, non-owned and hired autos with minimum liability limits of
$700,000 per person and $5,000,000 per occurrence. The Board is to be named as an additional
insured on a primary, non-contributory basis.

3. Professional Liability, also known as Errors and Omissions Insurance, for those Contractors
required to hold a professional license in Alabama with limits not less than $700,000 per cause of
action and $5,000,000 per occurrence. This is coverage available to pay for liability arising out of
the performance of professional or business related duties, with coverage tailored to the needs of
the specific profession. Coverage for the benefit of the Board shall continue for a period of two (2)
years after the date of service provided under this Contract.

4. Fiduciary Liability would be required if the Contractor is responsible for the management and
oversight of various employee benefit plans and programs such as pensions, profit-sharing and
savings, among others. These contractors face potential claims for mismanagement brought by plan
members. Limits should be no less than $700,000 per cause of action and $5,000,000 per
occurrence.
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5. Valuable Papers coverage, available under an Inland Marine policy, is recommended when any
plans, drawings, media, data, records, reports, billings and other documents are produced or used
under this agreement. Insurance must have limits sufficient to pay for the re-creation and
reconstruction of such records.

6. The Contractor shall secure the appropriate Surety or Fidelity Bond(s) as required by applicable
statutes.

7. The Contractor shall provide proof of such insurance coverage by tendering to the Board a
certificate of insurance prior to the commencement of this Contract and proof of workers’
compensation coverage meeting all statutory requirements. In addition, proof of an “all states
endorsement” covering claims occurring outside Alabama is required if any of the services
provided under this Contract involve work outside of Alabama.

B. The Contractor’s insurance coverage must meet the following additional requirements:

1. The insurer must have a certificate of authority or other appropriate authorization to operate in the
state in which the policy was issued.

2. Any deductible or self-insured retention amount or other similar obligation under the insurance
policies shall be the sole obligation of the Contractor.

3. The Board will be defended, indemnified and held harmless to the full extent of any coverage
actually secured by the Contractor in excess of the minimum requirements set forth above. The
duty to indemnify the Board under this Contract shall not be limited by the insurance required in
this Contract.

4. The insurance required in this Contract, through a policy or endorsement(s), shall include a
provision that the policy and endorsements may not be canceled or modified without thirty (30)
days’ prior written notice to the Board.

5. The Contractor waives and agrees to require their insurer to waive their rights of subrogation
against the Board.

C. Failure to provide insurance as required in this Contract may be deemed a material breach of contract
entitling the Board to immediately terminate this Contract. The Contractor shall furnish a certificate of
insurance and all endorsements to the Board before the commencement of this Contract.

26. Key Person(s).

A. If both parties have designated that certain individual(s) are essential to the services offered, the parties
agree that should such individual(s) leave their employment during the term of this Contract for whatever
reason, the Board shall have the right to terminate this Contract upon thirty (30) days’ prior written notice.

B. In the event that the Contractor is an individual, that individual shall be considered a key person and, as
such, essential to this Contract. Substitution of another for the Contractor shall not be permitted without
express written consent of the Board.

Nothing in sections A and B, above shall be construed to prevent the Contractor from using the services of
others to perform tasks ancillary to those tasks which directly require the expertise of the key person.
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Examples of such ancillary tasks include secretarial, clerical, and common labor duties. The Contractor
shall, at all times, remain responsible for the performance of all necessary tasks, whether performed by a
key person or others.

Key person(s) to this Contract is/are __None — ECaTS is a large team that supports 30% of the US 9-1-1
market. There is not one individual that is critical for the implementation of ECaTS
services.

27. Minority, Women, and Veteran Business Enterprise Participation. Substantially all of the work
under this Contract will be performed directly by the Contractor’s employees or by its certified technicians.
Prior to the time the Contractor employs any third party subcontractors, the Contractor will work with the
Board to identify opportunities and select qualified participants.

28. Licensing Standards. The Contractor, its employees and subcontractors shall comply with all
applicable licensing standards, certification standards, accrediting standards and any other laws, rules, or
regulations governing services to be provided by the Contractor pursuant to this Contract. The Board will
not pay the Contractor for any services performed when the Contractor, its employees or subcontractors are
not in compliance with such applicable standards, laws, rules, or regulations. If any license, certification
or accreditation expires or is revoked, or any disciplinary action is taken against an applicable license,
certification, or accreditation, the Contractor shall notify the Board immediately and the Board, at its option,
may immediately terminate this Contract.

29. Merger & Modification. This Contract constitutes the entire agreement between the parties. No
understandings, agreements, or representations, oral or written, not specified within this Contract will be
valid provisions of this Contract. This Contract may not be modified, supplemented, or amended, except
by written agreement signed by all necessary parties.

30. Nondiscrimination.

Pursuant to the federal Civil Rights Act of 1964, the Age Discrimination in Employment Act, and the
Americans with Disabilities Act, the Contractor covenants that it shall not discriminate against any
employee or applicant for employment relating to this Contract with respect to the hire, tenure, terms,
conditions or privileges of employment or any matter directly or indirectly related to employment, because
of the employee’s or applicant’s race, color, national origin, religion, sex, age, disability, ancestry, status
as a veteran, or any other characteristic protected by federal, state, or local law (“Protected Characteristics”).
Contractor certifies compliance with applicable federal laws, regulations, and executive orders prohibiting
discrimination based on the Protected Characteristics in the provision of services. Breach of this paragraph
may be regarded as a material breach of this Contract, but nothing in this paragraph shall be construed to
imply or establish an employment relationship between the Board and any applicant or employee of the
Contractor or any subcontractor.

The Board is periodically a recipient of federal funds, and therefore, where applicable, Contractor and any
subcontractors shall comply with requisite affirmative action requirements, including reporting, pursuant
to 41 CFR Chapter 60, as amended, and Section 202 of Executive Order 11246.

31. Notice to Parties. Whenever any notice, statement or other communication is required under this
Contract, it shall be sent by first class mail or via an established courier or delivery service to the following
addresses, unless otherwise specifically advised.

A. Notices to the Board shall be sent to:
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Alabama 911 Board
Attn:
[ADDRESS]

B. Notices to the Contractor shall be sent to: (Include contact name and/or title, name of vendor &
address)

Payments to the Contractor shall be made via electronic funds transfer in accordance with instructions filed
by the Contractor with the Board.

32. Order of Precedence; Incorporation by Reference. Any inconsistency or ambiguity in this Contract
shall be resolved by giving precedence in the following order: (1) this Contract, (2) attachments prepared
by the Board, (3) RFP# , (4) Contractor’s response to RFP# , and (5) attachments prepared by
the Contractor. All attachments, and all documents referred to in this paragraph, are hereby incorporated
fully by reference.

33. Ownership of Documents and Materials. All documents, records, programs, data, film, tape, articles,
memoranda, and other materials not developed or licensed by the Contractor prior to execution of this
Contract, but specifically developed under this Contract shall be considered “work for hire” and the
Contractor transfers any ownership claim to the Board and all such materials will be the property of the
Board. Use of these materials, other than related to contract performance by the Contractor, without the
prior written consent of the Board, is prohibited. During the performance of this Contract, the Contractor
shall be responsible for any loss of or damage to these materials developed for or supplied by the Board
and used to develop or assist in the services provided while the materials are in the possession of the
Contractor. Any loss or damage thereto shall be restored at the Contractor’s expense. The Contractor shall
provide the Board full, immediate, and unrestricted access to the work product during the term of this
Contract.

34. Payments. All payments shall be made 60 days in arrears by electronic funds transfer to the financial
institution designated by the Contractor in writing. No payments will be made in advance of receipt of the
goods or services that are the subject of this Contract.

35. Penalties/Interest/Attorney’s Fees. The Board will in good faith perform its required obligations
hereunder and does not agree to pay any penalties, liquidated damages, interest or attorney’s fees, except
as permitted by Alabama law.

Any liability resulting from the Board’s failure to make prompt payment shall be based solely on the amount
of funding originating from the Board and shall not be based on funding from federal or other sources.

36. Progress Reports. The Contractor shall submit progress reports to the Board upon request. The
progress reports shall serve the purpose of assuring the Board that work is progressing in line with the
schedule, and that completion can be reasonably assured on the scheduled date.

37. Public Record. The Contractor acknowledges that the Board will not treat this Contract as containing
confidential information. Use by the public of the information contained in this Contract shall not be
considered an act of the Board.
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38. Renewal Option. This Contract may be renewed under the same terms and conditions, subject to the
approval of the Board. The term of the renewed contract may not be longer than the term of the original
contract.

39. Severability. The invalidity of any section, subsection, clause or provision of this Contract shall not
affect the validity of the remaining sections, subsections, clauses or provisions of this Contract.

40. Substantial Performance. This Contract shall be deemed to be substantially performed only when
fully performed according to its terms and conditions and any written amendments or supplements.

41. Taxes. The Board is exempt from most state and local taxes and many federal taxes. The Board will
not be responsible for any taxes levied on the Contractor as a result of this Contract.

42. Termination for Convenience. This Contract may be terminated, in whole or in part, by the Board
whenever, for any reason, the Board determines that such termination is in its best interest. Termination of
services shall be effected by delivery to the Contractor of a Termination Notice at least thirty (30) days
prior to the termination effective date, specifying the extent to which performance of services under such
termination becomes effective. The Contractor shall be compensated for services properly rendered prior
to the effective date of termination. The Board will not be liable for services performed after the effective
date of termination. The Contractor shall be compensated for services herein provided but in no case shall
total payment made to the Contractor exceed the original contract price or shall any price increase be
allowed on individual line items if canceled only in part prior to the original termination date.

43. Termination for Default.

A. With the provision of thirty (30) days’ notice to the Contractor, the Board may terminate this Contract
in whole or in part if the Contractor fails to:

1. Correct or cure any breach of this Contract; the time to correct or cure the breach may be extended
beyond thirty (30) days if the Board determines progress is being made and the extension is agreed
to by the parties;

2. Deliver the supplies or perform the services within the time specified in this Contract or any
extension;

3. Make progress so as to endanger performance of this Contract; or

4. Perform any of the other provisions of this Contract.

B. If the Board terminates this Contract in whole or in part, it may acquire, under the terms and in the

manner the Board considers appropriate, supplies or services similar to those terminated, However, the /{ Deleted: , and the Contractor will be liable to the Board for

Contractor shall continue the work not terminated._In no event shall Contractor’s financial liability exceed
those funds paid to Contractor as part of this Contract before the termination occurred. |

o

C. The Board shall pay the contract price for completed supplies delivered and services accepted. The
Contractor and the Board shall agree on the amount of payment for manufacturing materials delivered and
accepted and for the protection and preservation of the property. Failure to agree will be a dispute under
the Disputes clause. The Board may withhold from these amounts any sum the Board determines to be
necessary to protect the Board against loss because of outstanding liens or claims of former lien holders.

D. The rights and remedies of the Board in this clause are in addition to any other rights and remedies
provided by law or equity or under this Contract.
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44. Travel. No expenses for travel will be reimbursed unless specifically permitted under the scope of
services or consideration provisions. If approved by the Board, expenditures made by the Contractor for
travel will be reimbursed at the current rate paid by the Board and in accordance with the State Travel
Policies and Procedures as specified in the current Financial Management Circular. Out-of-state travel
requests must be reviewed by the Board for availability of funds and for appropriateness per Circular
guidelines.

45. Waiver of Rights. No right conferred on either party under this Contract shall be deemed waived, and
no breach of this Contract excused, unless such waiver is in writing and signed by the party claimed to have
waived such right. Neither the Board’s review, approval or acceptance of, nor payment for, the services
required under this Contract shall be construed to operate as a waiver of any rights under this Contract or
of any cause of action arising out of the performance of this Contract, and the Contractor shall be and
remain liable to the Board in accordance with applicable law for all damages to the Board caused by the
Contractor’s negligent performance of any of the services furnished under this Contract.

46. Work Standards. The Contractor shall execute its responsibilities by following and applying at all
times the highest professional and technical guidelines and standards. If the Board becomes dissatisfied
with the work product of or the working relationship with those individuals assigned to work on this
Contract, the Board may request in writing the replacement of any or all such individuals, and the Contractor
shall grant such request.

Non-Collusion and Acceptance

The undersigned attests, subject to the penalties for perjury, that the undersigned is the Contractor, or that the
undersigned is the properly authorized representative, agent, member or officer of the Contractor. Further, to
the undersigned’s knowledge, neither the undersigned nor any other member, employee, representative, agent
or officer of the Contractor, directly or indirectly, has entered into or been offered any sum of money or other
consideration for the execution of this Contract other than that which appears upon the face hereof.

In Witness Whereof, Contractor and the Board have, through their duly authorized representatives, entered
into this Contract. The parties, having read and understood the foregoing terms of this Contract, do by their
respective signatures dated below agree to the terms thereof.

[Contractor] Alabama Statewide 911 Board
By: By:

Printed Name: Printed Name:

Title: Title:

Date: Date:
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3009 Douglas Blvd. Suite 300
@ Roseville, CA 95661

Information info Ir.sigr‘fsf 916 787 2200 | 888 725 8099

February 1, 2016

Alabama 9-1-1 Board

Reference: AL-NG911-RFP-16-001
1 Commerce ST

Suite 610

Montgomery AL, 36104

Subject: AL-NG911-RFP-16-001 Letter of Transmittal

Dear Alabama 9-1-1 Board:

On behalf of Direct Technology, | am pleased to present you with the enclosed proposal in
response to the Alabama 9-1-1 Board Next Generation 911 Systems and Services RFP (AL-
NG911-RFP-16-001). We acknowledge the proposal deadline of March 4, 2016 and provide our
acceptance of the RFP evaluation criteria, process, and instructions.  Additionally, we
acknowledge and understand all general information presented in Section 1 of the RFP and agree
with all requirements/conditions listed.

Direct Technology would like to propose a best in class service, Emergency Call Tracking
System (ECaTS), in response to the System Reporting and i3 Logging Requirements, Section 5,
of the RFP. We would also like to note that our proposed solution in this response is the same
solution being proposed by our partners: INdigital/RPSS, Solacom, AT&T, and
CenturyLink/TCS. Our solution will work seamlessly with any carrier’s proposal in this effort.

The ECaTS Division of Direct Technology is recognized as subject matter experts in reporting
and Public Safety Intelligence and proposes to provide the first universal 911 Call Reporting
System that leverages the ubiquitous nature of the Internet to provide secure, real-time reporting
to the 911 industry.

ECaTS gives its clients the ability to transparently report all intelligence related to 911 call
handling and volume across an individual PSAP, county, any given jurisdiction and/or statewide
regardless of the Customer Premise Equipment (CPE) at the PSAP. ECaTS MIS and Analytics
services will provide i3 Logging and Operational Reporting solutions.

We are a team of professionals with a proven track record in public safety analytics since 1997,
specifically in the aggregation and reporting of 9-1-1 statistics for over fourteen hundred (1400)
PSAPs across the country. ECaTS is currently installed and in production statewide throughout

ECaTS is a product of Direct Technology ECaTs911l.com




3009 Douglas Blvd. Suite 300
Roseville, CA 95661

Infarmation inte Ins QP‘TS. 916 787 2200 | 888 725 8099

the States of California, Utah, Oregon, Delaware, North Carolina, parts of Texas, Florida,
Kentucky, Mississippi, Louisiana, Missouri, Colorado, Virginia, Tennessee, Oklahoma and
Washington. Our two most recent statewide deployments are the State of Indiana and the State of
Kansas.

The ECaTS a division of Direct Technology certifies that the information offered in its proposal
will meet all general conditions including the information requested in Section 2.3 of RFP AL-
NG911-RFP-16-001. Direct Technology extends its willingness to provide the requested products
and/or services subject to the terms and conditions set forth in the RFP including, but not limited
to, mandatory contract clauses.

The principal contact for the proposal is Tiffany Chambers, ECaTS National Sales Director,
and can be reached at:

3009 Douglas Blvd., Suite 300
Roseville, CA. 95661
Cell: 678-925-8912

Office: 916-787-2227
Fax: 916-787-2227

Email: tchambers@ecats911.com

Please note, “Confidential” information is included in our response in a sealed packet/folder.
Thank you for this opportunity to participate in the State of Alabama 9-1-1 Board Next
Generation 911 Systems and Services RFP.

Sincerely,

Fred M. Michanie
ECaTS President/Founder, product of Direct Technology
Work 916.787.2201 | Cell 916.501.9036

ECaTS is a product of Direct Technology ECaTs911l.com
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ration 911 Systems and Services

Please fill in the cells shaded yellow and indicate if any attachments are included in the response to each item.
Some items require a yes/no answer and an explanation if the answer is no.




AL-NG911-RFP-16-001 ATTACHMENT B - BUSINESS PROPOSAL

2.3.1 GENERAL (OPTIONAL)

Respondent Name: Direct Technology - ECaTS 911 Reporting Solution

Please Complete Yellow Shaded Regions

Enter your response below. Please indicate if attachments are included.

The Respondent may use this optional section of the business proposal to introduce or summarize any
information the Respondent deems relevant or important to the State’s successful acquisition of the products
and/or services requested in this RFP.

ECaTS is very excited to provide a response to the Alabama RFP. As detailed in this response, ECaTS is the standard
in Public Safety Intelligence and Reporting. With deployments in more than 1400 PSAPs nationally, ECaTS has a
proven track record of providing reliable reporting service and direct access to some of the best data analysts and
statisticians in the industry. Some of our clients have been using ECaTS since 1997 and have been able to utilize the
tool and service to develop long term industry trends for their regions, understand the impact of evolving technologies
and implement industry standards with objective reporting at the PSAP and regional levels.

Unlike most MIS reporting packages that are productized, ECaTS is provided as a service to ensure that our customers
are never isolated or operate on an outdated release; and they always have access to a knowledgeable support team.
The ECaTS group is recognized as subject matter experts in reporting and Public Safety Intelligence, we participate in
multiple industry standard bodies including NENA, APCO, CSRIC and others. We help guide the industry in the
implementation of reporting and intelligent solutions in both legacy and NextGen — using data models based on 9-1-1
call statistics as the basis for recommendations. If selected by the Alabama 9-1-1 Board, the ECaTS Team will work
closely with the State to implement a solution that will empower the Board and PSAP Personnel to make decisions
based on actual 9-1-1 event information. The State will be able to establish standards and monitor PSAP and vendors
to those standards. All along, the ECaTS team will be providing supportive services and analytics knowhow to ensure
the State always has intelligence to drive their decisions. Under our model, the State will have direct access to multiple
disciplines from analytics, to software development, to web-based training and unusual data requests. No matter how
complex the request, the team will be able to provide the State with answers, support and a customer service model that
is dedicated to excellence. We invite the State of Alabama to check our existing customer references, and learn why
our customers consider us a critical component of their 9-1-1 strategy.

2.3.2 RESPONDENT'S COMPANY STRUCTURE

Enter your response below. Please indicate if attachments are included.




The legal form of the Respondent’s business organization, the state in which formed (accompanied by a
certificate of authority), the types of business ventures in which the organization is involved, and a chart of
the organization are to be included in this section. If the organization includes more than one product
division, the division responsible for the development and marketing of the requested products and/or
services in the United States must be described in more detail than other components of the organization.

ECaTS is a business division of DirectApps, Inc dba. Direct Technology (www.directtechnology.com), a Delaware
company. Direct Technology was originally founded by Fred Michanie in 1996 in the State of Delaware. The company
currently has offices in Roseville, California and Bellevue, Washington. With over 275 full time employees and another
250 contractors, Direct Technology provides services to customers in both the private and public sector. In the private
sector, Direct Technology’s customers include names like Microsoft, Boeing, Starbucks, Google, Sutter Health, and
others. In the Energy Utility space, Direct Technology provides technology services to all Investor Owned Utilities in
California, including: Pacific Gas and Electric (PG&E), Southern California Edison (SCE), Southern California Gas and
San Diego Gas and Electric. For these customers, Direct Technology develops, maintains and manages Custom
Software Workflow Automation Systems that track hundreds of millions of dollars in Energy Efficiency Transactions.
Additionally, Direct Technology provides Energy Efficiency Workflow Automation Systems for multiple national Energy
Utilities in Georgia, Florida, Alabama, Maine, Kentucky and Louisiana. On the public sector, Direct Technology has
been servicing multiple State Agencies in California, Oregon, Washington and Florida. The technology services
provided to State Agencies range from IT Staffing to Custom Business Intelligence and Analytic Solutions as well as
Application and Server Hosting.

Direct Technology is a Delaware S-Corp, privately held with no outside or private equity funding used to grow, instead
the partners used systematic, planned and controlled organic growth to achieve impressive results.

The success experienced by Direct Technology since its foundation was leveraged by the owners to start a holding
company: TA Group Holdings (http://www.tagroupholdings.com). This holding group proceeded to acquire other
companies to ensure market and industry diversification. Some of the acquisitions were strategically integrated into the
portfolio to provide Direct Technology access to best-of-breed end user interface development and mobility solutions.
Such technological diversification coupled with effective access to technological resources empower Direct Technology
and therefore ECaTS with the ability to quickly and efficiently grow to meet the demands of our customer base. More
importantly, it provides ECaTS with the best talent and technology available in the industry. Please reference the
following attachments: Attachment F- Articles of Incorporation, Attachment G - City of Roseville, California License,
Attachment H - Washington Business Licence, and Attachment | - ECaTS Org Chart and Business Unit.




2.3.3 COMPANY FINANCIAL INFORMATION

Enter your response below. Please indicate if attachments are included.

This section must include the Respondent’s financial statement, including an income statement and balance
sheet, for each of the two most recently completed fiscal years. The financial statements must demonstrate
the Respondent’s financial stability. If the financial statements being provided by the Respondent are those
of a parent or holding company, additional financial information should be provided for the entity/organization
directly responding to this RFP.

See Attachment A and A-1 in the sealed "Confidential" packet/folder, for copies of reviewed and approved 2013 and
2014 Financials for Direct Technology. Direct Technology is the entity providing the product/service in response to the
Alabama RFP 16-001. ECaTS, Emergency Call Tracking System, is a product of Direct Technology.

2.3.4 INTEGRITY OF COMPANY STRUCTURE AND FINANCIAL REPORTING

Enter your response below. Please indicate if attachments are included.

This section must include a statement indicating that the CEO and/or CFO has taken personal responsibility
for the thoroughness and correctness of any and all financial information supplied with this proposal. The
particular areas of interest to the Board in considering corporate responsibility include the following items:
separation of audit functions from corporate boards and board members, if any, the manner in which the firm
assures board integrity, and the separation of audit functions and consulting services. The State of Alabama
will consider the information offered in this section to determine the responsibility of the Respondent.

The Sarbanes Oxley Act of 2002, H.R. 3763, is NOT directly applicable to this procurement; however, its
goals and objectives may be used as a guide in the determination of corporate responsibility for financial
reports.

Direct Technology financial processes are managed by its corporate CFO Casey Stenzel. Mr Stenzel's background
follows:

Casey Stenzel is directly responsible for the financial management and reporting of TA Group's investments. In addition,
he manages all corporate finance, acquisitions, financial forecasting and financial/risk management analysis. Casey
joined TA Group in October 2012 after spending the majority of his career with Microsoft and Arthur Andersen LLP. With
his 22 years of accounting, finance, and consulting experience in several companies and industries, Casey will be
responsible for analyzing the financial feasibility of the company's growth strategies and corporate acquisitions. Casey
will also serve as the CFO of TA Group's portfolio companies and manage all accounting staff in located Washington
and California.

Casey earned his Bachelors of Business Administration with a concentration in Finance in 1990, and his CMA in 1997
while working ten years in Big 6 Accounting. Casey serves on the National Exam Review Committee for the Certified
Management Accountant Exam, and is the Treasurer of the Issaquah Soccer Club. He is married with three children,
and enjoys competitive soccer and softball, and coaching youth sports.

Mr. Stenzel reports directly to the CEO of the company: Rick Nelson. As part of Direct Technology’s financial
responsibility processes, it conducts yearly audits by an independent accounting firm: Van Erp, Petersen and Babckock,
LLP. Attached is a copy of the letter signed by our CFO to the independent audit firm confirming our compliance with
GAAP and other accounting practices and recommendation made by the independent auditors for their latest review of
the 2013 financials.

In addition, we have included the following Direct Technology Management Rep Letter for last year’s financial review by
an external audit firm, please reference Attachment B. Should additional documentation or information be required
related to the financials, please contact Fred Michanie at fmichanie@ecats911.com or 916-501-9036.




2.3.5 CONTRACT TERMS/CLAUSES

The contract resulting from this RFP will contain both mandatory and non-mandatory clauses. Mandatory clauses are non-negotiable while non-mandatory clauses are highly desirable. Attachment A contains a sample contract
that will be similar to the one resulting from this RFP. Please indicate your acceptance of the following mandatory/non-mandatory clauses within the sample contract. If a non-mandatory clause is not acceptable as worded, please
indicate in the "Additional Contract Considerations" and suggest a specific alternative wording to address issues raised by the specific clause in the explanation space provided.

To reiterate, it's the Board's strong desire to not deviate from the contract provided in the attachment and as such the Board reserves the right to reject any and all of these requested changes. Failure to include a clear, specific,
unequivocal agreement to these clauses may result in disqualification of the proposal from further evaluation.

Mandatory Clauses Acceptance? (Yes / No) If No, Explanation
Duties of Contractor, Rate of Pay, and Term of Contract Yes
Authority to Bind Contractor Yes
Compliance with Laws Yes
Drug-free Workplace Provision and Certification Yes
Employment Eligibility Verification Yes
Funding Cancellation Yes
Governing Laws Yes
Indemnification Yes
Information Technology Yes
Non-discrimination Clause Yes
Ownership of Documents and Materials Yes
Payments Yes
Penalties/Interest/Attorney's Fees Yes
Termination for Convenience Yes
Non-collusion and Acceptance Yes

Enter your response below. Please indicate if attachments are included.

Additional Contract Considerations
Please note: The Board will only review or negotiate changes to contract clauses clearly identified in the transmittal
letter. If there are no contract clauses identified, Respondent is considered to have accepted the clauses as they are

No additional contract considerations

2.3.6 REFERENCES

The Respondent must include a list of at least three (3) clients for whom the Respondent has provided products and/or services that are the same or similar to those products and/or services requested in this RFP. Any state
government for whom the Respondent has provided these products and services should be included; also to be included should be clients with locations near Alabama as site visits may be arranged.

include the name, address, and telephone number of the client facility and the name, title, and phone/fax numbers of a person who may be contacted for further information.

Reference One

Enter your response below.

Legal Name of Company or Governmental Entity

Utah Communications Authority (Utah 911)

Industry of Company

Public Safety/9-1-1

Mailing Address

4501 South 2700 West, Salt Lake City, UT, 84129

Telephone Number

801-857-5825

Contact Name

Eric Parry, ENP

Title

State 9-1-1 Program Manager

Telephone/Fax Number

801-857-5825

E-mail Address

eparry@utah.gov, eparry@uca9ll.org

Time period in which services were provided

Ongoing since 07/20/2010 Still in Production

Please describe the service provided to this reference

All ECaTS services described in this response for the entire State

Information provided should




Reference Two

Enter your response below.

Legal Name of Company or Governmental Entity

California Office of Emergency Services (CalOES)

Industry of Company

Public Safety/9-1-1

Mailing Address

601 Sequoia Pacific Blvd., MS-911, Sacramento, CA 95811

Telephone Number

916-657-6119

Contact Name

Alicia Fuller

Title

Program Manager

Telephone/Fax Number

916-657-6119/916-657-9882

E-mail Address

alicia.fuller@caloes.ca.gov

Time period in which services were provided

Ongoing since 1997! Still in production

Please describe the service provided to this reference

All ECaTS services described in this response for the entire State

Reference Three

Enter your response below.

Legal Name of Company or Governmental Entity

North Carolina 911 Board - Office of Information Technology Services

Industry of Company

Public Safety/9-1-1

Mailing Address

PO Box 17209, Raleigh,
NC 27619-7209

Telephone Number

(919) 754-2942

Contact Name

Richard Taylor

Title

Executive Director

Telephone/Fax Number

(919)754-2942 (919) 981-2548

E-mail Address

richard.taylor@nc.gov

Time period in which services were provided

Ongoing since June 2012 Still in Production

Please describe the service provided to this reference

All ECaTS services described in this response for the entire State

Please identify all references for the past five (5) years for whom your company has provided the same or similar services as those requested in this RFP, but the contract was terminated for cause or for convenience.

Reference One

Enter your response below.

Legal Name of Company or Governmental Entity

We have never had a customer cancel our service for any reason since service begun in 1997,

Industry of Company

Mailing Address

Telephone Number

Contact Name

Title

Telephone/Fax Number

E-mail Address

Time period in which services were provided

Please describe the service provided to this reference

Provide reason(s) for loss or termination

Reference Two

Enter your response below.

Legal Name of Company or Governmental Entity

We have never had a customer cancel our service for any reason since service begun in 1997.

Industry of Company

Mailing Address

Telephone Number

Contact Name

Title

Telephone/Fax Number

E-mail Address

Time period in which services were provided

Please describe the service provided to this reference

Provide reason(s) for loss or termination




Reference Three

Enter your response below.

Legal Name of Company or Governmental Entity

We have never had a customer cancel our service for any reason since service begun in 1997.

Industry of Company

Mailing Address

Telephone Number

Contact Name

Title

Telephone/Fax Number

E-mail Address

Time period in which services were provided

Please describe the service provided to this reference

Provide reason(s) for loss or termination

Corporate Litigation

Enter your response below. Please indicate if attachments are included.

Does your company have any pending litigation regarding contract disputes?

No.

2.3.7 REGISTRATION TO DO BUSINESS

Registered? (Yes / No) If No, Explanation

Respondents providing the products and/or services required by this RFP must be registered and in good
standing with the Alabama Secretary of State. The requirement is applicable to all limited liability
partnerships, limited partnerships, corporations, S-corporations, nonprofit corporations, and limited liability
companies. Please indicate the status of registration.

Yes

2.3.8 AUTHORIZING DOCUMENT

Enter your response below. Please indicate if attachments are included.

Respondent personnel signing the Transmittal Letter of the proposal must be legally authorized by the
organization to commit the organization contractually. This section shall contain proof of such authority. A
copy of corporate bylaws or a corporate resolution adopted by the board of directors indicating this authority
will fulfill this requirement.

Please refer to the attached documents (outlined below) as required proof:
1. Attachment C - DA Bylaws Amended 1.1.13

2. Attachment D - DA Buy Sell Agreement Amendment 1 1.1.13

3. Attachment E - DA Board Resolution 1.1.13




2.3.9 SUBCONTRACTORS

Enter your response below. Please indicate if attachments are included.

The Respondent is responsible for the performance of any obligations that may result from this RFP, and
shall not be relieved by the non-performance of any subcontractor. Any Respondent’s proposal must identify
all subcontractors and describe the contractual relationship between the Respondent and each
subcontractor. Either a copy of the executed subcontract or a letter of agreement over the official signature
of the firms involved must accompany each proposal.

Any subcontracts entered into by the Respondent must be in compliance with all State statutes, and will be
subject to the provisions thereof. For each portion of the proposed products or services to be provided by a
subcontractor, the technical proposal must include the identification of the functions to be provided by the
subcontractor and the subcontractor’s related qualifications and experience.

The combined qualifications and experience of the Respondent and any or all subcontractors will be
considered in the Board's evaluation. The Respondent must furnish information to the Board as to the
amount of the subcontract, the qualifications of the subcontractor for guaranteeing performance, and any
other data that may be required by the State. All subcontracts held by the Respondent must be made
available upon request for inspection and examination by appropriate Board officials, and such relationships
must meet with the approval of the Board.

The Respondent must furnish the following information for their use of subcontractors:

A. Each subcontractor's name, address, and state of incorporation that are proposed to be used in providing
the required products and services

B. Each subcontractor’s area(s) of responsibility under the proposal

C. The anticipated dollar amount for each subcontract

D. Each subcontractor's form of organization

E. An indication from each subcontractor of a willingness to carry out their responsibilities (this assurance in
no way relieves the Respondent of any responsibilities in responding to this RFP or in completing the
commitments documented in this proposal)

F. The qualifications of each subcontractor for guaranteeing performance

G. Identification of the functions to be provided by the subcontractor and the subcontractor's related
qualifications and experience in the technical proposal for each portion of the proposed products or services
to be provided by the subcontractor

H. Any other data that may be required by the State

No subcontractors are used. All work is performed by Direct Technology's ECaTS Organization as described in section
2.3.2 - ECaTS Team and Management description.

2.3.10 GENERAL INFORMATION
Business Information

Enter your response below.

Legal Name of Company

DirectApps Inc. dba Direct Technology Inc.

Contact Name

Fred J. Michanie

Contact Title

President and Founder

Contact E-mail Address

fmichanie@directtechnology.com

Company Mailing Address

3009 Douglas Blvd., Suite 300

Company City, State, Zip

Roseville, California, 95661

Company Telephone Number

916-787-2201

Company Fax Number

916-724-1872

Company Website Address

www.directtechnology.com  www.ecats911.com

Number of Employees (company)

150 FTEs and 125

Contractors
Years of Experience 18 years
Number of U.S. Offices 2 Roseville, CA and Bellevue, WA
Year Alabama Office Established (if applicable) None
Parent Company (if applicable) N/A
Revenues ($MM, prior year) $38m
Revenues ($MM, two-years prior) $32.5m

% Of Revenue from Alabama customers

0%




Yes / No

If No, Explanation

Does your company have a formal disaster recovery plan? If no, please provide an explanation of any
alternative solution your company has to offer. If yes, please note and include as an attachment.

Yes

Direct Technology has a form disaster recovery strategy utilized to backup all of their
hosted solutions in multiple markets including Public Safety. Currently all of Direct
Technology’s customers including all ECaTS Customers are stored at the Tier-4 Data
Center located in Sacramento, California. ECaTS has been built using a zero data loss
model by introducing remote buffer boxes called Remote Data Distribution Module (RDDM)
at each PSAP or hosted data collection point. By collecting and storing the data locally, all
9-1-1 event information is immediately secured on site. Even during a major disaster, the
buffer boxes will continue to collect and store the information until either a) the primary
data center is brought back online or b) the secondary data center is brought up online. At
either point, the buffer boxes will connect to the new data center and continue delivery of
the data from the last recovery point.

In essence, our disaster recovery strategy includes the duplication of data from our primary
data center to our secondary data center located in Seattle, Washington. This is done
both physically by duplicating the environment and logically by copying data in 24 hours
interval cycles. In the event that a disaster is designated at the Direct Technology Primary
Data Center in Sacramento, CA, the secondary SQL, Parsing and Web servers will be
brought online in Seattle WA. This is a manual failover and will require traffic redirection
from ECaTS RDDM boxes to a new set of data center collectors. This process will take
approximately 6-10 hours at which point all the remote buffer boxes will be connected to
the backup site and will continue to provide service.

It should be noted that all buffer boxes at each PSAP will continue to collect data both
during the disaster and will not delete the data until it has been delivered to a certified
ECaTS data collection server either at the primary or secondary site. This ensures that
NO DATA will be lost even during a disaster at the primary data center.

After the Primary Site has been restored and brought back online data will be replicated
back to the primary site. Direct Technology will then be redirecting the RDDM traffic back
to the Primary Site. This process will be validate by our onsite date analyst to ensure data
integrity, at which point the primary systems will naturally continue operations. During a
disaster of this magnitude, ECaTS NOC will be providing updates to the client in one hour
increment to ensure open communication and status updates are being furnished until the
system is fully operational.




Enter your response below. Please indicate if attachments are included.

What is your company’s technology and process for securing any Board or private information that is
maintained by your company?

Data is captured by a local buffer device that performs data compression and full encryption. The data is then delivered
to our data centers using SLL encrypted tunnels on top of the compression and encryption algorithms used during
storage. The data center itself is protected with fully redundant firewalls, Intrusion Detection Systems and 24x7
monitoring of all network activity.

2.3.11 EXPERIENCE SERVING STATE GOVERNMENTS

Enter your response below. Please indicate if attachments are included.

Please provide a brief description of your company’s experience in serving state governments and/or quasi-
governmental accounts. Disclose each state or jurisdiction in which Respondent does business or holds
contracts to provide goods or services and the nature of each such business or contract.

Direct Technology has, since its inception, done significant work with State and Local government. In addition to the 9-11
1 ECaTS business, Direct Technology provides custom software development, network architecture, IT security and IT
staffing to many State agencies in California and Washington. Some of our clients include California Department of
Health Services, CA. Department of Mental Health, CA. Department of Corrections, Washington Transportation Agency,
California Transportation Agency (CalTrans), and many others. For additional references, please contact the ECaTS
contact person references in this response.

2.3.12 EXPERIENCE SERVING SIMILAR CLIENTS

Enter your response below. Please indicate if attachments are included.

Please describe your company’s experience in serving clients of a similar size to the State that also had a
similar scope. Please provide specific clients and detailed examples.

Currently ECaTS services are being provided to and used at more than 1400 PSAPs nationally in the following states:
California, Oregon, Washington, Utah, Texas, Oklahoma, Kentucky, Indiana, Kansas, Mississippi, Louisana, Colorado,
Delaware, Missouri, Florida, North Carolina, Tennessee and Washington DC. The service being provided to these
customers is the same service described in this response. For additional references, please contact the ECaTS contact
person provided in this response.
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Instructions

Overview
Each respondent must complete the cost worksheets that follow, using the format as provided. Please see the specific completion instructions included on each individual tab.

Respondents are encouraged to indicate if they are unable to provide specific products or services as the best and final offer process will define/refine the specific products and services
required from the selected respondent.

Each respondent should document any and all assumptions used for arriving at cost estimates in the following sections.

The Cost Proposal categorizes unit pricing into two main groups: Implementation (One time price) and Recurring (Monthly price). The Cost Proposal contains two sections. Section 1 is
used for the functional components to implement and operate the 9-1-1 network and Sections 2-6 are specifically for hosted 9-1-1 services and operation.

The Cost Model is calculated from the Cost Proposal elements. Respondents do not need to develop a separate cost model.
Sample numbers have been placed into both the Cost Proposal spreadsheet as an illustration of how the spreadsheets work.
Respondents are expected to replace the sample numbers and modify the timeline to represent its proposal. These figures are not indicative of a possible budget.

RESPONDENTS ARE ADVISED THAT ALL ASSUMPTIONS MADE IN THE COST PROPOSAL AND ELSEWHERE IN THIS RFP REGARDING QUANTITIES (INCLUDING THE
NUMBER OF PSAPS) ARE ESTIMATES ONLY,

SUCH QUANTITIES MAY INCREASE OR DECREASE. THE AGREEMENT IS FOR UNIT PRICES ONLY; AND WHERE APPLICABLE A MONTHLY RECURRING CHARGE FOR
ONGOING OPERATIONS AND ADMINISTRATION.

OFFERORS, BY SUBMITTING THIS COST PROPOSAL, CERTIFY THAT THEY HAVE MADE A GOOD FAITH EFFORT TO ALLOCATE COSTS TO APPROPRIATE SERVICE
CATEGORIES AND HAVE NOT ENGAGED IN UNBALANCED BIDDING OF ANY KIND.

Note to Respondents: All pricing being sought under this RFP will be utilized to understand and evaluate your proposal. All pricing included in these schedules will be on a firm, fixed
monthly recurring cost basis for the transfer, implementation, and on-going operations of the system.
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Instructions - Schedule 1

COST PROPOSAL:

This RFP calls for unit pricing by Deliverable / Cost Area. Respondent will insert its unit prices into the Cost Proposal spreadsheet. The columnar structure shall not be changed.
Implementation Pricing: Includes the Non-Recurring and one time charges for purchasing the equipment and facilities designed to provide the service functionality.

Recurring (Monthly) Pricing: Includes monthly Administration and Operations of the system, and Project Management charges for the duration of the projected implementation period.

The Project Management charge shall encompass all costs associated with implementation of the system and is the only allowable charge prior to acceptance of the ESInet and first
PSAP. Enter your recurring monthly charge for each of the following items:

AL-NG911-RFP ESInet Requirements

AL-NG911-RFP Specific Requirements

AL-NG911-RFP i3/NG Core Services Requirements

System Reporting and i3 Logging Requirements

Service and Support Requirements

Project Management and Planning Requirements

Electrical, Wiring and Cable Requirements

Other Required Items Charges - for items that the Vendor believes are needed but do not fit into one of the specified charge categories.
Please itemize any Other Required Items (add rows to spreadsheet if necessary)

At the bottom of the Cost Proposal spreadsheet please be sure to check and total all the monthly recurring charges.

An additional table is provided for System Hosting.

Please provide a monthly recurring cost for each of the two optional items.




Cost Proposal Column

Instructions

Deliverable / Cost Area

The Deliverable / Cost Area has been pre-populated with the anticipated components required
to deliver 911 service to the Alabama PSAP’s. Each of these components relates to an
existing component or desired functionality.

Respondents shall use the list as a guide to prepare unit costs for each functional element.
The table includes a set of instructions to help guide how pricing information is entered into the
table so that a detailed cost can be generated.

Estimated one time (Non- Recurring - NRC) start up costs, capitol costs etc.

The first three columns are used to enter Non-Recurring charges.

Unit of Measure

Unit of measure is a figure used to calculate a total Non-Recurring charge based upon a Unit
cost. This may be a Primary PSAP ; one time implementation milestones;

It is the respondents responsibility to articulate what measure they are using to calculate their
costs

Estimated Cost

Estimated Cost is the cost of an individual component or system level functionality.

Extended Price (Unit of Measure x Estimated Cost)

The Extended price is a summation of the Unit of Measure multiplied by Estimated Cost.

Ongoing Monthly Recurring Charges (MRC)

Ongoing Monthly Recurring Charges are the monthly service fees billed to the AL911 Board by
the system service provider.

Unit of Measure

Unit of measure is a figure used to calculate a total Non-Recurring charge based upon a Unit
cost. Ongoing operational costs are expressed in terms of months, days or hours.

It is the respondents responsibility to articulate what measure they are using to calculate their
costs

Unit Price

Unit price is the monthly charge of a service function provided by the system service provider.

Extended Price (Unit of Measure x Unit Price)

Extended Price (Unit of Measure x Unit Price)
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Schedule 1 — Equipment and Implementation

This table indicates the pricing elements identified for requirements defined in AL-NG911 RFP ATTACHMENT D - Technical Specifications, for costs associated with the transfer, modification
and implementation of the system (from date of contract execution to the end of the month statewide roll-out is completed). The successful Respondent is to group tasks/deliverables by the

areas identified.

Instructions: Please fill in the cells shaded yellow. These items will be used to assign Cost components. Do not fill in the gray and blue cells. Note that
the blue cells will populate automatically. Price example - ESInet configured at 8 PSAP's for a total of 80,0000. 8 is entered in the unit of measure, $10,000

entered in the estimated cost

Estimated one time (Nonrecurring - NRC) start up costs,
capitol costs etc.

Ongoing monthly recurring costs (MRC)

Extended Price (Unit of Extended Price
Deliverable / Cost Area Unit of Measure | Estimated Cost| Measure x Estimated |Unit of Measure Unit Price (QTY x Unit
Cost) Price)
Section 2 - ANGEN ESInet Requirements
2.2 ANGEN ESinet Services $ - $ -
ESInet Deployment $ - $ - $ - $ =
PSAP IP Mesh Transport Network $ > $ = $ = $ -
IP Core Router Architecture (aggregation service routers) $ = $ = $ = $ =
Fiber to the PSAP (high availability option) $ - $ - $ = $ =
Commaodity IP (tertiary service provider connections) $ > $ = $ = $ S
Regulatory and Legislative Support $ - $ - $ = $ =
2.3 ANGEN Architecture Requirements $ = $ = $ = $ =
2.4 ANGEN ESlnet Features and Functions $ - $ = $ = $ =
2.5 ANGEN Network Failover $ - $ - $ - $ =
2.6 ANGEN Network Security $ - $ - $ - $ .
Sub-Total $ - $ -
Section 3 - ANGEN Specific Requirements
3.1 System Service Provider Coordination Requirements $ = $ =
Legacy T-1 Network Transport (OSP to tandems) $ - $ - $ = $ =
Originating Service Provider Coordination (wireless carrier) $ = $ = $ = $ -
Orginating Service Provider Coordination (x-LEC) $ = $ = $ = $ =
Voice Message Services $ - $ - $ = $ =
Database Server and Software $ - $ = $ = $ =
pANI (psuedo ANI) and IP Provider ALI Records $ - $ - $ = $ =
Third Party Providers Interfaces (TCS and Intrado E2+ interfaces) $ - $ - $ = $ =
Inter-company ALI Server Connections $ = $ = $ = $ =
3.2 Interstate Interconnection Requirements $ = $ = $ = $ =
3.3 Text to 911 Requirements 118 $ 500.00 | $ 59,000.00 118 $ 50.00 | $ 6,962.00
Originating Service Provider coordination (wireless carrier) $ - $ - $ = $ =
Sub-Total $ 59,000.00 $ 6,962.00
Section 4 - ANGEN i3/ NG Core Services Requirements
4.1 NENA i3 Core Functional Requirements $ = $ = $ = $ =
SIP Gateway $ - $ - $ - $ -
SS7 Legacy Gateways $ - $ - $ = $ =
ALI Interface $ - $ - $ - $ -
IP Call Routing Platform $ - $ - $ - $ =
4.2 Border Control Function (BCF) $ - $ - $ - $ =
4.3 Emergency Call Routing Function (ECRF) $ = $ = $ = $ =
4.4 Emergency Services Routing Proxy (ESRP) $ = $ = $ = $ =
4.5 Legacy Network Gateway (LNG) $ - $ - $ = $ =
4.6 Legacy PSAP Gateway (LPG) $ - $ = $ =
4.7 Legacy Selective Router Gateway (LSRG)* if included $ - $ - $ = $ =
4.8 Location Validation Function (LVF) $ = $ = $ = $ =
4.9 Legacy Database Services $ - $ - $ = $ =




4.10 Disaster Recovery / Business Continuity

Continuity of Operations (Resiliency)




Sub-Total

*

&

Section 5 - System Reporting and i3 Logging Requirements

5.1 Reporting and Data Collection System Requirements

118

@

4,300.00

507,400.00

118

379.60

44,792.80

Remote Diagnostics

Performance Monitoring

Notification and Escalation

5.2 Statewide Statistical Monitoring

118

1,000.00

118,000.00

118

100.00

11,800.00

5.3 Operational Reporting and Logging

118

500.00

59,000.00

118

43.00

5,074.00

Logging Recording

9,400.00

37,600.00

System Reporting and Logging Requirements

5.4 Local Logging Recorder Interface

B AR R |B|B|H

BB P PP || P | PP

Sub-Total

PPN R|P| PR | R R A

722,000.00

BNPR|P| PR | PR | R |

61,666.80

Section 6 - Service / Support Requirements

6.1 Customer Support Services

Network Operation, Administration and Management

PSAP Alerting and Remote System Status Alarming

Quality of Service (QoS) Monitoring and Reporting

Service Level Agreement (SLA) Monitoring and Reporting

Ongoing Development of New Public Safety Services

Spares

6.2 Help Desk

6.3 Trouble Handling and Ticketing Requirements

6.4 Training

6.5 Monitoring of Applications and Equipment

Intrusion Prevention and Detection

Identity and Access Management

6.6 Network Operations Center (NOC)

6.7 Alarm Categories

6.8 Scheduled Maintenance

BB PP PP |P|R| R | R | PR R

B AP |PR| PP |P| PR | R | PR PR r| A

Sub-Total

BB P PP PPN PP PP | PP |P| PR P

B AR P|P|P| PP PP | PR |R|P| PR P

Section 7 - Project Management and Planning Requirements

7.1 Implementation Project Plan

Implementation Oversight

Cutover Planning

Migration Plan

7.2 System Test Plan

7.3 Transition Plan

7.4 Service Management Plan

PP |P|P|P| R P

PP |P|P|R|R|R

Sub-Total

AN RN P|P|P| PR P

R R B2 Rz K2 Koz d R A Ko

Section 8 - Electrical, Wiring, and Cable Requirements

8.1 Electrical

8.2 Electrical Interference

8.3 Wiring and Cabling

8.4 Grounding

8.5 Transient Voltage Surge Suppression

AP |P| PP

PR |R| P

Sub-Total

Total Transfer and Implementation Cost

Assumptions and Comments

AN AP | PP P

781,000.00

AN AR |PR| PP | P

68,628.80

ECaTS is priced as a monthly service with an upfront installation and configuration fee. The monthly service provides the Alabama 9-1-1 Board with all the benefits outlined in this RFP response,

including: dedicated team of data analysts, statisticians and customer communication specialists. Augmenting the powerful ECaTS Reporting Platform with these teams of data specialist will empower the
State of Alabama with the ability to leverage 911 data to make intelligent, proactive decisions. From regular administrative requests, to complex analytics that provide clear understanding of the health of

the 911 implementation throughout the State.

As included in the spreadsheet — Schedule 1, ECaTS contains a Non-Recurring Charge which includes all hardware installation, training, customization (as defined in the RFP Response), configuration,
quality assurance and implementation validation services for all PSAPs in the State of Alabama. There are separate fees noted for: PSAP level reporting, Logging and Recording services (ESINet level),
Text-t0-911 Reporting and statewide statistical monitoring via the ECaTS Dashbaord. Similarly, ECaTS provides a monthly cost for these services and functionalities on a per PSAP basis. In schedule

two, we are extending the same monthly cost over the life of the contract and extension options. ECaTS will not increase the monthly cost for the life of the original agreement and all associated

extensions discussed in this RFP.




AL-NG911-RFP-16-001
Attachment C — Cost Proposal

Instructions - Schedule 2-6 System Operation

Schedules 2 and 6 — System Hosting

Instructions

Schedule 2

On-going System Hosting Post Implementation from completion of statewide rollout Year 1

The Respondent(s) shall enter an annual price for the hosted services in the yellow shaded
area. The sheet will calculate the extended price.

On-going System Hosting Post Implementation: Year 2 Same instructions as above
On-going System Hosting Post Implementation: Year 3 Same instructions as above
On-going System Hosting Post Implementation: Year 4 Same instructions as above
On-going System Hosting Post Implementation: Year 5 Same instructions as above

On-going System Hosting Post Implementation:

Year 6 (Optional Extension)

Same instructions as above

On-going System Hosting Post Implementation:

Year 7 (Optional Extension)

Same instructions as above

On-going System Hosting Post Implementation:

Year 8 (Optional Extension)

Same instructions as above

On-going System Hosting Post Implementation:

Year 9 (Optional Extension)

Same instructions as above

On-going System Hosting Post Implementation:

Year 10 (Optional Extension)

Same instructions as above




AL-NG911-RFP-16-001
Attachment C — Cost Proposal
Schedules 2 - 6 — Service Operation

These schedules indicate the pricing for Respondents proposed services as defined in Attachment D for the ongoing hosting of
the system starting the first full month after statewide roll-out is complete to the period ending five (5) years from contract
execution and then for each of the five (5) annual renewal options.

Instructions: Please fill in the cells shaded yellow. These items will be used to assign Cost points. Do not fill in the gray and
blue cells. Note that the blue cells will populate automatically. Example - Annual price of hosting service is $120,000 multiplied
by 12 months - $1,440,000 total

Cost element Annual price Months Total

Schedule 2

On-going System Hosting Post Implementation from completion of statewide

rollout to the period ending Year 1 $ 68,628.80 4 $ 274,515.20
On-going System Hosting Post Implementation: Year 2 $ 68,628.80 12 $ 823,545.60
On-going System Hosting Post Implementation: Year 3 $ 68,628.80 12 $ 823,545.60
On-going System Hosting Post Implementation: Year 4 $ 68,628.80 12 $ 823,545.60
On-going System Hosting Post Implementation: Year 5 $ 68,628.80 12 $ 823,545.60
On-going System Hosting Post Implementation: Year 6 (Optional Extension) $ 68,628.80 12 $ 823,545.60
On-going System Hosting Post Implementation: Year 7 (Optional Extension) $ 68,628.80 12 $ 823,545.60
On-going System Hosting Post Implementation: Year 8 (Optional Extension) $ 68,628.80 12 $ 823,545.60
On-going System Hosting Post Implementation: Year 9 (Optional Extension) $ 68,628.80 12 $ 823,545.60
On-going System Hosting Post Implementation: Year 10 (Optional Extension) $ 68,628.80 12 $ 823,545.60

Assumptions and Comments

Cost Assumptions

It is our assumption that there was an error in column D of Schedule 2-6 of the Pricing Spreadsheet. We are assuming that
cost meant to be “Monthly Cost” and not “Annual price” as depicted in the Spreadsheet. We are assuming that since column
E uses the word "Months" as a multiplier which results in a total per row. Based on our commitment to provide the same
monthly cost for the duration of the contract and any extension associated with this RFP, we simply took the monthly service
fee and applied it to each row in the Schedule.

As an option to the RFP, ECaTS provides the following reporting capabilities:

* Enhanced Reporting Package

» Enhanced Reporting Package Per PSAP provides the customer with access to additional premium reporting, for example:
Agent Module, Audit Module, Called Back Summary Report, COS ALI Change Report, Daily Invalid ALI Report, Dynamic
COS Report, Friendly Line Manager Report, Top 20 Busiest Hours Graphing, and Snap Shot Report)

* Cost Per PSAP: $4,560.00

» Customization Bundles

» Customization Bundles provides the ability to procure bundles of customization hours at wholesale costs. The "Monthly
Custom Development Bundles" include 40 hours per month at a cost of $180.00/per hour. The unused hours per month roll
over into the following month for a period of up to one year. Any additional hours beyond the 40 hours per month will incur
the normal cost per hour for Custom Development at a rate of $200.00 per hour. Customization bundles can be utilized to
create additional/future reports and analytical functionality not currently planned for in this RFP.

« Cost per bundle: $7,200.00
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ATTACHMENT D TECHNICAL SPECIFICATIONS

AL-NG9-1-1-RFP-16-001

SECTION 1 RESPONSE INSTRUCTIONS

1.1  GENERAL RESPONSE INSTRUCTIONS

Respondents must respond with either COMPLY, NON COMPLY or EXCEPTION to all of the
sections and requirements in this RFP.

It is recommended that all detailed responses are located under the section heading and section
verbiage to aid in evaluation. Enter your response(s) in line with the sections and requirements at
the end of each section. If no clear order is followed; the response may be disqualified.

Respondents that take an EXCEPTION to a particular requirement must provide an alternative to
the required feature or function specified. The alternative must describe in detail how it meets the
original requirement and must include any other pertinent information that may be necessary to
properly consider the alternative being offered (i.e. diagrams, enhanced capability, design
efficiency, cost savings, etc.).

The Board recognizes that in some cases Respondents may be able to provide a service or function
that is superior to the requirements listed. If the Respondent wishes to present such an alternative,
an EXCEPTION should be used to clearly articulate the functionality that Respondents would like
to propose as an alternative for evaluation.

The requirements specified in this RFP are identified as MUST haves, SHALL haves,
REQUIRED, REQUIRES, or REQUIREMENT(S).

Each proposal will be evaluated according to how well the requirements have been addressed.

Features and functions listed as DESIRABLE are not required. Desirable features and functions
add value to a requirement. Respondents are encouraged to provide desirable features and
functions where they have an opportunity to maximize the value to the Board while also satisfying
the underlying requirement.

Desirable features, functions or elements are described in the RFP as SHOULD, MAY, COULD
or DESIRED.

Page 4 of 167
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1.2  SCOPE OF PROCUREMENT

1.2.1 PURPOSE

The Alabama 9-1-1 Board (AL9-1-1, the Board) seeks competitive bids from qualified vendors to
provide integrated network services for the operation of the ANGEN Network currently serving
the PSAPs of Alabama. Alabama is currently served by a wireless 9-1-1 call delivery network
known as ANGEN.

The purpose of this procurement is to ensure that at a minimum, the current services provided by
the existing ANGEN Network are continued and improved upon as technology, standards, and
societal demands evolve.

The AL9-1-1 Board invites qualified vendors with documented expertise and experience to submit
proposals to provide wireless and wireline E9-1-1 call delivery, i3 ESInet Network Services,
reporting, monitoring, service and support for the operation of the ANGEN Network.

COMPLY

Direct Technology acknowledges the purpose of this procurement for the Alabama NG911 RFP 16-001.

1.2.2 PROJECT OVERVIEW

This procurement will result in the selection of a service provider or a combination of service
providers whose proposed solution(s) and services as sought by this RFP will at a minimum,
provide the existing level of service as provided by the current ANGEN network to include all
existing capabilities, functions, components and ancillary services to all Alabama PSAPs either
directly or in collaboration with other systems, services and providers both in Alabama and in
adjoining states (MS, TN, FL and GA).

This RFP does not include PSAP CPE, PSAP call taking equipment, furniture, computers or
other operational systems required by PSAPs. It is focused only on the services required for the
operation of the ANGEN Network and the services it provides to Alabama PSAPs.

The solution(s) and services sought through this RFP may be proposed as an integrated,
comprehensive solution, or as a stand-alone component representing a best in class service offering
capable of being integrated with other components that will comprise the ANGEN ecosystem.

The Board may, at its discretion, integrate proposed solutions or components of proposed solutions
in order to achieve an enterprise-wide, statewide, best in class system that benefits all Alabama
PSAPs and best serves the Board in fulfilling its duties under the law.

The Board would prefer an integrated solution with a designated primary vendor contractually
responsible for providing the services as specified in this RFP.

The Board may, at its discretion, designate a contractual prime vendor and require contractual
relationships, cooperative agreements, interconnection to and interaction with other system service
providers or third parties as required or necessary for the operation of ANGEN.
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Through this procurement the Board seeks to procure a solution or combination of solutions that:

Are designed to industry standard including the NENA i3 standard (Section 1.6)
Provides or supports a foundation for NG9-1-1 and is designed to support or
interoperate with core i3 functionality (Section 4)

Are secure and resilient to cyber-attack, penetration, abuse or misuse (Section 2)
Provide the ability to alarm, report, monitor, manage and support on a 24/7/365
basis (Section 6)

Be able to support or integrate with Interim SMS Text-to-9-1-1 solutions that are
currently in-place or planned via delivery methods as prescribed by the Board, as
per FCC order or by Carrier consent decree (Section 3)

o Both inbound and outbound via a TCC and/or through the use of direct
SIP based MSRP messaging as prescribed in NENA 13

Provides or Supports Wireless and Wireline E9-1-1 Call Routing and Data
Delivery (Section 3)

0 Is capable of the primary receipt, routing and delivery of Wireless 9-1-1
calls from wireless carriers via an ESlnet to any PSAP throughout
Alabama and neighboring states (MS, TN, GA, FL) or

0 A solution capable of supporting, integrating with and assisting in the
delivery of Wireline E9-1-1 Calls to any Alabama PSAP and neighboring
states.

0 A solution capable of supporting, integrating with and assisting in the
delivery of Wireless E9-1-1 Calls to any Alabama PSAP and neighboring
states.

Provides or supports Increased fault tolerance, reliability, resiliency and disaster
recovery across Alabama (Section 2)

Provides for or supports Enterprise wide call accounting and data collection
(Section 5)

COMPLY

Direct Technology is proposing a best in class service offering, ECaTS, and acknowledges the requirements
outlined in the Project Overview for the Alabama NG911 RFP-16-001.

ECaTS, Emergency Call Tracking System, will give the Alabama 911 Board the ability to access a true
Enterprise Internet-based MIS, Management Information System, solution rendering the following key
business drivers as outlined in the project proposal:

. Ability to manage, monitor and report on all 911 Call Statistics and Trunk Statistics across all PSAPs
statewide, countywide, and/or individuals PSAPs regardless of the CPE, Customer Premise
Equipment, at the PSAP

. CPE agnostic reporting solution providing enterprise wide call accounting and data collection

. Ability to generate universal reports from anywhere with an Internet connection.

. Eliminates the complexity of supporting different types of CPE equipment and manually collating
through countless MIS reports to obtain 911 call statistics.

. Analyze State’s overall 911 answer time performance to determine if PSAPs are performing at

acceptable levels.
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Ability to obtain 911 call statistics information at all levels — from the call itself, to the PSAP, to
the County or the entire State in a matter of seconds.

Pin point and analyze misdirected wireless calls across the state per cell sector and minimize the
total misdirected wireless percentage

True understanding of call routing and call handling challenges being faced by all the PSAPs in a
State/County.

Quickly retrieve call statistics for a particular type of call such as VoIP or Pre-paid Wireless Card
and within seconds understand the type of impact it's having on the PSAPs within their
jurisdictions.

Ability to render text-911-reporting from one common interface to analyze data, such as:

e SMS Transcript

» Messages per Hour by Carrier

» Operator Average Speed of Response

» Total Number of text-to-911 Complete Sessions
e Top 20 Busiest Hours

» Operator SMS Single Session Average Response
* Top 10 text-to-911 by MDN and Session

Ability to monitor near real-time 9-1-1 call statistics Statewide, Countywide and at the individual
PSAP.

Visual representation of actual 911 call activity, answer time, hold time, and other factors
representing the near-time condition of 9-1-1 in the State of Alabama

Ability to plot call statistics visual in a map as they occur

Integrate ESInet (network) data and CPE data with one common interface for a true picture from
connect to disconnect on all 911 calls

1.2.3

SCOPE OF SERVICES

The Board is seeking to procure services from qualified vendors that include the highest degree of
resiliency, reliability and redundancy to ensure service availability in keeping with industry
standard and best practices.

The services sought by this RFP include:

SAEIE R

H©9°NF”

ESInet network design, management, and operation services

NG, i3 core functions and capabilities

Wireless and Wireline E9-1-1 call routing and reporting services

Text to 9-1-1 services

Enterprise/State-wide data collection and reporting services on all ANGEN facilitated
transactions

System and component level monitoring, alarming, diagnostics and reporting services
Disaster recovery and system restoration services

24/7/365 Help desk, trouble ticketing and customer facing support services

24/7/365 Network operations center (NOC) monitoring services

0 Installation, testing, maintenance and on-site support services
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11. Project management services for the planning, design, testing, installation and operation of
the system or systems

COMPLY

Direct Technology is proposing the ECaTS solution with the highest degree of resiliency, reliability and
redundancy to ensure service availability in keeping with industry standards and best practices.

Included below is an outline of the services presented in this proposal.

v/ Enterprise Statewide Data Collection and Reporting Services

* Internet-based Accessibility
* User Defined Role-Based Logins
* Intuitive Reporting Module

- Pre-Configured Reports

- Management Reports

- Text-to-911 (SMS) Reports

- Ad-Hoc Reports (Custom Reports)
- Scheduled Reports

Electronic Capture and Buffering of all Raw Call Records at Each Individual PSAP Statewide
Utilization of Tier-4 Data Center for hosting and report generation with backup Data Center in
secondary geography

v Implementation of high availability server architecture to minimize downtime and eliminate
possibility of data loss

In-person Regional Training and unlimited Webinar Trainings

Help desk, Trouble Ticket Management System and Full Customer Facing Support Services
Project Management Services for the Planning, Design, Testing, Installation and Operation of the
ECaTS System

Text to and from 911 Reporting Services

Near Real-Time Dashboard of 911 Call activity and efficiency statewide/countywide with
optional licensing for the Communications Infrastructure Monitoring System, which was used
active for the terrorism in San Bernardino and during Super Bowl 50 more information about
this additional system is available upon request.

< <K < <

< <

The Board does not favor one technology or platform. This RFP is designed to allow providers to
package, represent and demonstrate their services. The Board will evaluate each service on its
own merit to determine the best solution(s) for the State of Alabama.

This overview of the Scope of the effort is meant to provide a high level understanding of the
objectives. This technical specification provides greater detail of the requirements in the following
sections.

COMPLY

Direct Technology acknowledges the scope of services for the Alabama NG911 RFP 16-001.
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1.3  STANDARDS

Respondents shall demonstrate their industry knowledge and describe their commitment to
providing standards based solutions and services.

The Board may disqualify or reject non-standard or proprietary systems that may hinder NG9-1-1
implementation, limit interoperability, or that might restrict the State from interconnecting to a
regional or national 9-1-1 system in the future.

Throughout the duration of the project, Respondents shall maintain compliance with all standards
and ensure that the products, solutions and services provided for ANGEN evolve and adapt as the
standards evolve.

In addition to all other standards set forth herein and in addition to all other NENA i3 standards,
the system shall comply with the following standards:

v NENA 08-003 v1 Detailed Functional and Interface Specification for the NENA i3 Solution,
Stage 3 Version 1

Vv NENA 08-002 NENA Functional and Interface Standards for Next Generation 9-1-1 Version 1.0
(i3)

Vv NENA 08-751 NENA i3 Technical Requirements Document

v NENA 04-001 v2 PSAP E9-1-1 PSAP Equipment

v NENA 58-001 NENA IP-Capable PSAP Minimum Operational Requirements Standards

v NENA 58-501 IP PSAP 9-1-1 System Features and Capabilities

Vv NENA 75-001 Security for Next Generation 9-1-1 Standard (NG-SEC), NENA 75-001 v1, and
NENA 04-503 v1

Vv NENA 75-502, NENA 04-502 v1, NENA 04-503 v1, NENA 08-506 v1, NENA 08-752 v1,
NENA 71-502 v1, NENA STA-003

v Applicable Internet Engineering Task Force Standards (IETF), such as IP protocols, IP routing

protocols, SIP, RTP, LoST, and the PIDF-LO
v NENA 08-506 Emergency Services IP Network Design for NG9-1-1

While specific standards and documents are referenced in the list above, the Board acknowledges
that work on these standards is underway and that many of these standards are in the process of
being updated and at the time of RFP distribution may now be referenced by a different number
or nomenclature. If there are any discrepancies between the items listed above and a current
standard or informational document, the most current version will apply.

Respondents shall describe in detail in the response how they shall meet such standards in their
design.

COMPLY

The proposed ECaTS MIS solution is compliant with the appropriate National Emergency Number
Association (NENA) i3 NG9-1-1 specifications, as well as other national standards for the features and
functions described in this RFP.
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As an industry leading MIS system in 911 and an active participant in multiple NENA subcommittees, ECaTS
has been designed to support all ongoing and future standards. To that end, ECaTS is compliant to the
following requirements as outlined by this RFP and specific for the MIS response being provided by ECaTS:

. NENA 08-003 v1 Detailed Functional and Interface Specification for the NENA i3 Solution, Stage 3
Version 1

. NENA 08-002 NENA Functional and Interface Standards for Next Generation 9-1-1 Version 1.0 (i3)

. NENA 08-751 NENA i3 Technical Requirements Document

. NENA 75-001 Security for Next Generation 9-1-1 Standard (NG-SEC), NENA 75-001 v1, and NENA
04-503 v1

. Applicable Internet Engineering Task Force Standards (IETF), such as IP protocols, IP routing

protocols, SIP, RTP, LoST, and the PIDF-LO

Federal Communications Commission Rules

All equipment must conform to Federal Communications Commission (FCC) Rules Part 15, Class
A (commercial, non-residential radiation and conduction limits) for electromagnetic interference
(EMI).

Other Industry Standards

Where applicable, all equipment proposed to support or operate ANGEN must comply with
applicable industry standards, such as:

Underwriters Laboratories (UL)

International Organization of Standards (ISO)

Open System Interconnection (OSI)

Institute of Electrical and Electronics Engineers (IEEE)

American National Standards Institute (ANSI)

Electronic Industries Alliance (EIA)

Telecommunications Industry Association (TIA), (including ANSI/EIA/TIA-568
Commercial Building Telecommunications Wiring Standards), etc.

COMPLY

As the NG9-1-1 standards evolve, ECaTS will adapt the system to incorporate whatever necessary changes
are required to maintain i3 compatibility.

Per FCC guidelines, the data collecting hardware needed by ECaTS consists of off the shelf hardware
components and are compliant to the following standards:

. Underwriters Laboratories (UL)

. International Organization of Standards (1SO)

. Open System Interconnection (OSI)

. Institute of Electrical and Electronics Engineers (IEEE)
. American National Standards Institute (ANSI)

. Electronic Industries Alliance (EIA)
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. Telecommunications Industry Association (TIA), (including ANSI/EIA/TIA-568 Commercial Building
Telecommunications Wiring Standards), etc.

1.3.1 OPEN STANDARDS

Respondents shall propose a system that utilizes an Open Standards methodology.

The proposed system shall be subject to standards that enhance open standards and increase
interoperability such as ITU, IEEE 802 at ISO Layer-2, and IP and TCP, as defined by the IETF
in the applicable RFCs, at ISO Layer-3 and above.

If proprietary standards or protocols are used within a proposed solution; Respondents shall
disclose the proprietary nature and discuss any limitations that may result.

COMPLY

The ECaTS platform is built on a combination of the Linux and Microsoft operating system platforms. All
systems that are implemented by ECaTS utilize known technology stacks either common to Microsoft,
Linux or the worldwide web as whole and no proprietary technologies are used in the operation of the
ECaTS MIS service. In the spirit of disclosure, the following are the most commonly used open standard
protocols in effect within the ECaTS service platform:

HTTPS

Debian Linux

RDDM data transmission using SSL over SSH (aka SFTP)
SOAP and REST API's

Pl wdh e

4 ANGEN BACKGROUND

The state of Alabama has a long history of leadership in 9-1-1 services, claiming the nation’s first
9-1-1 call in 1968 over a local system in the town of Haleyville soon after AT&T announced the
designation of 9-1-1 as a national emergency number.

More than 40 years later, the state’s circuit-switched copper-wire system was struggling to keep
up with telecom advances that included wireless mobile phones and Voice over IP.

Work on the present day ANGEN system began in June 2012. Wireless traffic is the current
primary focus of the ANGEN system because it accounts for the majority of emergency calls in
Alabama, as much as 70 percent in some places.

The ultimate goal of ANGEN is to provide NG9-1-1 services that combine voice, video, text and
data on a single emergency communications platform, to let callers use the services they are
accustomed to on their smart phones and other devices when making emergency calls, as well as
provide additional information to first responders.

ANGEN relies upon and uses the Alabama Supercomputer Authority backbone network (ASA)
for interconnection between two aggregation points located in Huntsville AL and Montgomery
AL.
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All wireless carriers providing service in AL interconnect and aggregate all circuits used for
wireless 9-1-1 traffic redundantly to these two aggregation points. This forms the basis for the
current level of service for ANGEN.

Current ANGEN Partners include:

Local 9-1-1 Districts — All counties and some cities have 9-1-1 Districts to set policy and manage
the local PSAP or PSAPs. County Commissions or City Councils appoint the District Boards, or
the elected officials sometimes serve as the 9-1-1 Board.

Alabama 9-1-1 Board — The board is charged with administering the $1.75 collected monthly
from each phone account for 9-1-1 expenses. The Alabama 9-1-1 Board administered the grant
awarded to the Alabama Department of Homeland Security, which partially funded the
implementation of ANGEN.

Bandwidth Inc — current system service provider provides the hardware, software, and support
services to route wireless 9-1-1 calls to the proper PSAP using the legacy Selective Routers. There
are two core facilities in different parts of the state, either of which can handle the entire State if
needed.

Alabama Supercomputer Authority (ASA) — Provisions and manages the physical IP network
and the redundant and diverse back-bone network that connects the two core facilities in Huntsville
and Montgomery.
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Current ANGEN Network Diagram
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Figure 1 - Current ANGEN Connectivity Diagram

The diagram above represents the logical network connectivity currently employed by the ANGEN
system. This diagram is current as of the distribution of this RFP. This diagram will be used and
referenced here for the purposes of defining certain requirements and design considerations for
any proposed solutions offered by Respondents.
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Figure 2 — Current ANGEN Component Re-Use Diagram

The Board’s preference is to reuse and repurpose the existing elements of ANGEN
represented in the diagram above. Respondents must take this into consideration in any
solution proposed and designed in response to this RFP.

Due to the critical nature of operational specifics regarding the capabilities and
operation of ANGEN, additional details and information related to the current ANGEN
design, configuration, capabilities, connections and operations will be shared with
Respondents deemed qualified after the initial receipt of proposals to this RFP.

ANGEN 2015 Operating Metrics

2015 ANGEN Call Volumes By County
Average
County 2015 Total Month % State
Jefferson 571,830 47,653 20.9077%
Mobile 284,576 23,715 10.4049%
Montgomery 210,670 17,556 7.7027%
Madison 152,949 12,746 5.5922%
Tuscaloosa 138,640 11,553 5.0691%
Baldwin 77,515 6,460 2.8342%
Lee 70,111 5,843 2.5634%
Shelby 61,533 5,128 2.2498%
Houston 56,803 4,734 2.0769%
Etowah 55,720 4,643 2.0373%
Calhoun 51,523 4,294 1.8838%
Russell 48,684 4,057 1.7800%

Page 14 of 167
AL-NG9-1-1-RFP-16-001 ATTACHMENT D- Technical Specifications



AL-NG9-1-1-RFP-16-001 ATTACHMENT D- Technical Specifications

2015 ANGEN Call Volumes By County
Morgan 46,305 3,859 1.6930%
Talladega 45,321 3,777 1.6571%
Lauderdale 41,298 3,442 1.5100%
Dallas 41,044 3,420 1.5007%
Cullman 34,702 2,892 1.2688%
Marshall 33,925 2,827 1.2404%
St Clair 33,867 2,822 1.2383%
Elmore 32,522 2,710 1.1891%
Walker 31,516 2,626 1.1523%
Limestone 25,180 2,098 0.9206%
Colbert 24,895 2,075 0.9102%
Escambia 24,571 2,048 0.8984%
Chilton 23,117 1,926 0.8452%
Blount 22,896 1,908 0.8371%
Autauga 21,362 1,780 0.7811%
Coffee 21,178 1,765 0.7743%
Dale 20,105 1,675 0.7351%
Butler 19,534 1,628 0.7142%
DeKalb 19,174 1,598 0.7011%
Chambers 18,931 1,578 0.6922%
Marion 17,552 1,463 0.6417%
Covington 16,703 1,392 0.6107%
Marengo 16,251 1,354 0.5942%
Pike 15,907 1,326 0.5816%
Tallapoosa 15,805 1,317 0.5779%
Franklin 15,769 1,314 0.5766%
Macon 15,523 1,294 0.5676%
Sumter 15,033 1,253 0.5496%
Pickens 14,943 1,245 0.5464%
Jackson 14,942 1,245 0.5463%
Monroe 13,168 1,097 0.4815%
Lawrence 12,819 1,068 0.4687%
Greene 12,689 1,057 0.4639%
Clarke 12,583 1,049 0.4601%
Hale 11,516 960 0.4211%
Barbour 11,360 947 0.4154%
Geneva 10,746 896 0.3929%
Cherokee 10,580 882 0.3868%
Lowndes 10,263 855 0.3752%
Perry 10,199 850 0.3729%
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2015 ANGEN Call Volumes By County

Winston 10,084 840 0.3687%
Conecuh 9,252 771 0.3383%
Bibb 8,457 705 0.3092%
Cleburne 7,841 653 0.2867%
Wilcox 7,615 635 0.2784%
Washington 7,603 634 0.2780%
Lamar 6,787 566 0.2482%
Crenshaw 6,629 552 0.2424%
Randolph 6,609 551 0.2416%
Choctaw 6,242 520 0.2282%
Fayette 5,648 471 0.2065%
Henry 4,910 409 0.1795%
Bullock 4,475 373 0.1636%
Clay 3,353 279 0.1226%
Coosa 3,174 265 0.1161%
Grand

Total 2,735,027 227,919 100.0000%

Table 1 - 2015 ANGEN Call Volumes by County

The table above represents the ANGEN operational call volumes by AL county for 2015. These
figures represent all Wireless E9-1-1 calls processed in Alabama in 2015 and processed by the
ANGEN system. This table can be used for reference in design considerations of any proposed
solutions provided in response to this RFP.
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Current ANGEN Call Volumes by Month 2015

The chart below depicts actual wireless E9-1-1 call volumes by month of the ANGEN system.
The information represented below can be used for estimating system capacities and call volumes
and can be used as a basis for developing initial cost estimates.

ANGEN - Wireless 9-1-1 Calls by Month

2015
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Figure 3 - Chart of ANGEN Call Volumes by Month 2015
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Current ANGEN Call Routing Diagram
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Figure 4 — Current ANGEN Call Routing Diagram

The diagram above provides the logical call flow and routing of the current ANGEN system.
Additional details include:
1. Each carrier purchases the network to the core facilities and the State's vendor purchases
the circuits to the selective routers.
2. Emergency Communications Districts (ECDs) purchase the circuits from the selective
routers to the PSAP.
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SECTION 2 ANGEN ESINET REQUIREMENTS

This section provides the ANGEN ESInet requirements and design considerations for
Respondent’s to this RFP.

2.1 ANGEN ESINET DESIGN GOALS AND OBJECTIVES

ANGEN Conceptual Design Diagrams for Reference

What are we asking forin a new ANGEN?
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Figure 5 - ANGEN Conceptual Design Diagram

The diagram above represents the conceptual end state of the Future ANGEN system and services
as desired by the Board and sought by this RFP. The ESInet will be designed to support and
facilitate the operational services provided by the ANGEN system functional elements represented
in the diagram above.

COMPLY

Direct Technology acknowledges the ANGEN ESInet design goals and objectives as outlined in Section 2.1
of the Alabama NG911 RFP 16-001.
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Figure 6 - ANGEN ESInet Goals and Design Considerations

PSAP Information

Alabama is made up of 67 counties with a population of 4,850,000. This population is served by
88 Emergency Communications Districts representing 118 Primary PSAPs. For the purposes of
this procurement, the following number of PSAPs are within the scope of this project and
anticipated services.

2. There are 118 Primary PSAP’s in the state.

3. There are 88 ECDs in the state

For the purposes of this procurement, any solutions or services that require provisioning to a PSAP,
the number of PSAPs to be considered will be 118 as explained and derived above.

All of the 118 PSAPs are currently operational and fully deployed E9-1-1, Wireless Phase 1 and
Phase 2.
Specific address information for each of the 118 Alabama PSAPSs covered by this
RFP will be made available to qualified respondents as appropriate and
necessary for the refinement of costs and designs of proposed solution(s).

COMPLY

Direct Technology acknowledges the PSAP information outlined in Section 2.1 of the Alabama NG911 RFP
16-001.

2.2 ANGEN ESINET SERVICES
The Board seeks network and operations services from a provider or a combination of providers

to implement an Emergency Services IP-network (ESInet) to deliver or support the delivery of
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voice, text, or other emergency communications related data to the PSAP’s throughout Alabama
and in the adjoining states of MS, TN, GA and FL or as may be designated by the Board.

The ESInet(s) will be the foundational technology for keeping Alabama on the forefront of the
transition to Next Generation 9-1-1 features, functions and capabilities during the term of the
contract and will form the core technology of the ANGEN ecosystem.

Respondents interested in providing ESInet services must design and provide an IP based network
solution with the ability to connect and interconnect to other regional, state and potentially national
emergency services networks (i.e. FirstNet).

The proposed solution must at a minimum deliver the same functionality of the current ANGEN
system as detailed in Section 1 of this specification.

Successful respondents will provide all services necessary for the development, implementation
operation, monitoring and maintenance of their proposed ESInet including:

Design, installation, testing, interconnection and operation of ESInet components required
to operate or support the operation of ANGEN

Maintenance and repair of those elements of the ESInet and interconnections owned,
operated, installed or controlled by Respondents as part of their solution

Completion of as built drawings, sketches and/or schematic materials related to the ESInet
A data collection and reporting system for all ESInet elements so operational metrics of
the ESInet can be monitored, reported and analyzed

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2.3  ANGEN ESINET ARCHITECTURE REQUIREMENTS

Any ESlInet proposed in response to this RFP must conform to NENA 08-506, Emergency Services
IP Network Design for NG9-1-1 (ESIND) and other industry standards as referenced in Section 1
of this specification.

ESInet design requirements include but are not limited to:
The ESInet shall be designed with as few single points of failure as practical. Diverse
network elements and paths, redundant equipment, and other technical and physical means
will be used to reduce the potential for total loss of service where a single point of failure
is not reasonably avoidable.
The ESInet shall be designed with a minimum level of bandwidth to support delivery of
calls and associated data from originating service providers or other integrated ESInets to
the PSAPs.
The ESInet shall be designed and deployed using a highly reliable and redundant
architecture.
Availability, diversity, redundancy and resiliency shall be the guiding ESInet design
principals
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The ESInet design shall support the ability to automatically reroute traffic to alternate
routes or systems in order to bypass network outages and system failures.

The ESlInet design shall offer the ability to prioritize critical traffic at multiple levels by
importance of applications or users

The ESlInet design shall be scalable and have the ability to scale without adverse effects on
performance or costs

The ESlInet shall be designed to support a guaranteed Quality of Service (QoS) level

The ESInet shall be designed to support the automatic adjustment of traffic priorities in
order to meet established QoS levels as defined in NENA 08-003

The ESlInet design shall support the ability to ensure performance through the use of traffic
shaping and traffic policing.

The ESInet shall be designed to operate on a 24x7x365 basis.

An ESInet design that utilizes the most cost effective and feasible combination of transport
technologies available to deliver the bandwidth required.

The ESInet design shall support the ability to handle legacy 9-1-1 calls and ensure the
capability of handling future call types.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2.3.1 ESINET NETWORK DIAGRAM(S)

Respondents shall provide Network Diagrams to support their narrative that accurately displays
how their proposed ESInet will be configured and deployed.

The Network Diagrams shall display information about the core ESInet design, the configuration,
the interconnections and the access network links so that the diagram can be used as a basis for
evaluation and understanding.

ESInet diagrams submitted shall depict, where appropriate, the following aspects of the proposed
ESlInet solution:

Network map(s)/Diagram(s)
Logical topologies
Physical topologies
Physical and logical path diversity
Network ingress and egress points
Connection types
Capacities/estimated bandwidth
Interconnection locations:
Node locations
Data Centers
Aggregation points (both carrier and local access)
Additional technologies and interfaces as necessary
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NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

24  ANGEN ESINET FEATURES AND FUNCTIONS

Respondents shall provide a narrative of their proposed ESInet with enough detail to ensure proper
evaluation, using diagrams to provide an appropriate level of detail and common language that
explains how their proposed ESInet solution is capable of supporting legacy 9-1-1 network
options, NG9-1-1, current and evolving standards, and how it will accommodate the integration of
other networks operated by other providers that comprise the ANGEN ecosystem.

The narrative will address each of the features or functions listed below (in no particular order):

Operations

Security (both physical and logical)
Availability

Monitoring

Alarming

Maintenance

Disaster Recovery

Service restoration

. Outage mitigation

10. Core routing

11. Interface to Hosted solutions
12. Fault zone design methodology

©ooNoGOr~LDE

Respondents shall provide a list and a description of all protocols or routing functions that are used
in the ESInet infrastructure and ensure that they conform to NENA Detailed Functional and
Interface Standards for the NENA i3 Solution NENA STA-010 standards. The proposed ESInet
solution must be aligned with NENA 08-003 to ensure that the proposed network does not conflict
with open standards specifications.

Respondents shall provide the system narrative immediately following this Section 2.4. Additional
requirements and specific technical specifications are detailed in Sections 2.4.1 — 2.4.13

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

24.1 VOLUME AND PERFORMANCE

The ESlInet shall be designed to handle, at a minimum, 4,000,000 calls annually, and an estimated
1,000,000 emergency text messages (inbound and outbound) initially.

The wireless traffic high month was 6,617 hours of talk-time.
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The ESInet shall be capable of increasing capacity by 10 percent annually over the initial term of
the contract.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

24.2 NETWORK AVAILABILITY & RELIABILITY

The proposed system, including all subsystems, shall be available a minimum of 99.999% of the
time when measured on a 24x7x365 basis during a calendar year. Respondents must provide a
description of how the availability and reliability will be measured and include a Service Level
Agreement (SLA) that is consistent with the recommendations of ESIND and NENAO08-003.

Respondents shall explain how the system will achieve this level of availability.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

243 INTERCONNECTION OF OTHER NETWORKS AND SYSTEMS

The proposed solution must be designed to allow for interconnection to other ESInet
implementations, PSAP systems (CAD, logging recorders, etc.), criminal justice networks, other
9-1-1 networks or other secure public safety technologies as may be designated by the Board. The
proposed solution must ensure “open standards” and describe provisions to collaborate with
potential interconnected solutions.

Respondents shall describe the ability for their ESInet solution to interconnect and interoperate
with other ESInet implementations, PSAP systems (CAD, logging recorders, etc.), criminal justice
networks, other 9-1-1 networks or other secure public safety technologies as may be designated
by the Board.

Any IP network approved by the Board to connect to the ESInet shall be required to comply with
appropriate ESInet, NENA, and National and Open Standards described in this proposal or as may
be current at the time of proposed interconnection.

The ESlInet shall be configured in a manner that Board approved edge site Local Area Networks
(LANS), such as computer aided dispatch (CAD) systems and/or other Public Safety systems may
be connected to utilize the functionality created by the ESInet.

Respondents shall be accountable for ensuring that additional networks meet the minimum
qualifications for interconnection presented in this specification and that security of ANGEN is
maintained through collaboration with each potential network provider.

NON COMPLY

Page 24 of 167
AL-NG9-1-1-RFP-16-001 ATTACHMENT D- Technical Specifications




AL-NG9-1-1-RFP-16-001 ATTACHMENT D- Technical Specifications

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

244 QUALITY OF SERVICE FEATURES

Any proposed ESInet shall have quality of service (QoS) features suitable for the real-time
transport of VolP traffic requesting emergency services (as defined in NENA 08-003).

Respondents shall describe their method of managing the QoS features defined below and offer an
explanation of how their proposed ESInet will perform to these capabilities

The following ESlInet performance requirements are taken directly from NENA 08-506 ESIND:

1. Packet Latency (50 ms)
o0 Packet Latency shall average a round trip time of fifty (50) milliseconds.
2. Packet Loss (5%0)
0 Respondents shall design the ESInet without oversubscription and keep the packet
loss budget under 5%.
3. Jitter (20 ms)
o Jitter shall not exceed twenty (20) milliseconds.

Respondents shall provide an explanation of the proposed solutions QoS capability that minimizes
congestion, mitigates errors and ensures the delivery of Real-Time Transport Protocol (RTP)
packets across the ESlInet.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

245 TRAFFIC PRIORITIZATION NARRATIVE

Respondents shall describe how their proposed solution manages the prioritization of traffic across
the ESInet, how QoS is implemented and describe the interoperability of the IP routing
mechanisms.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2.4.6 SCALABILITY

The Board seeks a solution that will accommodate bandwidth changes, additional sites to be added
or sites removed, and to interconnect to other regional or statewide ESInets without downtime or
substantial increase in operating costs.

Respondents shall describe how their proposed ESInet design permits scalability.

NON COMPLY
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Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

24.7 REDUNDANCY AND SURVIVABILITY

The ESlInet shall be configured to survive natural or man-made disasters at every core site (Central
Office, Point of Presence, Data Center or other central switching location) and shall provide a
description of survivable capabilities at all edge sites including PSAPs

Additional requirements for the reliability design of the ESInet shall be guided by the FCC Report
and Order FCC 13-158 — Improving 911 Reliability and Reliability and Continuity of
Communications Networks, Including Broadband Technologies.

Where available, the ESInet network core solution and redundantly connected sites shall include
physically diverse routes and physically diverse building entrances.

Respondents shall provide a detailed description of all single points of failure or specific locations
that lack diversity and/or redundancy present within their proposed solution. This includes
locations within the proposed ESInet where redundant components, network resources and
physical connections DO NOT exist.

Respondents shall explain in detail the redundancy and survivability measures proposed for the
ESInet and the core network components.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

24.8 BANDWIDTH

Respondents shall identify the minimum bandwidth required to handle all anticipated voice and
data traffic of the system for the next five (5) years.

At a minimum Respondents shall base their bandwidth estimates on the delivery of all calls and
associated data to the PSAP.

In addition, the bandwidth should include requirements for a fully functioning network with all
redundant connections in service.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2481 PSAP BANDWIDTH

Respondents shall provide a solution that can deliver adequate bandwidth to each PSAP for 9-1-1
voice calls, text to 9-1-1, data communications, and a sufficient surge factor. The growth factor
used must conform to the current ANGEN model.
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The minimum access portion of the network from the ESInet to the PSAP shall be 10 Megabits
per second (Mbps).

Respondents shall continually monitor the bandwidth for the duration of the contract and
dynamically increase the bandwidth when appropriate. The selected vendor will be required to
supply a SLA consistent with the existing ANGEN solution. A description or sample of the SLA
must be included in the response.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2.4.8.2 BANDWIDTH EXPANSION

The ESInet must be capable of expanding as needed throughout the duration of the contract period.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2483 BANDWIDTH SHARING

Respondents shall describe how their QoS scheme ensures that separate RTP sessions are not
sharing bandwidth.

Since the ESInet may be used for additional services, respondents must provide a description of
how bandwidth is prioritized and separated from normal IP traffic.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2484 LOSS OF BANDWIDTH

Respondents shall configure the dynamic routing protocol to prevent serious loss of bandwidth,
denial of service due to routing table updates or other behavior while providing automatic rerouting
as quickly as is reasonably possible.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

24.9 IP ROUTING

The Board requests that Respondents propose the most efficient and effective IP routing solution
that meets the intent of this RFP.
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As the transition from IP version 4 (IPv4) and IP version 6 (IPv6) is on-going, the proposed IP
network infrastructure shall be configured to support and route both IPv4 and transition into IPv6.

Respondents shall describe how their ESInet configuration meets an ability to associate IPv4 and
IPv6 in a seamless routing configuration.

Respondents must also describe how a combined IPv4 and IPv6 platform will be managed and
monitored to avoid potential errors.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2491 INTERNET PROTOCOL PACKET DELIVERY

Respondents shall ensure that the IP routing protocol used in the ESInet provides delivery of IP
packets from end to end. All IP information from one IP device to another IP device within the
network must be guaranteed.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2492 IP ROUTING PROBLEM RESOLUTION

Respondents shall describe how their proposed solution will interoperate with other operators of
interconnected networks and will cooperate with those providers to resolve IP routing problems.

The selected vendor will be responsible for ensuring that discrepancies or deviations from
standards within the respondent’s network are documented and corrective action taken to
overcome conflicts with other operators.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2493 AUTOMATIC INTERNET PROTOCOL REROUTING

Respondents shall describe how their proposed solution minimizes the impact of routing errors
within the network by automatically rerouting past failures or interruptions.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.
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2494 BACK TO BACK USER AGENT USAGE

Respondents must provide the ability to cross ESInet boundaries to ensure no limitations or
dropping of packets. If SIP or RTP traffic needs to cross boundaries the traffic shall be handled
by a back to back user agent (B2BUA); a type of session Boarder controller (SBC).

Respondents shall describe where B2BUAs are located within their solution and document the use
of B2BUAs in their ESInet. Respondents must include an explanation of how the seamless
delivery of traffic can be maintained using SIP and RTP between IPv6 and IPv4 networks.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2495 SUBNET NUMBER ASSIGNMENTS

The Board may allow the integration of other networks with the ESInet. To avoid potential
conflicts for address space, Respondents shall document and provide a report of all subnet address
assignments to the Board prior to implementation of the ESlInet.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2496 NETWORK STATIC ADDRESSING

Respondents shall ensure that static IP address routing is configured at all core network interfaces
to avoid IP configuration errors.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2497 “LOOPBACK” INTERFACE

Respondents shall define an interface to allow for loopback testing within the ESInet. The
loopback interface shall be installed at each network element to provide administration functions.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2.4.10 DIVERSE NETWORK ENTRIES

The Board requires an ESInet design that incorporates diverse network entries to connection points
and PSAPs. The Board recognizes that in several cases there may not be physically diverse
entrances into PSAPs.
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Where diverse entries are not possible; Respondents shall describe their methodology to
implement the most diverse solution possible.

Respondents shall describe their methodology for providing redundancy through the use of diverse
network entries where possible.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

24.11 NETWORK DEMARCATION POINT

Since the ESInet may be interconnected to other ESInets or facilities, Respondents shall establish
demarcation points and the physical connection requirements for other operators to connect to the
designated demarcation point.

In addition, demarcation between the Access Network facilities that connect an edge site, such as
a PSAP site, to the Core Network, meet the Core Network at a point of interconnection (POI).

Respondents shall explain their preferred methodology for establishing network demarcation
points.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

24.12 ACCESS NETWORK - EDGE SITE INTERFACE

The edge or PSAP sites should interface via 100 Megabit per second (Mbps) or faster port speed
connection.

This interface to the local LAN is not considered a part of the NG9-1-1 network but should be
considered as an element of the ESInet infrastructure.

Respondents shall describe the local area network (LAN) interface at each of the edge sites.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2.4.13 TIME SERVERS

A time server to synchronize all proposed network resources must be included in the proposed
solution.

The time server must be connected to redundant time sources located within the ESInet capable of

providing accuracy to 20.0 milliseconds (ms) of true time.
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Respondents shall include a system for establishing network time protocol for the network in their
proposal.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2.5 ANGEN NETWORK FAILOVER

The proposed solution must contain a network failover function that is capable of recognizing
faults and automatically taking measures to avoid the fault. At a minimum the network shall
provide for instant switch from failed or degraded components, systems, and networks.

The failover system shall conform to industry standards and shall comply with the other
recommended standards presented in this RFP and must embrace open standards to maximize the
fail over ability of all components.

Respondents shall describe in detail their methodology both operationally and technically for
implementing automated network failover as a component of their proposed ESInet.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2.6 ANGEN NETWORK SECURITY

Respondents shall propose a solution that meets a minimum level of security as defined by the
national standards.

The Board requires that proposed solutions comply with the Federal Bureau of Investigation (FBI)
Criminal Justice Information Services (CJIS) Security policies and practices.

They may be found at http://www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center/view.

Respondents shall propose how their solution meets these security measures and how they comply
with future changes to security measures to ensure that:

e Network operations are not disrupted due to a security breach

e Unauthorized individuals cannot access the network

e Least access policy is applied

e Data theft does not occur

e Monthly assessments of vulnerabilities and frequent scans for malicious activity
occur

e Security incidents are documented, risks identified, responded to and mitigated

e Management of security changes are documented

e Security documentation is maintained to aid in forensic audits as necessary

e Security data is maintained as recovered and not modified or deleted
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e Intrusion protection and Intrusion detection is implemented throughout the network to
eliminate breach of security
e Protection from identify theft occurs

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System
Reporting and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

Respondents shall include physical and logical security precautions in their proposed solution that
meet the minimum criteria outlined above. This includes providing a description of any security
based appliances necessary to meet the objectives including:

e Firewalls

e Access Control Lists

e Switches

* Routers

e Intrusion Protection devices

e Intrusion Detection devices

e Specialized Cabling
Respondents shall describe in detail how the proposed network is configured to withstand these
attacks and protect the integrity of the entire 9-1-1 system.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2.6.1 INTRUSION PREVENTION AND DETECTION

Respondents shall describe how their proposed intrusion prevention and detection capabilities
provide alerting, logging and reporting of security threats by intruders to the network. In addition,
the ability to document and log intrusions must be discussed within the response.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2.6.2 ENCRYPTION

Respondents must include the advanced encryption standard (AES) on their proposed solution
where appropriate.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.
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2.6.3 NETWORK SECURITY STANDARDS

Respondents shall describe how their network security solution complies with the following
Standards:

 NENA Security for Next-Generation 9-1-1 Standard (NG-SEC, document 75-001
dated February 6, 2010)

e Next Generation 9-1-1 Security (NG-SEC)Audit Checklist NENA 75-502 V1

e NENA i3 Technical Requirements Document 08-751

e NENA Detailed Functional and Interface Standards for NENA (i3) Solution Stage 3
08-003

e FBI Criminal Justice Information Services (CJIS) Security Policies

e http://www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center/view

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.

2.6.4 REMOTE ACCESS AND NETWORK SECURITY AND FIREWALLS

Respondents shall specify a firewall solution within its network that provides security and
protection to the system. All such interfaces connected shall be in accordance with mandated
security requirements.

a. Secure remote access shall be strictly controlled. Control will be enforced via remote
access authentication using security tokens that provide one-time password
authentication or public/private keys with strong pass-phrases.

b. Remote Access control will be enforced via network and system level auditing.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP 16-001.
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SECTION 3 ANGEN SPECIFIC REQUIREMENTS
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Figure 7 - ANGEN Conceptual Design Diagram

3.1 SYSTEM SERVICE PROVIDER COORDINATION REQUIREMENTS

Successful Respondents will be required to coordinate with other service providers as necessary

to operate a seamless solution in support of the operation of ANGEN.

Respondents will need to enter into Interconnection agreements which legally allow the
connectivity and interconnection with other networks as well as other service providers throughout

Alabama.

This includes but is not limited to LECs, CLECs, ILEC and all Wireless Carriers providing service

in Alabama.

Respondents shall provide the Board with example agreements, relationships, licenses or other

documents demonstrating Respondents legal ability to enter into such agreements.

Examples of interconnection and cooperative agreements with third parties include but are not

limited to:

pANI (psuedo ANI) and IP provider ALI records integration
third party providers (TCS and Intrado) E2+ interfaces
Inter-company ALI server connections (to AT&T, CBT)

NON COMPLY
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Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

ECaTS does however have the following reseller and partnering agreements with the following groups:

CPE Providers/Call Delivery:

West Corporation (formerly Intrado)
Airbus

TCS

Solacom

Zetron

TriTech

Carriers:
AT&T
Verizon
Century Link
Frontier

Integrators:

AK and Associates

Venture Technologies
General Dynamics

Unify Corp

Ryan Public Safety Solutions
Verint

Agent 511

CAD Systems:
Tyler Technology
Intergraph
TriTech

3.2 INTERSTATE INTERCONNECTION REQUIREMENTS

Respondents must be capable of interconnecting with other SSPs in states other than Alabama.
States that will need to be interconnected to ANGEN include:

Florida

Georgia

Mississippi

Tennessee

Respondents shall provide the Board with example agreements, relationships, licenses or other
documents demonstrating Respondents legal ability to enter into such agreements in other states.

Respondents must provide an explanation of how these interstate and intrastate capabilities will be
achieved.

NON COMPLY
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Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

3.3 TEXT TO 9-1-1 REQUIREMENTS

The intent of this section is to specify a Text solution that is in compliance with the Alliance for
Telecommunications Industry Solutions (ATIS) / Telecommunication Industry Association (TI1A)
J-STD-110, Joint ATIS/TIA Native SMS to 9-1-1 Requirements & Architecture Specification A
J-STD-110 Standard.

The Board is looking for Respondents to provide a hosted solution for the processing of text-to-
9-1-1 messages on Respondent’s proposed ESInet.

The Board is seeking a text to 9-1-1 emergency telecommunications system that shall possess the
highest degree of resiliency, reliability, redundancy, and service availability and conforms to
current and evolving industry standard.

The system shall support the delivery of 9-1-1 text calls to all participating PSAPs located
throughout Alabama.

Functionally the Board’s desire is to have emergency text messages (text-to-9-1-1) from all
wireless carriers aggregated from Respondents’ proposed solution and forwarded to the
appropriate PSAP. A TCC function for all of Alabama.

Conceptually the solution will allow a subscriber to a wireless service in the U.S. to send an
emergency text to 9-1-1 while in the confines of the State of Alabama and that emergency text will
be sent to the appropriate PSAP for answering and processing.

Respondents proposed solution(s) shall aggregate incoming Short Message Service (SMS) text
messages from the public through one interface to all Text Control Centers (TCCs) provided by
wireless carriers/vendors and distribute the text message to the appropriate Public Safety
Answering Point (PSAP) in the format required by that PSAP (web browser, TTY, Direct IP
interface).

Respondents proposed solution(s) shall minimize interconnection points between Respondents
proposed solution and the PSAP by providing a single content distribution node from the
aggregator solution to the PSAP interface.

Such an interface node shall be compatible with all NENA i3 CPE, TTY, and Web-based text
displays.

Respondents proposed solution(s) shall only require that a person requiring emergency assistance
enter the short code 9 1 1’ in their wireless device in order to have an emergency text message
sent to the PSAP.
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The use of any other short code to send emergency text messages is not required nor shall there be
any need for a public person to register their device in order to text 9-1-1 within the defined
jurisdiction.

Respondents proposed solution(s), through a distribution method, shall allow messages to be
transferred between PSAPs (primary and secondary) that use a web-based browser or NENA i3
CPE interfaces.

Respondents proposed solution(s) shall provide through the distribution method the ability to
provide TTY transfer of SMS texts between TTY PSAPs on the same selective router.

Respondents proposed solution(s) should provide an Aggregator function that:
e Will aggregate text-to-9-1-1 messages from multiple TCCs into a single message
stream for distribution to the PSAPs
e Supports any ATIS compliant text-enabled CPE interface
e Supports transfer of text sessions between different interfaces

Respondents proposed solution(s) should provide a Distributor function that:

e Receives text-to-9-1-1 messages from the Aggregator and uses the ESRP/ECRF to
route the message to the destination PSAP for the PSAPs served by the Distribution
server.

e The Distributor includes:

o TTY Interface — to handle conversion of a text message to a TTY stream for
interfacing to a selective router through an Emergency Services Gateway (ESGW)

0 Web Portal — contains a portal for the web-based Respondents solution for use by
the call taker

0 SIP/MSRP Interface — interface between the Aggregator and the NENA i3 ESInets
or MSRP CPE at the PSAP.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

3.3.1 DATA COLLECTION AND REPORTING

The proposed solution shall supply call detail record (CDR) or an equivalent for all text messages.
The solution shall provide QoS information, per NENA i3 standards, for each text ‘call’ to ensure
that SLASs are being met.

Quality of service information should be accessible through Respondents’ maintenance function.

Respondents shall provide diagrams for their proposed solution showing:
e System connectivity
e System NG9-1-1 functionality including connectivity to network
< Intelligent workstation equipment

NON COMPLY
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Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

However it should be noted that ECaTS currently has agreements with all major Telecommunication
Providers, all major CPE and network providers and all major Text-to-911 providers. In addition, ECaTS is
proposing a fully integrated Text-to-911 Reporting and Analytics module as described in Section 5.

3.3.2 PSAP GRAPHICAL USER INTERFACE AND TEXT STATUS WINDOWS (BROWSER METHOD)

Respondents shall include a user interface provided for a web browser that allows a supervisor the
ability to modify the system sounds and button icons.

The User interface proposed by Respondents solution must utilize Windows Graphical User
Interface (GUI) interfaces using drop-down boxes, check boxes, text boxes, radio buttons. Etc. to
facilitate user friendly data entry and editing.

The Intelligent Workstation shall present the text-call-taker, at a minimum, with the status of the
following categories:

e Number of Active Text-to-9-1-1 Calls

e Number of Text-to-9-1-1 Calls on Hold

e Number of Text-to-9-1-1 Calls ‘Ringing’

e Number of Active Text-to-9-1-1 Call takers.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.
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SECTION 4 ANGEN i3/NG CORE SERVICES REQUIREMENTS

4.1 NENA 13 NG CORE FUNCTIONAL REQUIREMENTS
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Figure 8 - ANGEN Conceptual Design Diagram

The proposed system shall be designed to meet and expand the current capabilities of the ANGEN
system and be scalable and adaptable to accept new payloads (such as Text, Pictures and Video)

that may be directed by the Board for deployment during the term of the contract.

ANGEN is currently configured as a wireless carrier aggregation point, which is interconnected to
every S/R in Alabama, which then serve and deliver wireless 9-1-1 calls to the PSAPs in AL.

The proposed system is required to provide or accommodate NG9-1-1 core functional elements as

well as legacy transitional elements for the continued and future operation of ANGEN.

Those NG9-1-1 core functional and legacy transitional elements include:
- Border control function (BCF)
Emergency call routing function (ECRF)
Emergency services routing proxy (ESRP)
Legacy network gateway (LNG)
Legacy PSAP gateway (LPG)
Legacy Selective Router Gateway (LSRG)
Location Validation Function (LVF)
Policy routing function (PRF)
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Respondents shall explain where these functional components are physically located in their
proposed solution and describe how they will operate.

It is recognized that all of the functions may not be required at this time and that some may only
be added after transition or at some future point as technologies or standards evolve.

Suggested components that are not used or are not needed in the Respondents proposed solution
must be clearly noted as an exception; and an explanation must be given for eliminating the
particular component to perform the ANGEN capability.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

4.2 BORDER CONTROL FUNCTION (BCF)

Per the NENA i3 NG9-1-1 specification, the network must be configured with a Border Control
Function (BCF) at all ingress and egress points.

The BCF shall support a variety of direct IP interconnection arrangements between the ESInet and
external IP networks depending on the level of mutual trust that exists between the respective
networks.

It is strongly recommended that BCF’s are located at a minimum of two geographically diverse
points of interconnection (POI), and support 99.999% availability interconnections to external
networks.

Respondents shall explain the features and capabilities of their proposed BCF, along with a brief
explanation of how high availability will be achieved.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

4.3 EMERGENCY CALL ROUTING FUNCTION (ECRF)

Respondents shall include an emergency call routing function (ECRF) in their proposed solution
that utilizes geographic location information to route emergency calls to the appropriate PSAP.

The ECRF shall be designed according to NENAO08-003 standards and be implemented using
diverse, reliable and secure IP connections.

Respondents shall supply an ECRF function that meets a minimum of 99.999% availability

Respondents providing an ECRF must ensure that it is accessible from outside the ESInet and that
the ECRF permits querying by an IP client/endpoint, a Legacy Network Gateway (LNG), an
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Emergency Services Routing Proxy (ESRP) in a next generation Emergency Services network, or
by some combination of these functions.

An ECRF accessible inside an ESInet must permit querying from any entity inside the ESlInet.
ECRFs provided by other entities may have their own policies on who may query them.

An origination network may use an ECRF, or a similar function within its own network, to
determine an appropriate route, equivalent to what would be determined by the authoritative
ECREF, to the correct ESlInet for the emergency call. Respondents shall describe the functionality
of such an ECRF equivalent and document where this functional element resides within their
proposed solution.

The ECRF shall support a routing query interface that can be used by an endpoint, ESRP, or PSAP
to request location-based routing information from the ECRF. Additionally, it must support both
iterative and recursive queries to external ECRF sources.

The ECRF must interface with the Location to Service Translation (LoST) protocol (RFC5222)
and support LoST queries via the ESRP, PSAP customer premise equipment (CPE), or any other
permitted IP host.

The proposed ECRF must allow for rate limiting queries from sources other than the proposed
ESRP(s), and provide logging of all connections, connection attempts, and LoST transactions.

The ECRF must be designed and implemented to support the ability for GIS data management
functions to ensure accurate location data is maintained.

The ECRF must support:
- Location error correction.
Routing of calls based on geographical coordinates and civic addresses.
Utilize common GIS boundaries (to include but not limited to Municipal, Police, Fire,
EMS).
Permit LoST association with each layer.
Comply with NENA 02-010 and NENA 02-014.
Must support dynamic updates to GIS without disruption of the ECRF.
Validation of GIS updates before they are applied.

GIS is handled locally throughout the State of Alabama. Respondents shall define their method
for collecting local PSAP related GIS information and establishing the ECRF.

Respondents shall explain where the ECRF will be located and how it will operate within their
proposed solution.

Respondents shall describe how the proposed ECRF and its capabilities, features, functions and
protocols provides high reliability routing for all 9-1-1 call types.
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Respondents shall describe the interface to the system that provides the ability to upload location
information once the Extensible Markup Language (XML) is published and approved for general
use, as determined by the Board.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

4.4 EMERGENCY SERVICES ROUTING PROXY (ESRP)

The proposed solution must include an emergency service routing proxy for call delivery to the
appropriate PSAP based upon location and routing rules.

Respondents shall explain where the ESRP will be located and how it will operate within their
proposed solution.

This includes Carrier to ESRP, ESRP to ERSP and ESRP to call-taker routing.

Respondents shall configure the ESRP according to NENA 08-003 specifications and describe the
ability of the ESRP to route SIP messages to a call taker.

Respondents shall explain how the ESRP interfaces to the ECRF and to the PRF to ensure that
routing instructions, routing policies and possible event notifications that alter call routing
scenarios are acknowledged.

Per NENA 08-003 for typical 9-1-1 calls received by an ESRP it;
1. Evaluates a policy “rule set” for the queue the call arrives on
2. Queries the location-based routing function (ECRF) with the location included with
the call to determine the "normal” next hop (smaller political or network
subdivision, PSAP or call taker group) URI.
3. Evaluate a policy rule set for that URI using other inputs available to it such as
headers in the SIP message, time of day, PSAP state, etc.

The result of the policy rule evaluation is a Uniform Resource Identifier (URI). The ESRP forwards
the call to the URI.

The ESRP shall support SIP SUBSCRIBE/NOTIFY in order to understand the status of both
upstream and downstream elements.

Respondents shall describe their proposed ESRP solution.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.
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4.4.1 POLICY ROUTING FUNCTION (PRF)

The Policy Routing Function (PRF) is the primary routing component of the ESRP. The ESRP
uses defined routing policies within the ESInet and the NENA i3 network to deliver calls to the
call-takers.

The PRF function requires the ability of the ESRP to assist in dynamically routing and re-routing
calls based upon other rules beyond normal operation.

Respondents shall describe how they will operate the PRF functionality and explain how they will
implement a proxy that is customizable based upon rules set by threshold or by manual
intervention.

Additionally, Respondents shall describe what user interface will be used to modify policy rules
and what i3 functions can affect policy changes for call routing.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

4.5 LEGACY NETWORK GATEWAY (LNG)

The LNG logically resides between the originating network and the ESInet and allows i3 enabled
PSAPs to receive emergency calls from legacy originating networks.

Calls originating in legacy wireline or wireless networks must undergo signaling interworking to
convert the incoming Multi-Frequency (MF) or Signaling System Number 7 (SS7) signaling to the
IP-based signaling supported by the ESInet.

Thus, the LNG supports a physical SS7 or MF interface on the side of the originating network, and
an IP interface which produces SIP signaling towards the ESlInet, and must provide the protocol
interworking functionality from the SS7 or MF signaling that it receives from the legacy
originating network to the SIP signaling used in the ESInet.

The LNG shall be implemented for routing emergency calls to the appropriate ESRP in the ESInet.

To support this routing, the LNG must apply specific interwork functionality to legacy emergency
calls that will allow the information provided in the call setup signaling by the wireline switch or
MSC (e.g., calling number/ANI, ESRK, cell site/sector represented by an ESRD) to be used as
input to the retrieval of location information from an associated location server/database.

The LNG shall use this location information to query an ECRF and obtain routing information in
the form of a URI.

The LNG must then forward the call/session request to an ESRP in the ESInet, using the URI
provided by the ECRF, and include callback and location information in the outgoing signaling.
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While in operation LNG shall be capable of appending supplemental and supportive call
information such as location and callback number to the call prior to the ESInet.

The LNG shall also be capable of supporting SIP SUBSCRIBE/NOTIFY in order to understand
any downstream elements status and then implement policy routing should a nominal route for a
call not be available.

Respondents shall describe how their proposed solution permits a legacy network gateway (LNG)
function to integrate the legacy network with the ANGEN core.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

4.6 LEGACY PSAP GATEWAY (LPG)

A legacy PSAP gateway (LPG) is used to provide seamless connection to PSAP’s that have not
upgraded to NG9-1-1 PSAP operations.

The Legacy PSAP Gateway is a signaling and media interconnection point between an ESInet and
a legacy PSAP.

It plays a role in the delivery of emergency calls that traverse an i3 ESInet to get to a legacy PSAP,
as well as in the transfer and alternate routing of emergency calls between legacy PSAPs and i3
PSAPs. The LPG shall support the LoST protocol in order to provide selective transfer information
(minimally police, fire and EMS) to a legacy PSAP based on the routing polygons provided by the
local ECRF.

The Legacy PSAP Gateway supports an IP (i.e., SIP) interface towards the ESInet on one side,
and a traditional MF or Enhanced MF interface (comparable to the interface between a traditional
Selective Router and a legacy PSAP) on the other.

The Legacy PSAP Gateway also includes an ALLI interface (as defined in NENA 04-001 or NENA
04-005) which can accept an ALI query from the legacy PSAP.

The LPG must then respond with location information for a call that is formatted according to the
ALLI interface supported by the PSAP. Respondents shall describe their solution for the LPG to
support the legacy PSAP environment.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

4.7 LEGACY SELECTIVE ROUTER GATEWAY (LSRG)

The primary function of an LSRG is to allow traffic from legacy Selective Router based networks
to ESlInets.
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A Legacy Selective Router Gateway (LSRG) shall serve as the interface for legacy selective
routers to terminate ISUP SS7 trunks utilizing an inter-tandem trunk group method of termination.

The LSRG shall convert the call signaling to SIP/RTP, query the existing ALI data management
system to retrieve location information for the call and then route the call to the next nominal HOP
based on a LoST query to an ECRF.

Additionally, the LSRG shall be able to facilitate bi-directional communications with the legacy
selective routers for both voice and data (star codes) transactions.

Respondents shall include a description of the LSRG if utilized in their proposed solution to
integrate the ESInet and legacy selective routing configuration. If an LSRG is not utilized, the
respondent shall describe how the function of an LSRG is performed within their proposed
solution.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

4.8 LOCATION VALIDATION FUNCTION (LVF)

Respondents shall propose a solution that includes an NG9-1-1 Location Validation Function
(LVF) as defined in the NENA 08-003.

The LVF is generally only used for civic location validation. Geo coordinate validation has some
limited use, in extreme cases, including national boundary routing scenarios, over coastal waters,
etc. The primary validation is accomplished as locations are placed in a LIS.

The LVF shall be designed to respond to LVF clients within five (5) seconds. The LVF shall be
capable of supporting multiple simultaneous queries of a significant amount, respondents shall
describe how this is supported.

The LVF data and interfaces are similar to those used by an ECRF representing the same
geographic area(s). Additionally, it must support both iterative and recursive queries to external
LVF sources.

Respondents shall describe their proposed LVF implementation, with particular attention to the
arrangement of the proposed components, user interface and features and the security aspects of
the LVF.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

4.8.1 LOCATION SERVICES

Location is fundamental to the operation of the 9-1-1 system. Location is provided external to the
ESlInet, and the functional entity which provides location is a Location Information Server (LI1S).
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Respondents shall propose a solution that supplies a network interface to the LIS.

Respondents must include the necessary security provisions and define all communication paths
between the LIS and the LVF, LSRG and LNG.

Respondents shall include a description that covers the transition from the existing routing into the
LIS.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

4.9 LEGACY DATABASE SERVICES

The Board recognizes that ALI database and other legacy database services (LDB) will be required
for the foreseeable future.

Respondents shall include in their proposal details about their approach to ALI database
connections and ALI maintenance functions as well as other any other LDB functions necessary
to support the ANGEN system.

Respondents shall define how their proposed LDB service will be operated, managed and
maintained for the duration of the contract.

Respondents shall also describe the PS/ALI capabilities of their solution within their proposal.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

410 DISASTER RECOVERY /BUSINESS CONTINUITY

Respondents must include a disaster recovery capability within the proposed solution to offer
continuity of operations in the event of a malfunction of the network, system or i3 components
used to provide the primary ANGEN services.

This service must be separate and distinct in design and operation from the core ANGEN system
components proposed by the Respondent.

Alternatives presented here may include the use of commercially available services and or
commodity IP connections that can operate for temporary periods of time (to be determined via
SLA) until normal system operations are restored to individual PSAPs or regions served by the
ANGEN system.

Basic functionality must include the following at all PSAPs or locations as may be designated by
the Board:
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Vv Receive and answer 9-1-1 voice calls via alternate hand set/desk set or other proposed
device

v/ Ability to Transfer via traditional landline or other means to other AL PSAPS, mirroring
current PSAP transfer capabilities and practices

v Provide for the temporary system level logging and recording of calls being processed by
the disaster recovery system

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.
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SECTION 5 SYSTEM REPORTING and i3 LOGGING REQUIREMENTS

5.1 REPORTING AND DATA COLLECTION SYSTEM REQUIREMENTS

The Board requires enterprise wide reporting and data collection capabilities on all aspects of the
ANGEN ecosystem.

This capability must be agnostic to provider, system or technology and must be able to collect
reportable data on the operation, configuration, and maintenance of the ANGEN system regardless
of function, domain, service area or provider.

Given that there may be multiple providers of components and systems that will comprise the
ANGEN ecosystem, the Board will entertain stand-alone proposals from vendors who can offer
an enterprise wide, multi-vendor, fully integrated solution to satisfy this requirement.
Respondents may offer enterprise wide reporting as a component of their solution as well.

The Board will not entertain proprietary, disparate or system specific reporting systems.

Respondents must be prepared to provide or support the collection and integration of an enterprise
wide reporting and data collection capability.

COMPLY

For the purposes of this RFP, Direct Technology is proposing the implementation of a highly customizable,
enterprise wide reporting platform called ECaTS, Emergency Call Tracking System.

Direct Technology Assumptions:

The ECaTS reporting platform can provide all call handling and network reporting requirements as
described by the Alabama 9-1-1 Board and contained within this RFP. ECaTS makes the following
assumptions with answers to all required sections:

An i3 based ESINet is in place, statewide, and can send logging messages to the ECaTS i3 Meta logger.
ECaTS (its data collectors) will reside on the same network as the CPE and ESINet functional elements to
ensure the ability to collect data from all systems.

All call handling equipment is able to provide either an i3 based call handling log or a CDR output
CDR output is assumed to contain operator/agent data in addition to all call handling fields (ex: seizure
time, ring time, answer time, etc.)

The systems on the ESInet that provide i3 logging output are conforming their log output to the Detailed
Functional and Interface Specification for the NENA i3 Solution, Stage 3 Version 1.

Page 48 of 167
AL-NG9-1-1-RFP-16-001 ATTACHMENT D- Technical Specifications




AL-NG9-1-1-RFP-16-001 ATTACHMENT D- Technical Specifications

PRODUCT OVERVIEW

ECaTS is an acronym for Emergency Call Tracking System. ECaTS is the first enterprise wide 911 Call
Reporting and Data Collection System that leverages the ubiquitous nature of the Internet to provide
secure, real-time reporting to the 911 industry. ECaTS is currently installed and in production throughout
the States of California, Utah, Oregon, North Carolina, Indiana, Kansas, Delaware parts of Texas, Florida,
Kentucky, Oklahoma, Colorado, Virginia, Louisiana, Mississippi, Tennessee and Washington. Currently
ECaTS provides full analysis and reporting of all 911 call/events, call taker and trunk activity throughout
these States. Pending available data feeds from the CPE, the ECaTS system has the capability to support
Next Generation 911 activity and statistics that can listen, record and translate NG9-1-1 events.

The Alabama 9-1-1 Board and PSAP personnel should expect to enjoy the benefits of a flexible and intuitive
web based user interface, easy to use pre-configured reports, and the advanced offerings of the ad-hoc
reporting tools. ECaTS provides users with the ability to report on 911 call statistics and trunk statistics
across an individual PSAP, county, any given jurisdiction and/or statewide with unified reporting and
managed services. ECaTS has the ability to report on all calls captured by the raw Call Detail Records
(CDR) from the Customer Premise Equipment (CPE). ECaTS can be accessed by any authorized user from
a web browser. Clients access their reports directly from a PC, Laptop or any mobile device such as iOS,
Android or Windows based systems.

This section of the document provides the Alabama 9-1-1 Board with a high-level description of the
product’s key features. In essence, ECaTS provides the first universal 911 call statistics product that can
transparently report all intelligence related to 911 call/event handling and volume across an individual
PSAP, county, any given jurisdiction and/or statewide regardless of the Customer Premise Equipment
(CPE) at the PSAP.

Intuitive Reporting Module

ECaTS was built on the concept of simplicity. Its reporting module, the heart of the application, provides
the user with simple, intuitive click reporting options. Authorized users are able to generate near real-
time statistics by simply selecting the report, the timeframe and a PSAP (or collection of PSAPS) to be used
in the report. The system then accesses the back end servers to render the report directly to an Internet
browser.

The beauty of the application is that authorized users may pull information from one PSAP, County or any
given jurisdiction with the same level of simplicity. The drastic complexity of pulling information from
different types of CPE manufacturers, installations or software versions located at each PSAP is completely
eliminated by ECaTS.

The diagram on the following page represents the ECaTS Interface.
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Figure 1 — ECaTS Interface

Excel file for further analysis.

Generating a report is as simple as selecting the report on the left, select one, multiple or a PSAP group,
selecting a date range and clicking on the Generate Report button. The Group selector is completely user
created and maintain so that County Administrators may define commonly used group of PSAPs against
which they normally generate reports. The user may also decide what type of graphical representation
they wish to include in the report and if they want the output to be web based, PDF or directly into an
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into the system. If the report contains data for multiple PSAPs, the information can all be aggregated into
one individual report. Historical trending takes a whole new meaning when a user can generate 911 Call
Statistics for their jurisdiction during an entire year with just a few clicks of a mouse.

ECaTS includes the following preconfigured reports:

Call Summary Report
A listing of all of the calls answered and abandoned by call type (e.g. “9-1-1" or “10 digit emergency”) for
each day of the selected time frame.

Calls Per Hour Report
Alisting of the number of calls delivered to the CPE controller each hour of each day for the selected time
frame.

Top Busiest Hours Report
A listing of the top 20 busiest hours for any selected timeframe which includes the call count and average
call duration for the selected period.

Average Call Duration Report

A listing of the number of calls each hour during the selected time frame with the queue time (average
duration from trunk seizure at the PSAP to ring start, also known as Set-up Time), ring time (average
duration from ring start to answer time, if equipment provides the required Ring Event), hold time
(average duration calls are on hold during that hour), and talk time (average duration from answer time
to disconnect time minus any hold time that occurred during the call, this is a pure talk time metric).

Calls by Circuit Report
A listing of the number of calls received on each circuit each day during the selected timeframe.

Circuit Utilization Report

A statement of the percentage of time that a given number of incoming trunks were engaged at the same
time within each trunk group (trunk groups are defined by each PSAP). This report provides statistics on
trunk groups allowing management to identify trunk groups that are over or under trunked.

PSAP Answer Time Report

A statement of the number of calls that were answered in 10 seconds or less, 20 seconds or less and other
answer times for each hour of the selected timeframe. The summary information includes the number of
calls in each answer time category and the percentage for each category. Answer time is computed
between Call Seizure and call Taker Answer times.

PSAP Call Taker Ring Time Report

CPE Equipment that provides a ring time event will be able to measure call taker ring time by measuring
the time between the ring event and the answer event. For the equipment that does not have this event,
a false ring time factor can be introduced to simulate a single ring (usually 2 seconds) or if this is not used
this report would match the PSAP answer time and measure from seizure to answer.
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Last 12 Months Answer Time Report
Provides summary information for each month within a 12 month period including the number (and
corresponding percentage) of calls answered in 10 seconds or less.

Last 12 Months Call Taker Ring Time Report

The Last 12 Months Call Taker Ring Time Report gives the total number of inbound, parsed calls for the
last 12 full months from when the report was generated. This report, similar to the PSAP Call Taker Ring
Time Report, utilizes ring times, calculated from when the call is presented to the call taker to when the
call is answered (meaning that there is no set up time included in the calculations). This report provides
the percentage of calls with ring seconds between 0 and 10 as well as the total number of calls answered
within 10 ring seconds, per month.

Class of Service Report

Alisting of the number of calls for the selected timeframe broken down by a selected subset of classes of
service from the ALl data string such as business (BUSN), residential (RESD), Centrex (CNTX), PBX, pay
phone, VolP, or wireless phase 1 WPH1/W911) or phase 2 (WPH2).

Call Initial Station Total Calls Report
A listing of the number of calls received each hour at each answering position during the selected
timeframe. Requires the source data to include the station identifier for each answered call.

Call Transfer Report

Provides details regarding every call that was transferred to or from the PSAP during the selected
timeframe. Details include ANI information, trunk seizure time of call(s) at each PSAP and other relevant
call information. All PSAPs must be participating in the ECaTS program to show up on the Transfer report,
any secondary that is not in the ECaTS system would not appear in this report. In order to maximize call
transfer report accuracy, all participating PSAPs must synchronize their system clocks with an industry
standard network clock service or device. In addition, this report provides PSAP-to-PSAP transfers and
does not include internal station-to-station transfers.

Call Transfer (Summary) Count Report

The Call Transfer Count report provides the user with counts for every transfer to and from the selected
PSAP for the date range chosen. The report uses the same rules to determine transfers as the current
transfer report.
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Figure 2 Call Transfer Count Report

Calls by Operator

The Calls by Operator report allows a user to identify how many calls have been answered by particular
users logged into the system. This report is generated by CDR output to the RDDM. If user information is
not available for a particular call, information will be directed to an “Unknown Operator” row. This
category is used in any situation in which an operator name is not provided with the call, this often occurs
when CDR data considers a call abandoned. This report divides the calls received in a given time frame by
operator name and hour of day in military time.

Operator Speed of Answer

The Operator Speed of Answer report allows a user to identify the speed with which individual operators
are answering calls. This report is generated by the CDR output. If the operator name information is not
available for a particular call, calls will be directed to the “Unknown Operator” row. This report is divided
into separate answer time frames. The report also will identify the total calls answered as well as the
average duration of the calls in seconds.

Calls per Hour by Day of Week

The Calls per Hour by Day of Week report lists the number of calls for each hour of the day, by day of week
(increments also apply). Depending on the call type selected, the Calls per Hour by Day of Week report
will conform to the available data. The report also features a row with the average number of calls per
day of the week.

Top ESN Report

The Top ESN report will provide frequency information on the Top ESNs for the date range selected. If
multiple ESNs have the same number of calls, they will all be listed on the report. A total number of records
and the average duration of those calls are also included on the report. This report will only support 911
Call Types because the ESN information will be pulled from the ALI of each call.

Top ANI Report

The Top ANIs report will provide frequency information on the Top ANIs for the date range selected. If
multiple ANIs have the same number of calls, they will all be listed on the report. A total number of records
included in the report, and an average duration of those calls is also included.
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GRAPHICAL CAPABILITIES
The product supports a wide range of graphical = anl e |
representations of the data being showcased in each | *# 4~ ]

report. Although the system will dynamically select | =

the most appropriate graph type based on the data -
being reported, each user has the ability to change

the graph type before the report is generated. ' Calls by Creait
Currently ECaTS supports line bars, pie charts, life ‘ .
graphs and stackable bars. Additional graphical

support is currently being added to the application for ' - '

the next version of the product.

In addition to the Call Statistics Report usually found in 911 MIS packages, ECaTS brings a wide range of
Management Reports. These types of reports specifically address the analytical requirements of PSAP
Managers across the industry. Management reports are available to selected authorization levels that
provide tools necessary to identify areas and issues that require management attention.

ECaTS includes the following management reports:

Trunk Group Utilization Report

This report provides an in-depth analysis of call volume per trunk and trunk group. PSAP managers or
coordinators can review and determine if PSAP trunks are being used at appropriate rates (e.g., are they
hunting correctly, are they reaching capacity resulting in possible busy signals, etc.).

Answer time Exception Report

This report provides a clear scorecard of PSAP answering performance while clearly isolating those PSAPs
that meet the National Emergency Number Association (NENA) 90/10 rule — 90 percent of the calls should
be answered by each PSAP in 10 seconds or less. This report lists the PSAP(s) that answered less than 90%
of calls within 10 seconds during selected time period.

Call Taker Ring Time Exception Report

This report lists the PSAPs where 90% of calls have a ring time of 10 seconds or less during selected time
periods. If the selected PSAP(s) are answering 90% of calls within 10 seconds for the selected date range,
the report will show ‘no data available for specified date range’.

Outage Report

This report provides the ticket number for each data monitoring alert provided by the ECaTS system. This
includes call records without ALl alerts, low call volume alerts, and heartbeat alerts. A high level user will
have access to the ECaTS monitoring system, allowing the user to query based on ticket number. This
offers an unparalleled level of transparency into the ECaTS ticketing system, providing to the user the
ability to escalate and track tickets as desired. However, it should be noted that ECaTS tracks all outages
to resolution, with notification to necessary parties as determined by the customer, regardless of
customer use of this report.
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10-Digit Emergency Call
A listing of the 10-digit emergency circuits that exceed a predetermined level of utilization as a percentage
of total 9-1-1 and 10-digit emergency calls.

Unparsed Data

A listing of the raw data for each call that failed to meet predetermined business rules for a specific CPE
manufacturer (i.e., raw data reflects disconnecting the call multiple times even though it is only answered
once) or had a problem with the raw data which prevented it from being parsed (e.g., call record cut-off
or interference in the data stream, causing corruption).

Wireless Call Sector

The Wireless Call Sector report provides transfer information based on cell sectors for the specified date
range. If a PSAP transfers 50% or more of their calls from a specific cell sector to the same destination
PSAP, it will show up on this report.

Note: This report will include 9-1-1 calls, Administrative and any 10 Digit Emergency calls with ALI that
meet the above requirements.

Wireless Call Sector Report Date: 02/25/2015 14:49:37
PSAP1 Report Date From: 02/01/2014
Month - %ear: April 2014 Report Date To: 01312015
Period Group: Month

Callz in Sector (>=): 1
% Transferred (>=): 20

Originating | "Transferred to" Total 9-1-1 Calls | Percentage of
PSAP PSAP Cell Sector Telco  |Total 9-1-1Calls Transferred | Calls Transferred
PSAP 1 PSAP 2 2345 CELL SECTOR| TMOB 12 6 50.00%
AVE

PSAP 1 PSAP 2 123 EAST BL SPPCS 10 5 50.00%
TOWER 0629 D1 S

PSAP 1 PSAP 2 123 EAST BL SPPCS 6 3 50.00%
TOWER 0629 D1 S

Figure 3 Wireless Call Sector Report

The ECaTS portal along with all pre-configured reports and functionality are fully customizable. ECaTS was
built on the concept of simplicity. The ECaTS system is fully configurable to adjusting reports based on the
specific standards and efficiencies required by the Alabama 9-1-1 Board. Included in the ECaTS service
are five (5) pre-configured reports in addition to the standard reports or forty (40) hours of development
work, which ever come first. This provides our customers with initial customization at no additional cost.
Please reference the Cost Proposal, for the development cost outside of the forty free hours of
customization. As an option to the RFP, bundles of customization hours are provided to the Alabama 9-
1-1 Board to give the ability to procure customization hours at wholesale costs as described in Attachment
C, Cost Proposal.

It should be noted that ECaTS is built using industry standard open architecture which ensures its ability
to interoperate with other technologies including CPE vendors, Network Providers, Telecommunication
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Providers, Data and Voice recorders and others. Currently ECaTS provides multiple methodologies for
interoperability from direct physical interfaces to more complex logical interfaces that leverage the i3
standards for collection, recording and storage of i3 events.

5.2  STATEWIDE STATISTICAL MONITORING

5.2.1 SYSTEM SPECIFIC REQUIREMENTS:

The proposed reporting and data collection system must provide for secure user ID login and
password with the ability to enforce minimal password requirements and require password changes
on a predetermined interval.

The proposed reporting and data collection system must support role based access:

Allowing statewide users to have access to reports for the entire State.

Allowing some users to have access to PSAP(s) report information only.

Allowing other users to have both PSAP and ECD Manager level access to report
information.

Allowing functionality/data to show only to certain users and not to everyone.

The proposed reporting and data collection system must allow for the scheduling of automatic
report generation and delivery by email as attachments to one or more recipients in a format
selected by the recipient.

COMPLY

ECaTS provides a secure user ID login and password based on each user’s specific role. The system has
the ability to enforce minimal password length and complexity as well as password changes.

The Alabama 9-11 Board will be requested to provide the assigned roles and responsibility per user in the
ECaTS portal. ECaTS has the ability to add functionality and take functionality away based on a specific
role. For example, a County Director’s login will have access to all PSAPs within their county while a PSAP
Manager’s login will only have access to their specific PSAP within the County. ECaTS is only accessible
via assigned usernames and passwords. Below is a picture of the ECaTS login screen:

ECaTS

smartar 9-1-1

User Login

o User Name:
I

¥ Password:

Powered by Drect Technology ©

Figure 4 — ECaTS User Login Screen
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ECaTS reporting functionality is governed by ‘roles’ and ‘PSAP groups’ that determine which section(s),
subsection, data and PSAPs each user may view/report on. The ECaTS system uses a custom Access
Control List (ACL) used to associate individual users with particular functions and PSAP(s) that they can
report against. Authentication is provided through a username/password combination required at the
web site. Users have the ability to update their passwords and changes are required on a configurable
rotation setting. Once authenticated, the user authorization occurs through a use of roles and user groups
to assign the user to a particular reporting group and control what types of reporting the user is able to
access (for example hiding management reports from a hon-management users). Each action done in
ECaTS can be logged by the platforms optional Audit Module (available for an additional license cost)
which records all standard, ad-hoc and raw data views done by a user.

ECaTS provides secure user ID logins and passwords with the ability to enforce minimal password
requirements. ECaTS can be configured to require password expiration at any interval. Figure 5 below,
shows the password management system and a note that the password is set to expire after 12 months.
The Alabama 9-1-1 Board can choose any interval required of their security doctrines.

ECalS e

e Reporting = Groups ® ECaTs Administration (5] Project Management Admin Host ® Download ECaTS Training Manual
Edit User Accounts
“F Manage User Cradentials () Manage Roles for this User [ Manage Password % Manage Profils

Manage Password - PSAPDemo (Id: 328)

¥4 Password Last Changed: Tuesday, December 31, 2013

€ Password Expires: Wednesday, December 31, 2014

Change Password

To change a password for this user enter the new password and confirm the entry
by typing it again.

€ New Password: |uu.n-.

% Confirm Password:

@ Change Password

= Reset Password

‘You can reset the password for this user. The password will be randomly
generated.

Kl Reset Password

Figure 5 -- Password Management System
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Requirements:

Allowing functionality to show only to certain users and not to everyone.
Allowing some users to have access to PSAP(s) report information only.

ECaTS has the ability to show specific functionality to certain users and not to everyone based on their
role. The ECaTS solution has a comprehensive role system that controls individual user access to various
sections of the system. By adding/removing roles from users access to various parts of the system can be
controlled. Figure 5 below, shows the role system and a sample user with six reporting roles and a
displayed drop down menu with more roles that provide additional system access and functionality.
Finally, Figure 6 shows the individual report access administrative interface which provides additional
control over individual reports and the users/roles that can access the reports. Combined; the role system
and report management system provides administrative control to the report and function level as
required by the State of Alabama.

Ad Hoc R et Sestw | Logout
Cad Feed Report
CAD Feed Report Administrator

Administrators
CAD Report Only

Agent 5tatistics Report
% CARSNet Administrator ion B project Management Admin Host @ Download ECaTS Training Manual

Dynamic Class of Service
- Global Group Administration - Read Only Installation Status
E« Global Group Administrator
Install Tech
IRIS User
4 Management Reports s User [ Manage Password “S* Manage Profile

Missing ALI Report

Multiple Al Bid Reporting

Preconfigured Reports

PSAP Admin Demo APDemo
Raw Data
Registered Users - . )
Schedule SMS Reports v':) Effective Date ¥ Expiry Date .

[Ad Hoc Reports v & 31 Undate User role

Send Notification?

Security Role Effective Date Expiry Date
Registered Users

Subscribers

Ad Hoc Reports

Raw Data

Preconfigured Reports

Scheduled Reports

X X X X X X

Standard Reports

Figure 6 -- User Role Management Administration
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- — “% | Logout

® Download ECaTS Training Manual

ECaTls

smarter 9-1:1

il Reporting = Groups & £Cats Administration =57 Project Management Admin Host

Report Administration

Standard Reports

Call Summary
Calls Per Hour

Visible By Administrators Only

Call Summary

Configuration
¥/ This report is enabled
¥I This report can be scheduled
I/ Restrict the number of returned results

Top Busiest Hours
Average Call Duration

Calls By Circuit
[ Period groups are condensed into fewer reports

Sort Order: |1

Circuit Utilization

PSAP Answer Time

PSAP Call Taker Ring Time
Last 12 Months Answer Time

Last 12 Months Call Taker Ring
Time

Permissions

Role permissions

Class of Semice Allowed roles  Find: Denied roles  Find:

Dynamic Class of Service
Call Transfer

Calls by Operator

Initial Station Total Calls

[/ Ad Hoc Reports

[/ Administrators

|-/ Agent Statistics Report

|/ Cad Feed Report

|/ CAD Feed Report Administrator
[/ CAD Report Only

[/ CARSNet Administrator

|/ Dynamic Class of Service

L Elnhal Gronn Adminictratinn

) Ad Hoc Reports

) Administrators

|- Agent Statistics Report

|J Cad Feed Report

|/ CAD Feed Report Administrator
¥/ CAD Report Only

) CARSNet Administrator

) Dynamic Class of Service

Dead Mnhe

L Blnhal GSronn Adminictratinn

User permissions

Allowed users Find:

Denied users Find:

[ 020_Chief
[o25_ccss

] p25_commander
[ 025_Supi_1

[ 025_Sup2_1

L d04 A ict.

f Chicf 4

[020_Chief
Co25_ccss

[/ 025_Commander
[1025_Supi_1
[025_Sup2_1

LAn4d A ict: f Chicf 4

Figure 7 -- Report Access Control System

Requirements: Allowing statewide users to have access to reports for the entire State.

Dead Finh T

Allowing other users to have both PSAP and ECD Manager level access to report information.

ECaTS provides the ability for statewide users to have access to reports for the entire State while other users have
both PSAP and County level access to report information. Figure 8 on the following page, shows the ECaTS PSAP
Access Group Management System. This administrative interface associates individual users with single or groups
of PSAPs to generate reports on. Users can be assigned to either individual PSAPs or in a PSAP group that has more
than one PSAP. Control of which PSAPs the user can access are defined by the Alabama 9-1-1 Board and only those
PSAPs the user has been approved for access will be available for reporting.
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ECaTS

smarter 9:1-1 «‘a AdHoc

Reporting Groups ECaTS Administration Admin Host @ Download ECaTS Training Manual

Group Definition
Group Name:
Pt To813 eina

Group Owner:
Jesse Krebs - ECaTS

— Assigned Psaps:
Available: Assigned:

Secondary PSAP - Text-To-811 Demo a

“®

—Assigned Users:
Available: Assigned:

SMS Demo - SMS User =1
| SMS Demo

<«

t.j.> Update <@ Cancel X Delete

Figure 8 -- PSAP Group Access Management

Requirement: The proposed reporting and data collection system must allow scheduling of automatic
report generation and delivery by email as attachments to one or more recipients in a format selected
by the recipient.

SCHEDULED REPORTS

ECaTS users have the ability to schedule reports to be automatically rendered and sent directly to their
email. Management level reports are available to specific authorization levels on a regular or scheduled
basis. Authorized users are advised via e-mail notification that monthly reports are available one or two
days following the end of each month.

One scheduled report that has become quite popular with PSAP managers (and can be made available to
standard users) is the “Day in Review” report. This report provides a snapshot of PSAP activity and is
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delivered to users via e-mail at the end of each day. The Day in Review report includes the following
information for the day:

e Total Number of 911 Calls Received

e Total Number of 911 Calls Answered

e Total Number of 911 Abandoned Calls

e Total Abandoned 911 Call %

e Total Abandoned 911 Call % at Workstation

« Average Call Duration of the 911 Calls

e Statistics on PSAP Answer Time Performance

< Listing of the five busiest hours of the day and the number of calls each of those hours (911 Call
Only)

« Listing of the five busiest hours of the day and the number of calls each of those hours (All Call

Types)

Along with the Day-In-Review email, users can sign up through the ECaTS portal to have all or selected
Management Reports scheduled to email as well. ECaTS has the capability to have both pre-configured
and management reports scheduled and sent to the user, therefore eliminating the need to render reports
daily unless needed.

ECaTlS e

Reparting Groups ECaTS Adminlstration Support Relsase Notes ® Download ECaTS Training Manual
New Schedule
Select Psaps: Select Growp:
Auda - Pontotoc GO = Data Colieciors
Allus - Jackson GO Broadway Pa’:r!ﬁt 1 PEAPs
Antlers PD oR Broadway Patriot 2 PSAPs

Broadway Parriat 3 PEARS
Broadway Patrict 4 PSAPS
Elgin Patriol PEAPs
MNeutial

Ardmiare - Carter ©O
Akoka County Shenfls Office
Bartlesyilla - Washington CO -

Solect Report ]
Management

Trunk Group Wiilization

Answear Time Excaption Repon

Call Taker Ring Time Excepbon Repodt

Outage

10-Digit Emergency Call

Unparsed Data
Wirsless Routing

Wiraless Call Sector

Day In Review

Figure 9 — Schedule Report Interface
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Reports can be generated in the web-browser, in a PDF format, or Excel format. These reports can be
saved, emailed, and printed in the user’s format of choice and accessible by any ECaTS user based on their
role anytime anywhere.

5.2.2 DATA CAPTURING REQUIREMENTS:

The proposed reporting and data collection system must provide the following:

Ability to electronically capture and buffer Call Detail Records (CDR) for each individual
PSAP.

Ability to securely capture call, text and operational data using a reliable capture method
Ability of a buffering device to batch CDR payload, time stamp it, encrypt it and deliver
the CDR data using a secure and encrypted methodology.

Ability to provide multi-level reporting including: PSAP, ECD/County or Statewide level.
Ability to seamlessly report PSAP, ECD/County and State’s 9-1-1 call statistics from one
web-based location regardless of the CPE installed at PSAPs or other hosted locations.
Ability to export reports in PDF, HTML, CVS and Excel formats

Ability to generate universal reports from anywhere with an Internet connection and
accessible on any devices with an internet browser, i.e. iPad, iPhones, iOS, Android or
Windows based systems, laptops and desktops.

Ability to analyze ANGEN’s overall 9-1-1 system performance

Ability to provide a color coded map view of the State’s System Health for all PSAPs in
the State.

COMPLY

Requirement: Ability to electronically capture and buffer Call Detail Records (CDR) for each individual
PSAP.

Raw DATA COLLECTION AND ACCESS

Through the ECaTS Raw Data Viewer the user has access to all raw CDR records at their PSAP/PSAPSs from
the time of inception in electronic format. The CDR and ALl data is archived and stored at our datacenter
for storing and reporting purposes, providing PSAP Managers with access to all archived data remotely
online using the ECaTS web portal. By using the Raw Data Viewer portion of the interface, ECaTS allows
the users to pull Raw Data from any day and from any PSAP that the user has access into.
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Here is an example of the of the Raw Data Viewer interface:

ECals g

8 Reporting - Groups ® ECaTs Administration tﬂ Project Management Admin Host @® Download ECaTs Training Manual

Raw Data Viewer

Viewer Parameters

® View by date PSAP: Orange County Sheriff (Silverado) v
Download by date range Start Date:  [1014/2012

View current incoming data =
(Refresh automatically every few minutes) Display Raw Data

1e/e4/2012 eo:oe:0e | *rreee DATE: 1@/84/12 TIME: ©@@:0@:08 *=**=* “
1e/e4/2012 ee:00:00
16/04/2012 00:00:09
18/84/2012 00:00:10
l@/e4/2012 e 00:1e

23:59:23 C11 23:59:44 D11 20:00:08 ©0:00:09
23:59 1a/e3 28801 SAN JUAN CREEK RD

18/@4/2012 @0:00:10 53C CW 748 WPH2 ATET MOBILITY 8@@ 635 6848 4
la/e4/2012 e 00:1e (949) 511-9484 SICP TE @952 G6 SW ATTHMO

18/84/2012 @e:00:10 ORANGE CO SHF QUERY CALLER FOR LOCATION
le/e4/2012 e0:00:1@ LAT 33.51266780 LON -117.6381@4 METERS 271 PERCENT @
1e/e4/2012 ev:00:1@ | %8

1e/e4/2012 ee:11:22

18/84/2012 00:11:23 @8:11:09 C11 ©0:11:19 D11 ©0:11:22 @0:11:23

1@/84/2012 @@:11:23 LK FRST CW 742 WPH2 VERIZON WIRELESS 8@@ 451 5242 4
10/84/2012 @9:11:23 (714) 511-3714 LKFR TB @852 D1 SE VIW

le/e4/2012 00:11:23 ORANGE CO SHF QUERY CALLER FOR LOCATION
18/84/2012 @@:11:23 LAT 33.65861980 LON -117.643458 METERS 21 PERCENT @

1e/e4/2012 @0:11:23
18/84/2012 9@:12:56
1e/e4/2012 00:12:56
18/84/2012 00:12:56
1e/e4/2012 00:12:56
18/84/2012 00:12:56

95

@@:11:52 C13 @9:11:58 T77 @0:12:06 D13 00:12:54 99:12:55
ee:12 la/es 23141 PLAZA POINTE DR
LAG HLS CA 299 BUSH SADDLEBACK

I
I
I
I
I
I
I
I
I
I
I
10/04/2012 ©0:11:23 | e2:11  1e/es 27725 TRABUCO AD
I
I
I
I
I
I
I
I
I
I

CAUNE

Figure 10 — Raw CDR Viewer Interface

The reader should note, that all the CDR output is stored in its original format for auditing purposes. All
the information, cradle to grave regarding calls, ALl and ANI results, etc. is stored as is and provided back
to the user in the same chronological order as received by the buffering equipment.

Additionally, ECaTS allows the user to preview all generated reports on-screen before saving, printing or
emailing. Once report parameters have been identified the user can select web, excel or PDF output types.

Requirement: Ability to securely capture call, text and operational data using a reliable capture method

The RDDM has been custom built by ECaTS to satisfy the rigorous data collection needs of the 911 call
center. Each device is running a special custom software stack created by ECaTS which can run either on
Linux or Windows based RDDM'’s. The software provides the capture, compression and storage of all the
data and also transmits the data over a secure SFTP connection to the ECaTS cloud. Finally, the RDDM
software has been specifically designed to maintain the captured data in its raw form and to only “store
and forward” the data, not do any analysis or manipulation. In addition to capturing CDR, the RDDMs
have the ability to connect to other devices such as ALl controllers, CAD systems, Network Devices, PBXs,
etc. This flexibility allows ECaTS to collect and report on other data points should the State of Alabama
require this at a later date.
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ECATS TexT 9-1-1 REPORTING

ECaTS provides text-to-911 reporting functionality and module. The ECaTS Text-To-9-1-1 reporting system
is a CPE-SMS agnostic reporting system and provides reporting across all PSAPs in the ECaTS system.
ECaTS offers twelve standard SMS reports which provide visibility into the number of total messages sent
areceived, the average time to respond between caller and call taker, tracking of the top MDN’s to isolate
SMS abusers and full Text-to-9-1-1 transcription, just to name a few. Similar to other ECaTS systems, the
twelve standard SMS reports can be augmented with customizations that improve the overall SMS
reporting value to individual PSAPs if the standard set do not meet all reporting needs. ECATS has
partnered with major Text-To-911 providers to actively collect data from their TCC’s which eliminates any
need for additional hardware at a PSAP (except where reporting Text as TTY is required) with the ability
to activate Text-To-9-1-1 reporting on a per PSAP basis without the need to make any site visit.

Provided below are a few examples of the text-to-911 reports provided by ECaTS:
Transcript - The SMS transcript report provides a complete transcript for each SMS 911.

Top Busiest Hours - The Top Busiest Hours by Sessions provides a report of all sessions for each of the
busiest hours, sorted by the busiest hour to the least busy hour. With each hour, a graph is included that
displays how the sessions were spread out over the hour by minute.

Total Messages Sent and Received by Hour - The total messages sent and received by hour report
provides a metric of the total number of messages (MT/MO) that happened across each individual hour.
The report displays the hours in 24 hour format and provides a unigue sent/received count as well as a
total for each hour.

Messages Per Hour By Carrier - The total messages sent/received by carrier report provides a metric by
Carrier of the total number of sessions as well as sent/received messages. When combined with a stacked
bar graph, visualization of the popular carriers is very clear. The report breaks data out per hour with a
final summary report at the end.

Operator Average Speed of Response - The operator average speed of response report measures the
overall average for all messages sent within a particular Text-to-911 session. This report represents an
overall average of all responses within the session for all operators that participated in the session.

Average Session Duration - The total number of text-to-911 complete sessions report provides a report
by hour of complete sessions and the average duration each session lasted as well as averages for
response time of the 911 operator and Text-to-911 originator.
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EmTS lifTany Chambors Al Reports | Logout

L Reporting 5 G 5 Suppoit Release Notes i Download ECATS Traming Manusal

—_—

REPORTS
Call Summary e |
R P Select Paaps: Select Group:
Top Busieat Hours C3U Long Beach PD CEU Long Beach University PD i
Average Catl Duration Etk Grove PO Etk Grove PD
Calts By Gircum oR

Circunt Utlzxation
PEAP Ansaer Tima
PEAP Call Takar Hing Tima

PSAP Grouping

Last 12 Months Answer Tima
Last 12 Months Call Taker Ring
Tima _ )
Clats of Servica Select Date Range From: To:

= SELECT = L
Call Transle
Indtial Station Totad Calls
Csfia par Hour by Day of Waak

Call Typs: : PSAP Size:
Top ESN Raport Abum.h;.!md Fllte.r.s:

11 Calis v Incluide Abandonad " Al "
Top ANI Raport

Include Comparisons

Graph Format:
Mo Graph e

Messages Per Hour

Wessaqes Par Howr By Carrier

Agency Affiliation
# CAL Fire ¥ CHF ¥ Consclidaled Multi-Affiiate # Firg & Medical # Miitary » Police # Shenlf 8 University

Mussages By Infisl Oparator

nilial Dperatar .ﬂ.'\ml:lgn Spood of
Anawer

Cutput Format: 2| Carssata Raport
Mapssagas Pad Bexsion Profla Web - |: lq' e e

Cperator Average Speed of
RS ponss

Operator Single Seesion Avarags
Hesponco

Average Session Duration
Sagtion Transorpt

SMS Top Busest Hours
Sassionn From Sama MDN

Top Sessions From Samae MO
GEM User Login info

SMS Altompls

Denied Messages
EME-To-TTY Soesions

SMS Messsges par Hnor

Average Messages Ped Session
_—_
Figure 11 — ECaTS Interface with Text-to-911 Reporting

The RDDM automatically places a time stamp on any collected CDR record, regardless as to the method
of collection (RS-232 or IP). The data itself is compressed and stored in a zip file and when transmitted is
done over a secure SFTP connection via an SSH tunnel using strong encryption. This can be further
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encrypted by utilizing an encrypted point-to-point VPN tunnel between the RDDM location and the ECaTS
cloud. Below is a sample of CDR data collected by an ECaTS RDDM which also illustrates the time stamp
that is provided on each collected record. If you examine the samples below closely (Viper and Vesta 4.x
presented — personal information has been blurred) you will notice there is a time stamp followed by the
“|” (pipe) character. The timestamp to the left of the “|” (pipe, outlined in green) represents collection
time and is provided by the RDDM, while the data to the right of the “|” (pipe) is the RAW CDR as collected
and unchanged.

Viper

01,/01,/2004 02:21:55 || === COR BEGIN : 01,0114 D2:20:07.080 ===

P1/01/72004 02:21:5% Q0200 00, 0 TS] SYSTEM ID = porth

01 /0172004 02:21;:5% 0 0 ; 00, 000 CIM :I'nrnm'ing call {I0: 1 @ffered on Trunk 91101 3

P1,/01,/2014 02:21:55 || 00:00:02.114 [ cm] anz: (48)7 Y [vaLID) PresdasNI: TT [MONE]

P1/01 2004 02:21:55 || 00:00:03.114 T5) Infrial ALT mRequest Tor aNI :

P1,/01,/2004 02:21:55 | 00:00:03.124 [ cmm] call Presented

p1,/01/2014 02:21:36 || 00:00:03.664 [voIP] External Call-Identifier

PL/0L/2004 02:21:56 | 00:00:03. 795 [volp ﬂuu:ir? call RINGoRGUP = 000

01,701 72004 02:21:56 000 0%, G4 PAS] Inftial ALT mecponse received / ALT TYPE = 1

P1,/01,/2014 02:21:56 || 00:00:08.901 [ cM] call connected

P1/01/2004 02:21:56 | 00:00:09.112 | TCI] TRUsK = 911013 / LINE = 13 POS = 001 / STHN = 2001

1,/00/2004 02121156 | 00:00:40.378 [ cIm] Tandem Transfer

01,01 /72004 02:21:56 000041 . B8O TCI]| Event Logged By POS = 001 / STM = 2001 KEY: TRAWSFER SV: 77 LV: h,*23

P1,/01 /2004 02:21 58 00:-01: 33, 354 TCI) CALL RELEASED BY PO5S = D01 / 5THN = 2001

1012044 02:21:56 00:01:35.178 CIM]| Call Bdsconnected

P1/01/200d4 02:21:56 | 00:01:35.186 | cIm] call Terminated

/002004 02:21:56 | 00:01:35.186 [ T5) call completed

D1,/01/2004 02:21:58 || ses== Imitial ALT ===

P1,/0172004 02:21: 56

P1/01/2004 02:21:5%6

1/01,,2044 02:21:56

P01 /2044 02:21:56

P1/01/2004 02:21:56

P1/01/2004 02:21:56

P1/01 /2004 02:21:56

P10 2004 02:¥1:56

P1/01/2004 02:21:56

P1/01/2004 02:21:56

L /0L/2004 02:21:56 | COUNTY FIRE

P1,/01 /2004 02:2]:58 COUNTY AMB

01,01 /2004 02:21: 58 LAT LOH

P1/01/2004 02:21:57 || HETERS PERCENT

p1/01/2004 02:21:57

01,/01/2004 02:21:57

D01 /2004 073157 | seees COR FHD sese

Sentinel/ Vesta 4.x

B1/01/2014 003 2L

B1/01/3014 00:00:33 || GO0

PLAOLS 2004 ANT

PL/DLFZ0LS 001 (817}

o1 012084 @

eL/0L/2014 | Call 5143610 Arzives O HIALTO- DaslALFLY 235040 AT

plso1s 2014 RIALTO-6 Goes OEE Mook Dec/31/13 23:58:40 PAT

01/ 012014 Cellular Tall Deo/¥1/18 23,5841 PAT

pLro1 /2004 Ob: 1 L Bac/31/13 23:58:41 paT

PL/0LF 2014 Is Ringing Daces/31/13 23:59:00 pAT

bl /01 2014 RAnswers Dec/31/13 23:59:04 PoT

D1/01 2054 RIALTO-& I Relsased Beacs/31/13 23:59:3% paT

PLsoL 2014 ABCVLY2S Hangs Up call 5143810 Dec/31/13 23:55:3% Fat

oL/ 01/ 20014 EBCVLYZS Bcloazss Tall 5143610 Des/31/13 23:%9:3% pOT

call S143410 Finlahes Dwsf 31003 33:59:35 FAT

2 || ALL Infosmaticn
30 ZI: 59 13731 ZITHD
3 || HAN BERMARDING £O 2HF CUERY CALLER

Requirement: Ability to provide multi-level reporting including: PSAP, ECD/County or Statewide level.

The ECaTS platform was designed for multi-level reporting across multiple different CPE platforms. The
ability to render reports across PSAPs, counties, or statewide is a fundamental feature of the product. In
addition, comparative reporting at multiple levels is also possible in the ECaTS system which provides
additional comparative analysis opportunities within each reporting level (ex: compare PSAPs, or
Counties).
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Requirement: Ability to seamlessly report PSAP, ECD/County and State’s 9-1-1 call statistics from one
web-based location regardless of the CPE, Customer Premise Equipment, at the PSAPs.

The ECaTS system was designed as an agnostic reporting solution which can support all CPE vendors in
the 911 industry. The system has been designed from the ground up to support any data stream and to
normalize this stream into a common set of reportable parameters. ECaTS has a library that is constantly
growing of ALI and CPE data parsing patterns that support all CPE currently present in the industry and
can be easily expanded to those data formats that have yet to be encountered. ECaTS can provide
demonstrations of reporting across multiple CPE’s at the request of the State of Alabama.

Requirement: Ability to export reports in PDF, HTML, CVS and Excel formats

ECaTS provides exporting in all formats required: PDF, HTML, CSV, and Excel. In addition, the Excel export
is configured to support older Excel 97" based system (with a 65,538 row limit) and current version of
excel where the row limit exceeds one million rows. All reports in the ECaTS platform (Ad-hoc and
standard) can be exported in the supported formats required by the State of Alabama. Figure 12 and 13
below shows the export options available in the ECATS systems standard and ad-hoc systems.

RepoRs

Call Summary

Calls Per Hour

R Select Psaps: Select Group:
op Busiest Hours .
- Astoria 911 i:: PSAP

W i ) E
T Astoria 911 (Data Collector - A) Astoria 911

Calls By Circuit OR

Astoria Data Collectors
Baker City Consolidated 911 Dispatch

Astoria 911 (Data Collector - B)

Circuit Utilization Baker County Consolidated 911 Dispatch

. ) ) Brookings Police Department

FelaPlaE B Brookings Police Department - Bureau of Emergency Communications ~
PSAP Call Taker Ring Time
Last 12 Months Answer Time PSAP Grouping
Last 12 Months Call Taker Ring
Time
Class of Senice Select Date Range From: To:

- SELECT - v

Call Type: Abandoned Filters:
911 Calls v Include Abandoned v

Include Comparisons

Output Format: Graph Format:
Web v Mo Graph v

| PDF ffiliation

Excel )
e ¥ Medical | Military ¥ Police ¥ Sheriff ¥ University

Figure 12 — Standard Reporting Output Options
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Baker County Consolidated 911 Dispatch

Brookings Police Department

Bureau of Emergency Communications -

-ALI Filters —Call Details-
ANI ¥ ANI ¥
Name @ Answer Seconds Exclude ¥ v
Address Line 1 Y Duration Seconds Exclude ¥ o
Address Line 2 LY Hold Seconds Exclude ¥ Y
City Y Queue Seconds Exclude v Y
County 9 Release Seconds Exclude ¥ Y
PANI Y Ring Seconds Exclude ¥ “
Latitude Longitude - Talk Seconds Exclude ¥ v
Class Exclude v @ Abandoned Exclude v @
Response Code | Exclude v @ Call Type ID Exclude v e
ALINENAID Exclude M External Transfer Exclude vl e
ESN Exclude M Transfer Time Exclude ¥ @
Meters o Line Number ¥
Percentage Exclude v b Route Number Exclude M ¥
Law Fire EMS v Transferred Exclude v @
Agent Exclude M Transfer Number v
Position ID -
Output Options- —Generate-

® Web DISTINCT ROWS
Excel 97-2003 (xls) | Iz Generate Report |
Excel 07-2013 (.xlsx) ROW COUNT :
csv

Figure 13 — Ad-Hoc Reporting Export Options

Requirement: Ability to generate universal reports from anywhere with an Internet connection and
accessible on any devices with an internet browser, i.e. iPad, iPhones, iOS, Android or Windows based
systems, laptops and desktops.

The ECaTS platform is a web based standards compliant MIS system. ECaTS only runs from a system that
can load a browser either on a mobile (iOS, Android, Windows Phone) platform or a desktop platform
(Windows, OS X, Linux) that can run a standards compliant browser (ex: Chrome, Firefox, Safari, IE). The
MIS service itself is hosted at the ECaTS data center and if the State of Alabama allows, the access can be
opened such that users can generate reports from any location with internet access vs. needing to be on
a closed VPN connection from a State of Alabama network. The choice of open access vs. VPN is
dependent on the security requirements and needs of the State of Alabama and ECaTS can accommodate
any necessary model.

Requirement: Ability to analyze ANGEN’s overall 911 system performance

As a system designed to provide multi-level reporting across multiple PSAPs the ability to analyze an entire
statewide 911 deployment is as easy as reporting on all PSAPs in a single report. The ECaTS platform
provides this level of reporting by combining data from the ESInet logger and the local PSAP CDR data.
This enables a full end-to-end analysis of each call and of the 911 system itself. In addition to aggregating
multiple data sources for a complete end-to end picture, ECaTS provides multiple means of grouping and
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sorting the data to ensure that the needed statewide information views are available and can generate
the metrics required of the State of Alabama.

Requirement: Ability to provide a color coded map view of the State’s System Health for all PSAPs in
the State.

SYSTEM HEALTH

The ECaTS system provides a statewide view of all the PSAPs in Alabama using a map interface. Providing
the Alabama 9-1-1 Board with a near real-time health monitoring system for all PSAPs that are covered
by the ECaTS system. Each location is dynamically colored Green, Yellow or Red. This system health
system monitors both the health and status of the RDDM collecting data at a particular PSAP and also
performs real-time analytics and rendering of call volume and ALI bid activity. In the event call volume
drops below historical moving averages a Low Call Volume alert (yellow) will occur bringing attention to
the PSAP for call volume analysis. In addition to the call volume alerting, the system health also monitors
for failed ALI bids and when concurrent failures for a single PSAP occur an alert (red) is created brining
attention to the PSAP of a potential ALl bid issues. Figure 14 below illustrates system health for a
statewide deployment.

ECaTS

Reporting Groaps ECaTs Adminstration Admin Hist @ Downdoad ECATS Training Manual

System Health

View Jeopardy Staus & Red & Yelow [ Green Hamc Eecreen Time

cooe

%
YTAH o

@
o9 ..
g'u .'”III...'-
I,)li;ﬂm:;‘;}L Ty e

Figure 14 -- System Health Interface

5.2.3 AD-HOC REPORTING SYSTEM
The system must provide the ability for ad-hoc reporting functionality:

The interface must provide drop-down list boxes, check boxes and other easy to use interface
options for the selection and generation of ad-hoc reports.

The interface must provide users with access to all major fields in the system with help functions
that clearly explain the value stored in each field.
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The user must have the ability to save and share ad-hoc reports with other users in the system.

COMPLY

AD-HOC REPORTS

Ad-Hoc reporting is one of the most powerful features of ECaTS and accessible through a user friendly
interface. The Ad-Hoc functionality empowers authorized users with the ability to generate custom
reports against any data element stored in the system, on the fly, with minimal computer skills.

Ad-Hoc Reports are aimed towards advanced users of ECaTS who demand flexibility from their reporting
services. Users are able to enter three report screen formats: Standard, Advanced, and Shared. The
Standard editor gives the user an easy method for choosing and applying filters by implementing intuitive
drop down lists and checkboxes for each data element. The dropdown boxes dynamically change their
content based on previously selected criteria to keep the interface simple. The Advanced editor enables
the user to take Ad-Hoc reporting one step further by giving the user ability to integrate SQL style Boolean
expressions.

This reporting tool enables the end user to comb through large amounts of data and give the user the
ability to create a report that is specific to the user’s needs. Our Ad-Hoc tool enables the end user to filter
on specific fields from the ALI and CDR to build a customized output. Not only can Ad-Hoc reports be saved
once they are defined, but they can also be shared with other ECaTS users.

To access the Ad-Hoc reporting tool select the ‘Ad-Hoc’ button from the top right hand side of the ECaTS
portal screen.

Ad-Hoc Homepage

By clicking on the Ad-Hoc button, ECaTS users will arrive at the Ad-Hoc home page. The homepage is a
collection of the user’s saved Ad-Hoc reports. Please note, there are three different types of Ad-Hoc
reports: Standard Reports, Advanced Reports and Shared Reports. Standard and Advanced reports that
are saved will be listed in the table on the following page.

The Ad-hoc Reporting system through the ECaTS portal allows each user to query the data based on user
permissions and desired output. ECaTS features two Ad-hoc interfaces, Standard and Advanced.
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SuperUper Aoiourd | Logiun

Ad Hoc Reports

| 17 standand Report || ju Adanced Regert || |5 Shamd Raports
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Figure 15 — Ad-Hoc Homepage
Standard Ad-Hoc

Standard Ad-Hoc reporting is the most commonly used report generator. The search filters on the
Standard viewer offer Boolean (true or false) expressions as well as distinct searches to find calls based
on CDR and ALl information. As shown in the figure below, there are two types of call data that a user

can search on: ALl filters, Call Details and i3 Filters.

ALI Filters Call Details i3 Filters
1 ANI 9 1 AN 9 1 Log ID URN 9
Hame @ Answer Seconds Exclude [=] 9 ! Call ID URN 9
Address Line 1 @ Duration Seconds. Exclude [=] v Incident ID URN @
7] Address Line 2 o Hold Seconds Exclude [+] Y | Start Rec Media 9
| city @ Queue Seconds Exclude [=] o | Area of Interest Request C
County @ Release Seconds Exclude [=] @ Agency ID ¥
1 PANI @ Ring Seconds Exclude [+] w9
] Latitude Longitude: ] Talk Seconds Exclude [=] 9
Class Exclude ] @ Abandoned Exclude =] @
Response Code | Exclude = @ Call Type ID Exclude B
NENA 1D Exclude E @ External Transfer Exclude E @
ESN Exclude =] @ Transfer Time Exclude  [=] 9
1 Meters o ] Line Number @
Percentage Exclude [=] LY Route Number Exclude =] @
] Law Fire EMS @ Transferred Exclude = @
Agent Excluda 3 o Transter Number L]
1 Position ID @
Figure 16 - Standard Ad-Hoc Filters
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Figure 17 - Standard Ad-Hoc Interface

Next to each of the fields’ filters you will notice a
blue “?" button that indicates what the field is used
for. To better understand each field, click the ‘?’
button for a description of the field, as shown below
for “ANI”.

ANI

Name

Address Line 1
Address Line 2
City

County

PANI

ALl ANI
(Automatic Number
Identification) Telephone
number associated with the
access line from which a call

originates.

Click to dismiss

Page 72 of 167

AL-NG9-1-1-RFP-16-001 ATTACHMENT D- Technical Specifications




AL-NG9-1-1-RFP-16-001 ATTACHMENT D- Technical Specifications

6/1/2013 00:00:00

Time 00:00:00

Hour
Minute
Second

Report Date Range

Su Mo Tu We Th Fr Sa

Ad-hoc reporting provides multiple output
format options. These options include:

1. Web

Excel 97-2003

2.
3. Excel 2007-2013
4.

Csv

To search for partial or exact matches on a field, simply add what you are
searching for in the text box and the search engine will do the rest. To include
that search as an output column in the report, simply select the checkbox to the

left of the field.

Ad-hoc also allows the user to narrow down reporting windows by hour, minute
and second, offering the option to report by a specific shift or time/date range.

Output Options

* Web
Excel 97-2003 (.xls)
Excel 07-2013 (.xlsx)
csv

DISTINCT ROWS

ROW COUNT

Standard Ad-hoc Report Example:

Filters: Report Result (Excel Format):
ALI Filters Ad Hoc Report:

S AN 5551234557 Name: ANI Search
Name Date: 12/15/2013
Address Line 1 Description:
Address Line 2
City

PSAP 1

County

7 PANI Seizure Date | Seizure Time ALl ANI ALI PANI | ALl Class ||
Latitude Longitude 1/1/2013 13:45:34 555-123-4567 555-511-2345 WPH2
Class Al [+] @ 1/1/2013 13:56:29 555-123-4567 555-511-2345 WPH2
Response Code | Exclude -] *©
MEMA ID Exclude = @
ESN Exclude [x] @
Meters (¥]
Percentage Exclude ':
Law Fire EMS
Agent Exclude -

Advanced Ad-Hoc

Advanced Ad-Hoc reporting is more often used by advanced or frequent ECaTS users. The search filters
on the Advanced Ad-Hoc Viewer offer Boolean (true or false) expressions as well as distinct searches to

find calls based on the source and fields selected.

The Advanced Ad-hoc interface provides additional functionality for report building also using both CDR

and ESInet meta data.
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1. The user can choose the field to sort data by (in a descending or ascending order)
2. The user can choose the order of columns in the report
3. Totals may be selected per field, these totals include:

« Count
* Average
e Min

4. Multiple conditions per field may be entered

Advanced Ad-hoc Reporting Interface:

e o - s
| by Ganerate pusert | jsan || @ cancal it e,
Hame Description
0
|
Sdlect By & PSAP O Group
[t R FiRar iry nama
Repon Definiticn Cutput Oplions
It S0k Ll Rwcord = & wWeb CEETINGT ROWS
AvaSalee FIEHIS. |AL) Address Lina 1 = | Oadd Exced OT-2003 | )
AL Adriregy Ling 3 L — Exced O7-2043 | s 5
ALY Al sty Numbar g " R AN
ALLAM
AL Caliacle Mumbsat
AL Sy
AL Claia
ALI Diswetion
E sl T s o e

Figure 18 - Advanced Ad-Hoc Interface

Advanced Ad-hoc Examples:
Report Filters:

T _IDLHHI.E e — e ]
kel  l=l[Calmypeis  |Can ¢ |counr = = conmans [=] Eit =
L] ) =y Agant Call * [=] [=] - [=] AGENT 1 [=]
= Recond ==
2] [=] [=] lzAbandonad Call . = =] = =
Record |

(=] (=] = Anseer Call 2 |[ava = Des [l = s

Secs Hecond :l :l :| E
el [=] [Duration  |Cal # |avg = = = =

Secs Recond L=} [] =] [=]
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Report Results:

Ad Hoc Report:
Name; Report 1
Date: 12/15/2013
Description:
PSAP 1
Seirure Date | Seirure Time | CallTypeld | OperatorMame | lsAbandoned | Answer Secs | Duration Secs
6/5/2013(20:57:29 911 Calls AGENT 1 FALSE 120 330
6/29/2013|14:12:37 911 Calls AGENT 1 TRUE 20 70
6/11/2013|23:04:37 511 Calls AGENT 1 FALSE 19 677
6/3/2013[15:38:16 911 Calls AGENT 1 FALSE 18 37
6/2/2013(21:56:06 911 Calls AGENT 1 TRUE 3 127
6/11/2013|23:04:38 911 Calls AGENT 1 FALSE 3 676
6/26/2013|15:51:58 911 Calls AGENT 1 FALSE 3 67
6/2/2013(18:53:37 911 Calls AGENT 1 FALSE 3 64
6/2/2013|21:56:08 911 Calls  [AGENT 1 FALSE 3 135
6/3/2013[17:15:06 911 Calls AGENT 1 FALSE 3 26
17:23:15 911 Calls AGENT 1 FALSE 2 19
| Totals and Averages I_——!. L 11 18 202

SHARING REPORTS

ECaTS also allows authorized users to share reports generated in the ad-hoc reporting tool with other
users of the application. For instance, a user may develop an ad-hoc report that yields specific or
interesting analytics regarding 911 call volumes in their county or jurisdiction. They can then share the
report with other authorized users so they may discuss the contents of the report or to provide additional
insight into discussion topics for upcoming meetings.

5.2.4 SYSTEM DASHBOARD

The system shall provide a web based “Dashboard” that is based on User Role. Summary data on
the Dashboard will provide “drill down” capabilities.

COMPLY

ECATS REAL-TIME DASHBOARD

ECaTS, Emergency Call Tracking System, Real-Time Dashboard is the first of its kind in the Public Safety
Industry. The dashboard gives PSAP/County/State Management Personnel the ability to monitor 9-1-1
call activity in a visual real-time display.

The ECaTS Dashboard provides a visual representation of actual 911 call activity, answer time, hold time,
and other factors, and clearly represents the real-or near-time condition of 9-1-1 within the specified
jurisdiction. Additional analytics segment the data by wireless carrier providing a clear identification of
wireless 9-1-1 calls or other communication data traffic through the PSAP/PSAPs in the State and/or
County. Each data factor such as call volume will be compared against normative vales (averages) to
identify anomalies in call traffic, call volume and call handling statistics. An area of the dashboard will be
dedicated to mapping incoming calls to clearly illustrate possible areas of high traffic or anomalous call
volume (either higher or lower than normal). Wireless carrier activity will also be compared against
normative values and significant deviations between normal and abnormal call activity will be highlighted
as an “alert” by the dashboard.
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If additional functionality is desired of the real-time display, customizations can be done on a fixed bid
basis after a joint application design session has been completed to determine the desired enhanced
functionality.

STATEWIDE/COUNTYWIDE/INDIVIDUAL PSAP DASHBOARD DISPLAY
ECaTS gives its users the ability to monitor real-time 9-1-1 call statistics Statewide, Countywide and at the
individual PSAP. The Alabama 9-1-1 Board will have access to a live dashboard to assist in the following:

Gathering of real-time intelligence and actionable information to enhance emergency
response and public safety anywhere in the State.

Combining big data/analytics technologies with real-time data feeds (i3 logging/ESInet) for
improved interagency coordination and development of ‘the right’ resources.

Ensures real-time situational awareness at both Local and State levels

Enables enhanced early warning threat identification

Supports faster inter-agency resource deployment at drastically reduced response times
Offers, in some cases, the potential to proactively prevent loss of life, infrastructure or

property.

Image by placelt

Figure 19 - Hanging State Dashboard Mockup
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Figure 20 — State Dashboard Overview

The image below shows a sample of the type of KPI's that can be monitored using the ECaTS Dashboard:

Figure 21 Dashboard Widgets

Field

Description

PSAP Name

Represents the name of the PSAP and its FCC ID

991

Represents the Abandoned call visualization for the PSAP as Changes: The
abandoned percentage at the PSAP level is calculated over the past 60 minutes

and updated every minute.

10s 155
MENA  MNFPA

Represents the current answer time thresholds being met for both

NENA and NFPA standards

Changes: The percentage of calls answered in less than 10 or 15 seconds at
the PSAP level is calculated over the past 60 minutes and updated every

minute.
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Represents the current state of Duration, Answer Times and Queue times
and any alerts for those timings

Changes: The current averages at the PSAP level are calculated over the
past 60 minutes and updated every minute.

Represents the PSAP call volume

Changes: Each data point at the PSAP level represents the number of calls in
the past 60 minutes (calls per hour), updated every minute. The viewing
window is the past hour with time labels at 15, 30, and 45 minutes in the
past, precise to the minute.

+= == === | Represents the PSAP current class of service call volume

' Changes: Call volume at the PSAP level is measured as the number of calls in
the past 60 minutes, updated every minute. The viewing window is the past
hour with time labels at 15, 30, and 45 minutes in the past, precise to the
minute.

e e | REIDIRSEALS the PSAP Ut Wireless carrier eall volume

Changes: Call volume at the PSAP level is measured as the number of calls in the
M‘* saEEminatewolipaarRitee ASARARYe! ThegrsWiag sihaR ALIBSE Bhst hour
u atls timetheb lesit 66, mandtes 48 pdpiadesuetyepiitigrddise iewi@eninute.
window is the past hour with time labels at 15, 30, and 45 minutes in

e PERjuPESsS-E Bl BarH%Vidgets Description

5.3  OPERATIONAL REPORTING AND LOGGING

The system shall provide access via Crystal Reports or a similar reporting tool to all data elements
via a reporting server. Queries must be restricted to the reporting server which shall be as current
or near real time as is practicable.

At a minimum, the following data elements shall be logged and readily available for reporting
purposes at the system level and at the ECD/PSAP level:

e Payload processing times

e Answer time

« Disconnect time

e Incoming IP address

e Pre-Defined Reports — restricted to PSAP(s) based on user role

e Total count of Payloads by Type

e Average Event Waiting Report

e Average Event duration

e Total Abandoned Events

e Events by incoming IP address

e Events by hour of day

e Events answered by user ID

e Events by day of the week

e Events transferred

e Event transferred to PSAP
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e Position answered

e Events answered by position

e Events answered by all positions
e Agent availability report

e Call volumes

e Individual Call detail Information
e Summary of Call Loads

Respondents shall provide examples of operational reports and describe the ability of the system
to capture, store and report on these data elements.

COMPLY

Payload Processing Times: The payload processing time is calculated from - fresssess
the time the payload enters through the BCF until the call is routed to the [ Mo
PSAP via the ECRF. T

Position answered: The position that answers each event will be recorded _"'ﬁ'mQ

and reported on through the Initial Station Total Calls report. This report [Siicwm i

provides hourly counts for each answered event by position/station. In addition, the position that
answered each event is a field in the ad-hoc system. A user has the ability to filter by position, or to simply
include position number as a field in a report.

Initial Station Total Calls Report Example:

Hour 00:00 | 01:00 Iﬁ:w 03:00 II‘;W 05:00 | 06:00 | 07:00 | 08:00 IGS:W 10:00 I 11:00 | 12:00 | 13:00 | 14:00 | 15:00 | 16:00 | 17:00 I 18:00 I 15:00 I‘N:W
Station Mot Availabie 1 [ 1 il ] 1 0 3 2 3 3 8 1 1 7 2 2 F] 5 [ 3
Station 2201 ] EI 3 0 ] o o 1 [ 7 ﬁl ] I m‘l_w %[ 20| [ [
Station 2202 23 1 4 15 15 23 9| 28 28/ Kq 19 k. 45 4 3 38 25 7 12 18/
Station 22T@| 4 §| 7 1 1 0 [ 0 0 1 5 1 5 4 0 0] 18 EE] 3| 0 |
Station 2204 2 9 (-] 2—:I 12 4 1 ] 40 0 4 58 5 3 w ET) 0 20 19 -]
smzsz' LE| ] RE] H ] i 2|  #| | #| 3 | @ 2| | = #| @ =® 2| 0
Toal] B[ S E‘_ao| 3T 24 4| 73| 35| 107| 48| 132| 451| 120] 47| 44| 157| 42| 03| 93| 9%
Ad-Hoc Report Example:
Name: Positions
Date: 1/1/2014
Description:
PSAP 1
Seizure Date Seizure Time | CallTypeld | Position ID | IsAbandoned | Duration Secs
12/8/2013|00:15:00 911 calls 7 FALSE 10
12/8/2013)|00:15:37 911 Calls 11 FALSE 100
12/8/2013(00:29:32 911 Calls 11 FALSE 42
12/8/2013|00:46:56 911 Calls 7 FALSE 277
12/8/2013|00:54:04 911 Calls 8 FALSE 64
12/8/2013(00:56:32 911 Calls 8 FALSE 110
12/8/2013|01:01:57 911 Calls 8 FALSE 107
12/8/2013|01:02:31 911 Calls 7 FALSE 3519
12/8/2013|01:31:41 911 Calls 7 TRUE 27
12/8/2013(01:36:41 911 Calls 7 FALSE 214

Answer time: Answer time is calculated from seizure to event answer using the Call Handling supplied
meta data. This is a field included on the Average Duration report, and is also used to create the PSAP
Answer Time report.
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Answer Time Report Example:

How [ _ =
0000 1 E| 1 0 0
[T T ] 3
(=] E3 E [ [0 [{
T E + L
[ ] | Ll 1 [0 =]
0  I— [ —
[ [ | m 1 0
700 = ] i
(1] =1 = [ F [
T "
T E ] E
THI [ q
T ) = i [l
T [ = L
LR | 1 3T [
W [¥5) ﬂ iq |
W (i L S 3
T Fa i | i) ii
LT .%l [ W %
E
Ei] F=H] 0 E [
Fil) B d
] =] H E g
1] 1
i EZ

In addition, answer seconds are a field available in ad-hoc. Users can include answer seconds, search by a
specific range of answer seconds (such as <15 seconds), look at answer seconds for a specific position or

operator, or build averages.

Ad Hot Repart:

MM Answer Seconds

Drat e
Description:

1/1/2014

PSAP 1
Seigure Dabe | Seizure Time | CallTypeld | Position 1D | Isabandoned | Answer Seds | Duration Seds
1282013 00:15:00 311 Calls 7 FALSE B 10
12/8/2013|00:15:37 a11 Calls 11 FALSE B 100
12/8/ 2013|007 29:32 a1l Calls 11 FALSE B 42
1282003 | 0deas: 56 911 Calls 7 FALSE 7 277
L2756 2003 | 00:54:04 911 Calls ] FALSE & =
1352003 | 00:56:32 911 Calls }a[ FALSE T 110
12/8/2013|01200:57 911 Calls EI_ FALSE 8 107

Disconnect time: The disconnect time of a call is the total time of the call, which is also the duration value.
ECaTS uses the duration as the disconnect time (or computed time value Time of call + Total duration of
seconds) and these values can be found both in the Average Event Duration report or accessed as an ad

hoc value as illustrated below:
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Ad Hoc Report:

Nama: Duration Seconds

Date: 1142014

Description:

PSAP 1

Seirure Date | Seizure Time | CallTypeld | Position 1D | IsAbandoned | Answer Secs | Duration Secs |
12/2/2013(00:15:00 911 Calls 7 FALSE 1] 10
12/8/2013|00:15:37 911 Calls 11 FALSE B 100
12/8/2013|00:29:32 911 Calls 11]  FaLSE g a2
12/8/2013|00:46:56 911 Calls 7 FALSE 7 277
12/8/ 2013 | 00:54:04 911 Calls B FALSE ] &4
12/8/2013[00:56:32 911 Calls g FALSE 7 110
12/8/2013|01:01:57 911 Calls E FALSE ] 107
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Incoming IP Address: The incoming IP address of each event will be stored as the field ‘Incoming IP
Address’ and will be reportable through ad-hoc. This will allow the user to filter or search by a full or
partial IP address. Users can build customized reports, including desired associated information.

In addition, the ‘Events by Incoming IP Address’ report will provide totals by incoming IP address for the
date range selected (see Events by Incoming IP Address).

Ad-hoc Report Example:

Ad Hoc Report:

Name: 1P Address

Date: 1/1/2014

Description:

PSAP 1

Seizure Date Seizure Time CallTypeld IP Address

12/8/2013|00:15:00 911 Calls 123.456.789.12
12/8/2013|00:15:37 Administrative |134.567.891.23
12/8/2013{00:29:32 911 Calls 145.678.910.12
12/8/2013[00:46:56 911 Calls 123.678.891.01
12/8/2013[00:54:04 911 Calls 124.565.789.12
12/8/2013[00:56:32 911 Calls 111.123.456.78

Total Count of Payloads by Type: Each event will include an indicator of payload ‘type’. The ‘Total Count
of Payloads by Type’ report will provide total counts by payload type, and the overall number of payloads
for the date range selected. The report may be customized to contain additional relevant/desired
information.

Payload types are as follows: Pm::':;ype Total C“"':tu
1. Audio Video 3
2. Video Real-Time Text 18
3. Real-Time Text Y 18
4, TTY (Baudout Tones) Instant Messaging 1
5. Instant Messaging NHI 13
6. NHI Events (Non-Human Initiated) L

Average Event Waiting Report: The average event waiting time can be obtained through the Average
Duration report (as well as through ad-hoc).
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Averages
Hour Mumber of Events | Queue Time | Ring Time | Hold Time | Talk Time Duration
O0:00 124 e | 43 1.7 1107 1158
01:00 1% FE] Y] 202 13,7 1510
02:00 52 3 4.1 32 0.2 111.7
03:00 24 25 128 32 1187 13758
04:00 T8 31 a7 £ 1051 114.7
05:00 B8 i0 53 1.8 08.8 1188
08:00 105 8 7.2 1.7 523 104.0
07:00 178 30 [¥] Y] 0.5 TED
0800 ] 32 58 14 .2 E&8T
0500 EEE iz 57 ] T4.8 ]
10:00 ian | 8.1 2.3 Fi-T.] 1.1
11:00 i 31 B0 'K 815 %7
1200 420 30 79 98 ] .8
13:00 423 3.0 58 2.4 88 £ R
14:00 [EY ] 8.1 55 2.1 00.7
1500 ) 3.0 &1 [ el 2K
15:00 43 30 8.3 43 X 100.3
17:00 [T 30 8.2 K] 2.1 1050
18:00 424 30 51 1.9 952 1052
15.00 £} 30 [F] ] ECE] 109.5
20:00 FT] 30 O] ] 100.3 1125
21:00 2452 30 47 1.2 1008 1088
22:00 180 30 45 28 1334 1457
Z3:00 147 FE] ] 12 1150 F
Totals: 6334
Rverages: 3.03 597 427 5335 103.22

Average Event Duration: The average duration will be located on the Average Duration report (see
Average Event Waiting Time). In addition, duration seconds is a reportable field in ad-hoc and can be
averaged and queried against based on parameters set by the user.

Ad-Hoc Report Example:

Ad Hoc Report:

Name: Duration Seconds

Date: 1/1/2014

Description:

PSAP 1

Seizure Date | Seizure Time | CallTypeld | Position ID | IsAbandoned | Answer Secs | Duration Secs
12/8/2013|00:15:00 911 Calls 7 FALSE ] 10
12/8/2013|00:15:37 911 Calls 11 FALSE 8 100
12/8/2013(00:29:32 911 Calls 11 FALSE ] 42
12/8/2013|00:46:56 911 Calls 7 FALSE 7 277
12/8/2013|00:54:04 911 Calls 8 FALSE 6 64
12/8/2013|00:56:32 911 Calls ] FALSE 7 110
12/8/2013|01:01:57 911 Calls 8 FALSE 8 107
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Total Abandoned Events: The Event Summary report will provide summary information regarding events,
such as the number of events answered, the number of events abandoned, and the percentage of
abandoned events. The Event Summary can be ran on each type of event individually, or all event types.

Event Summary Report:

Wireless |Wireline 911 Abdn | Average Call
Date 911 911 911 911 Abdn |Unparsed 911| Total 911 Percentage Duration
121112013 10 40 50 6 0 6 10.71% 1186
12/2/2013 13 60 73 6 0 79 7.59% 69.0
12/32013 18 50 68 1 0 79 13.92% 757
12/4/2013 16 40 56 9 1 66 13.64% 64.2
12/5/2013 1 S0 51 14 0 65 21.54% 59.0
12/6/2013 13 60 73 6 1 80 7.50% 856
| 12/7/12013 8 60 68 14 0 82 17.07% 849
PSAP Totals 79 360 439 66 2 507 13.02% 78.8
Abandoned Events Per Hour:
T Date | 00:00 | 01:00 | 02:00 | 03:00 | 04:00 | 05:00 | 06:00 | 07-00 | 08:00 | 09:00 | 10:00 | 11:00 | 12:00 | 13:00 | 14:00 | 15:00 | 16:00 | 17:00 | 18:00 | 15:00 | 20:00 | 24:00 | Z2:00 | 23:00 | Total
12172012 2 2 10 1 4 3 ] ] 10 ] 12 17 16 10 22 Pl o 15 T 10 11 [} 10 I 242
127272013 4 5 3 /] 8 [:] T 10 18 25 2 4 7 18 28 17 3 15 14 7 8 8 8 8| 327
12732012 4 [} ] 3 [} 3 4 12 18 19 28 2 25 14 24 28 3 15 18 14 12 4 16 B 38
12/4/2013 4 [:] 8 3 5 T 9 13 15 18 s 10 4 3 16 16 8 12 13 9 20 [:] 1 3| 3z
12/52013 T ] T 14 2 4 T 14 13 13 28 23 23 7 15 2 i 16 16 24 18 3 17 b EE]
12/8/2013 5 12 [:] T z 1 8 13 2 9 15 18 a | 18 a | 15 g 20 15 10 8 15 15 13| 318
1272013 10 B [} 2 10 1] 4 ] ] 15 15 18 15 20 20 20 20 15 2 8 18 £ ] B 314
Total 13 54 45 30 37 [ a 78 115| 107| 148| 132 45| 120| 447 144 57| 112 El—s:i 86| 100 B3 63| 2229
| Abandoned Events 1 0 || 3 7 1 0 3 z| 3 3 B 1 1 7 7 7 7 5| 5 3 5 3 i &6
Events by incoming IP address: The ‘Events by Incoming IP Address’ Incoming IP
report will provide total counts by IP address for the date range Address Total Count
selected. Once selecting the ‘Events by IP Address’ report in the | 123.456.789.12 10
parameters screen, the user will be presented with checkboxes | 124.567.891.23 13
. . 678.910. 1
used to select the event(s) included in the report. The report may LT -
be customized to include additional relevant or desired 3T T i
inf ) 124.565.789.12 1
information. 111.123.456.78 B
71

Events by Hour of Day: The Events per Hour report will provide event counts by hour of day. The hour the
eventis placed in will be determined by the seizure time of the event. Once selecting the ‘Events per Hour’
report in the parameters screen, the user will be presented with checkboxes used to select the event(s)
included in the report. Some examples of available events are:

a DD E

TTY

Audio
Video
Real-Time Text Messaging
Instant Messaging
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Events Per Hour Report Example:

Date [ 00:00 | 01:00 [ 02:00 | 03:00 | 04:00 | 05:00 [ 06:00 | 07:00 | 08:00 | 09:00 [ 10:00 | 11:00 | 12:00 | 13:00 | 14:00 | 15:00 | 16:00 | 17:00 | 16:00 | 15:00 | 20:00 | 21:00 | 22:00 | 23:00 | Toal |
12/1/2013 B s 10 1 [ 3 5 EE g| 12| 17| 18| 10 23| 28] 10| 15 7| 1] 1 8 10 HEES

122003 3 5| 3| ul a’ ul 7| W] w8 || == 24| 2| w8 2= 7 'E| EE ] D B B g BEE

1232013 [] g £ B ] E 3| 2| 18| 18| 23| 2| 25| 14| 24 S ] BEE 4 ® HES

TZAZ013| 3 8| EIE 5 7 8| W W | @ | M| 2 I E s 2 8 5[ a1z

1252013 7 B H L F] ] 7| 4| 18| 13| 28| 23| 23| 17| 1% E| 8| 8| 28| 18| | 11| 17| 379

1262013 E E 8 7 z 1 EI [E] E| 5| 5[ | a1 w8 =21 E‘ [ = 1?] 10 B E[_ml E BEL]

1272013 10 8 [ 2 10 [}] 4 E] E] 15 18 18 15 20 20 20 20 [E] 2 ] (] n ] HEL

Total E| sS4 a5 30| 37| 24] 44| 79| 115| 107| 14| 132| 151 120| 147| 144| 1s7| 112| 105| 93| 96| 00| &3 —sﬂﬁ

[ Abandoned Events [ o 9 3 ¢ 1 o 3 o 3 3 s 1 1 7 I L I B

Events Answered by Position: The position that answers each event will be recorded and reported on
through the Initial Station Total Events report. This report provides hourly counts for each answered event
by position/station.

Initial Station Total Events Report Example:

Hour 0000 | 01:00 | 02:00 | 03:00 | 04:00 | 03:00 | 05:00 | 07:00 | 08:00 | 03:00 | 10:00 | 11:00 | 12:00 | 13:00 | 14:00 | 15:00 | 16:00 | 17:00 | 18:00 | 15:00 | 20:00 | 21:00 | 22:00 | 23:00 | Total |
Station Not Avaiabie| 1 0 1 3 2 1 0 3 H 3 3 jl 1 1 7 2 2| F] 5 § 3 5 3 3| e
Station 2201 0 0| 3 ] ) 0 0| 1 0 A | s 21| 2| | || 32| 20 18 O 9] [ 0 o[ 215
Station 2202| 23| 11 5 S B I B B B D I B Hu = G o 5
5mimzzTa| ] 5| 7 T 1 ] 6| [ ] 1 ] 1 g [] o 10 E S
Station 2204 F] E I ] ] 1 8 40| 30| o4 q I ] HI S
suwﬂ 3 z?l 13 H 7| ] zﬁl ®| & & W[ & = 2] a8 = )
rml| ) 54| 45 0 E 24 u| 78] s w7 as| 2z s 1] wi| s (5]
Ad-Hoc Report Example:
Name: Positions
Date: 1/1/2014
Description:
PSAP 1
Seizure Date Seizure Time | CallTypeld | Position ID | IsAbandoned | Duration Secs
12/8/2013|00:15:00 911 Calls 7 FALSE 10
12/8/2013(00:15:37 911 Calls 11 FALSE 100
12/8/2013|00:29:32 911 Calls 11 FALSE 42
12/8/2013|00:46:56 911 Calls 7 FALSE 277
12/8/2013|00:54:04 911 Calls 8 FALSE 64
12/8/2013|00:56:32 911 Calls 8 FALSE 110
12/8/2013|01:01:57 911 Calls 8 FALSE 107
12/8/2013|01:02:31 911 Calls 7 FALSE 3519
12/8/2013(01:31:41 911 Calls 7 TRUE 27
12/8/2013|01:36:41 911 Calls 7 FALSE 214

Events Answered by All Positions: The events answered by all positions requirement will be fulfilled by
use of the Event Summary report. This report will provide overall information regarding the number of
events answered (regardless of position). If a user desires to look at all events answered across all stations,
the Initial Station Total Events report will fulfill this need (see above).

Events Answered by User ID: If each operator uses a unique user ID, the user ID will be stored as ‘Agent’
and can be reported against in multiple ways. ‘Agent’ is an available ad-hoc field, the user can query
against answer time by operator, by a specific shift, etc. In addition, operator reports are available such
as ‘Events by Operator’ and ‘Operator Speed of Answer’. These reports provide the number of events
answered by each initial operator.
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Events by Operator Report Example:

Dperator 00:00 | 01:00 | 02:00 | 03:00 | 04:00 | 05:00 | X [11:00 | 14:00 | 15:00 | 16:00 |

CFERATOR 1| 28| 27| 28| 18] 21
OFERATOR 2 ® EI 1 0 0|
OFERATOR 3| 17 Hl 18 8 12
CFERATOR 4| 13 EI E 7 |
OPERATOR 5/ 10 8| E] [ 1
CFERATOR & ] ﬁl 3 17 ]
UNKNOWN OPERATOR| 45| 42| 23| 31| =2
Total| 124 119] 52 B4 78

Operator Speed of Answer Report Example:

Answer Times In Seconds Total Events Average
Operator 0-10 11-20 21-60 61-120 120+ Answered Duration
UNKNOWN OPERATOR 82.40% 11.70% 5.43% 0.41% 0.07% 2948 838
OPERATOR 1 77.70% 17.21% 452% 0.38% 0.09% 1063 175
OPERATOR 2 a7 6% 029% 3.35% 0.00% 0.00% 269 115.9
OPERATOR 2 80.65% 14.25% 467% 0.33% 0.00% 399 1239
OPERATOR 4 83.28%|  1351% 253% 0.63% 0.00% 502 1223
OPERATOR S 80.92% 15.69% 3.08% 0.31% 0.00% 325 177
OPERATOR 6 81.18% 14.81% 3.89% 0.00% 0.13% 797 107.8
Overall Percentage: 81.51% 13.52% 4.57% 0.35% 0.06% 6394 103.2
Ad-Hoc Report Example:
Ad Hoc Report:
Name: Agent Answer Seconds
Date: 1/1/2014
Description:
PSAP 1
Seizure Date | Seizure Time | CallTypeld Agent Answer Secs
12/8/2013(00:15:00 911 Calls OPERATOR 1 1
12/8/2013|00:15:37 Administrative |OPERATOR 2 3
12/8/2013(00:29:32 911 Calls OPERATOR 1 2
12/8/2013|00:46:56 911 Calls OPERATOR 1 1
12/8/2013|00:54:04 911 Calls OPERATOR 3 5
12/8/2013(00:56:32 911 Calls OPERATOR 2 1

Events by Day of the Week: Event reporting by day of week is available through the Events per Hour by
Day of Week report. This report provides event counts by day of week as well as by hour of day.

Events per Hour by Day of Week Report Example:
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Mar-13
CallHour| Summary | Sun I Mon | Tue I Wed] Thu | Fri | Sat ]Total
0 et 76] 35| as] 34| 35| a1] s8] 325
Events\Day | 15.2| 87s| 115] 85| 875] 82| 116] 104

A = sg| so]l 27] 19| 12| 36| 62| 244
Events\Day 11.5! 7.5] 6.75| 475 3 7.2 124 7.6
Total a0] 14] 14| 13| 18] 36| 4] 179

2 [Gents\oay 8| 3s| 35| 325] as| 72| ss| ss4
N 28] 18] 14| 13| 28] 24| 38| 161
Events\Day 5.6 45 3.5] 3.25 6.5 48] 76| 511

R Y 14] 1s| 23] 23] 28] 29| 33| 165
Events\Day| 28] 37s| s75| 575] 7] s8] 66| 535
Total 29| 16 12 19 21 19 28] 144

3 Calls\Day 5.8] 4 3| 4.75] 5.25 38| 58 4.6
JR Y 36| 24 31] 38] 31| 32| 36| 228]
Events\Day| 72| 6| 7.75| 95| 775 64| 72 74

. Total 37 63 55 80 65 82 48| 430
gvents\Day | 7.4| 158 138] 20| 163] 164 o8| 142

s et a2] 71 87| s8] 79| 109] 95| sa1
Events\Dav 8.4 17.8] 21.8] 145| 19.8] 21.8| 19| 176

R se| 152] 94| 101] 97| 132 118] 7s0
Events\Day | 11.2] 38| 235| 253| 243 26.4] 236] 245

0 et 90| 112] 109] 116] 123] 196] 116] s62
Events\Day| 18] 28] 273 29| 30| 392]| 232]| 279
et 114] 104 144] 128] 1s8] 148 140] 936
Events\Day 22.8] 26 36 32| 395] 296 28] 306

o et 88| 115] 119] 119| 147] 142] 1s2] 882
Events\Day | 17.6] 288| 208| 298| 36| 28.4| 304| 285

13 Total 133 131 116| 112 136 177 152 957
Events\Day| 26.6] 32.8 29 28 34| 354 304] 309

P Y 113] 112] 152] 110] 120] 161] 140| s0s]
vents\Day | 22.6] 28] 38| 27| 30| 322] 28] 205

15 Total 122 137 150] 145] 131 174 105 964
Events\Day| 24.4] 34.3] 37.5] 36.3] 32.8] 34.38| 21] 316

6 e 110] 133] 127] 170 1ss| 177] 137] 1009
Events\Day| 22| 33.3| 318] 425| 388| 354] 274] 33

17 Total 125 148 102 151 122 140 126] 914
vents\Day| 25| 37| 255| 37.8] 305] 28] 252] 299

JU L 128] 110] 120] 130] 118 126] 129 se61
Events\Day | 25.6] 27.5| 30| 325| 205| 252| 258 23]

o et 122 o3| 108] 86| 96| 148 128] 781
vents\Day | 24.4] 233 27| 21| 24| 206 256 251
Total 116| 72 72] 126 95] 130 91] 702

20 I imwoay | 232] 18] 18] 315| 238 26| 182 227
by et 123 73] 71| s3] s2| 124] 86| s10
Events\Day 246] 17.8] 17.8] 208 13| 248| 172 194

,, et 84| e8] 39| s7| 48] 77] 89| 460
Events\Day | 16.8] 165| 97s| 143 12| 15.4] 178] 146

23 Total 55! 40 37 52 53 86' 70] 394
Events\Day| 11.2 10] 9.25 13| 133] 172 14] 126
Total 122 1940] 1882| 1869| 1983| 1966 2546] 2221] 2223]
Events\Day | 16.2] 19.6] 195| 207] 205| 212| 185| 194
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Events Transferred: Transferred events can be reported against in a variety of ways. The first is the Event
Transfer report. The parameters interface for the ‘Events Transferred’ report will also feature a filtering
option for ‘Wireless’ and ‘Wireline’ transfers.

The report interface will also feature a drop-down menu with three transfer options, ‘All’, ‘Inbound’ and
‘Outbound’.

REPORTS
Call Transfer
Event Summany
Evern Surmmarny Maon
e $;:o| Hm: Hr.- Select Psaps: Select Group:
— PEAF 1 E
Events Per Howr by Day of Waek L
HAvgrage Event Duration OR
Lihzateon Repod
Total Count of Payloads By Typs
PSAP Answed Tamd
Last 17 Months Ang Tima
Simuhangous Events Select Dole Range Froem: Tac
Class of Serace . BFLECT- =
Inftial Saation Total Ever
ial Suasion Tet E Event Type: Ouiput Format:
All Tl Includé Camaanscns Wb "':
Ewents by Opsator
Ciparator Speed of Answer WirghessWirelinge: InboundiOuthound:
Evenls by IP Address Al = A [=]
Collection cf Calls
Agency AHiliation
Agent Amilability Report
| Emergency Commumcations T EMS MFre [Medcal ¥ Pohce ) Shenfl *| Trasreng
Teanséers by Entity Typa
Chatbownd Transders by Sector Ani
|4 Geendrate Report

Necessary associated information such as location or class of service will be included, as well as seizure
time at each PSAP and the duration at each PSAP. The Event Transfer report can be filtered by ANI to
easily locate a specific event.

If an event is transferred multiple times, the chaining will be apparent in the report. As displayed below,
a call with multiple transfers will appear as a chain with each row representing an appearance of that
event at each PSAP.

Total Events Transferred: 3

Lecancs [aformatica Erest Record [formatica

Talk |Deratios
Event Type ANT Address Lime 1 City Class | ESN Call Sectsr Name Call Trpe PSAP SeimreDateTime | Secs | Secy
Source| Veios Cal TZIT-8810 ADDRESS 1 TITY 1 | WPWz| 123 | CELL SECTOR 1 ATAT WOBILITY B0 123 678 11 Cals PEAF 1 I ZAIIIAM | T4 ]
Transter To| Vewos Cal TS50 ADDRESS 1 TITY 1 |WPAZ| 123 | CELLSECTOR T ATET WOBILITY 800123 5678 W1 Cala. FEAF 1 THT2018 A AT AN | T | 28
TOTAL: 291 W5
| hwml Test Cal 5!‘5—!{6—'23‘! ADCRESS 2 | Y 2 | WEHZ | 45 CELL SECTOR I | ATET WOBILITY BO0 78 5678 | #11 Cals | PSAF 1 l 12122013 B05:5T AM | T | 5
[ Tramster Ta| Text Cab et | ADDRESS 2 | ©vZ [Wewz| % | CELLSECTORT |  ATGTWOBLTY oemssts | wiicam | FEAF 1 | B
]
Source] Voo Cal T Te i1 ADORESS 3 Tivs | VoI | 788 [T JORN DoE 11 Calg PAF 1 B D
Transter To| Veice Cal TZETEN ADDRESS 3 Y3 | Vo | 788 A JOHM DOE W1 Cals FSAF 2 T | e
Transder To| Vaice Call 123TEs-11N1 ADDRESS 4 Y 3 VOIF | TE NA HOHN DOE 711 Cally P3AP 1 23013 1 H 4
Transter To| Veios Cal T TE T ADDRESS 4 TITY3 | VoW | TE8 WA JOHN DOE W1 Cam FEAF 3 TH122013 1000 AN | 28 ®
TOTAL: 295 39

In addition, transfer counts can be obtained through ad-hoc with the ‘Transferred’ field. Dialed transfer
numbers will be stored for reporting purposes; this will allow any user to determine transfer counts to
any outside entity through ad-hoc.
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Ad Hoc Report: 1

Mamea: Transfers |

Date: 12/15/2013

Description:

PSAP 1 1

Seizure Date | Seirure Time AL ANI CallTypelD | Transferred | Transfer Number ||

12/8/2013|01:48:41 555-123-5678 [911 Calls TRUE 295-267-2037
12/8/2013|06:49:47 355-234-3678 911 Calls TRUE 555-345-8674 1
12/8/2013)06:58:50 555-456-7819 |911 Calls TRUE 555-231-4657 |
12/8/2013]09:53:17 555-678-2221 1911 Calls TRUE 555-237-1239
12/8/2013|10:49:55 555-112-3321 |911 Calls TRUE 555-238-1298 1

Agent Availability Report: The Agent Availability Report provides information on each operator. Once
selecting the ‘Agent Availability Report’ in the parameters screen, the user can select one or more
operators (agents) to be included in the report.

Users will have the ability to build Agent Groups. These groups may contain one or more operators of the
user’s choice. An unlimited number of groups can be built (for example, to address each shift). The report
includes for the entire specified date range:

1. The number of total hours worked Select Date Range From: To:
2. Average Not Ready time per hour (mm:ss | -SELECT- [=]
format) Select Agent: | Select Agent [=] or Select Group: | Select Greup [=]
3. Average Wrap Up time per hour (mm:ss)
4, Average Ready (ldle) Time per hour (mm:ss) (Report Parameters Example)
5. Average Number of Calls per hour

Agent Availability Report Example:

Total Number of Hours | Average Not Ready Time | Average Wrap Up Time Per |Average Ready Time Per | Average Number of
Operator Name Worked Per Hour (mm:ss) Hour (mm:ss) Hour (mm:ss) Calls Per Hour
OPERATOR1 & 1315 05:06 4312 12
OPERATOR 2 40 16:15 07:34 3428 10
OPERATOR 3 30 20:23 10:13 30:45 2
Totals 78 16:38 07:38 36:08 24

Call Volumes: 911, 10-Digit Emergency and Administrative call volume can be obtained in a single report,
the Event Summary Report. The user will select the report, select ‘call’ as the Event Type, and then will be
presented with call type options for the report. The Event Summary report contains wireless 911 and
wireline 911 call counts, abandoned call counts, outbound call counts, overall totals and average call
duration.
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The event type (and all other parameters selected) will be listed in the report header, as depicted below:

Wireless [Wireline 911 Abdn | Average Call
Date 911 911 911 911 Abdn _|Unparsed 911| Total911 [ Percentage | Duration

12/172013 10 40 50 6 0 56 10.71% 1186
121212013 13 60 73 6 0 79 7.59% 69.0
121312013 18 50 68 11 0 79 13.92% 75.7
12/412013 16 40 6 9 1 66 13.64% 64.2
12/512013 1 50 51 14 0 65 21.54% 59.0
12/612013 13 60 73 6 1 80 7.50% 856

| 127712013 8 60 68 14 0 82 17.07% 849
PSAP Totals 79 360 439 66 2 507 13.02% 78.8

Indhidual Call Detail

Individual Call Information: Each call and its associated
information can be obtained through the ad-hoc system.
The user can query by using specific filters, or by including
all information in the report. In this way, the user can
obtain thorough information on each individual call.

Generated: mmydd/yyyy hh:mmas

Lelrure Date Time: meny'ded ey hhemim:ss
Call Type: 911

Inbewnd/ Outbownd: Inbouwnd

Abandoned: No

Answer weconds: 3

Duration seconds: 123

Possteon answered: &

Dhperator answered: Operator 1
Tranaferred: Na

Transfer records; NFA

AN 3500 123-3078

Location information: Address 1, City, State, Bip Code, XY Coordinates
Class of Service: WPH2

Carrier; Carrier]

In addition, after generating the ‘Drill-Down’ report, a
user may click a call on the report. Upon clicking the
desired call, an ‘Individual Call Information’ report will
open in a new window.

Raw Data:

wxrnlenamphes

Collection of Calls: This report will provide call detail on all calls for the date range selected. The report |
detail will include:

Seizure Date Time | Call Typs |  inbund Outtasind A irsfevichuial Call Datad
SN2 T DD 511 Ibersnd| L AN 0-222T Chgk

1. Seizure Time NG 050824 e [P £55.111.333 Ciick

2 Ca” Type SUSHZOTY 120004 Al ropund 5552274404 Clichk
PUGLE0TI 150450 #i1 nbownd EREIFEAIM Chck

3. Inbound/Outbound - -
SUOLZONI BT T o 5553032227 Click

4, ANI DI ZI B IZ T e 5553304404 Cligk
DIOLZUII ZX T A% I nbaeaned ALkl Chck

Once the report is generated, and calls

have populated in the report, the user then has the ability to click on each report in the list. Clicking into
a particular call will open a new report with individual call detail. This ‘Individual Call Detail’ report will
provide all information associated with the call, including the raw XML data.
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Individual Call Detail Report Example:

alCall Deta

Seizure Date Time: mm/dd/yyyy hh:mm:ss
Call Type: 911

Inbound/Outbound: Inbound

Abandoned: No

Arswer seconds: 3

Duration seconds: 123

Position answered: 6

Operator answered: Operator 1
Transferred: No

Transfer records: N/A

ANI: 555-123-5678

Locaton information: Address 1, City, State, Zip Code, XY Coordenates
Class of Service: WPH2

Carrier: Carrierl

Raw Data:

<xmiexample>

Summary of Call Loads: Summary of Call Loads can be addressed in multiple ways. The first is call volume.
Call volume can be addressed through the Event Summary report as detailed above. In addition, call loads
can be reported on in terms of the PSAP’s ability handle a certain number of incoming or active calls at
any given time. The ‘Utilization Report’ provides data on the percentage of time in a given data range that
multiple SIP trunks are in simultaneous use. This provides information as to whether the PSAP continually
has ability to handle incoming calls (particularly in a high volume situation), or if the PSAP encounters
times where no incoming calls will be accepted.

Utilization Report Example:

Group Hame Trunks Busy Busy

811 GROUP

—_

0.5338233 %o
0.000270 %

fd

Total SIP Trunks: 2

5.3.1 EVENT REPORTS
Event reporting shall record the timing of transit for each payload for purposes of diagnostics.

All event reports shall, at a minimum, include the functional element being reported and the
system time of such event.

The system shall provide, at a minimum, the following event reports:
e Time of payload entry through BCF;
< Time for each functional element to perform routing and PSAP assignment;
e Time of answer at PSAP; and
e Time of disconnect at PSAP.
e A cumulative total elapsed time for payloads to traverse the system.

Page 90 of 167
AL-NG9-1-1-RFP-16-001 ATTACHMENT D- Technical Specifications




AL-NG9-1-1-RFP-16-001 ATTACHMENT D- Technical Specifications

Times shall be stored as Coordinated Universal Time (UTC) and converted to local time based on
the User Profile.

Times shall be stored in 24 hour format including thousands of a second.
2015-07-31 20:51:20.537 UTC - for example

The system shall provide a Time Server on the ESlInet using the Network Time Protocol (NTP).
PSAPs will be offered use of this Time Server to synchronize the clocks on their 9-1-1 CPE,
workstations, etc.

Respondents shall describe their proposed solution for event reporting functionality.

COMPLY

ECaTS will provide an i3 compliant logging service interface which aggregates logs from the Network (ex:
an ESINet) and the Call Handing System to support end to end transaction logging and retrieval. ECaTS is
optimized as a “transaction logger”, capturing meta data for all payloads to provide end to end reports.
ECaTS is compliant to the i3 specification for recording of the transaction meta data. All times captured
and computed use the NG-911 international UTC standard and ECaTS will synchronize with the network
clock usd by all NG Functional Elements to ensure synchronized time.

ECaTS supports an i3 compliant web services interface in addition to the standard web interface for
retrieval of reporting and data. All significant steps in processing a call are logged by the Network
devices/services and call handling systems and submitted to the ECaTS logger. Each log contains a
transaction ID to support log aggregation for end to end reporting. The ECaTS logger web services
conforms to NENA 8-003 v1 Detailed Functional and Interface Specification for the NENA i3 Solution, Stage
3 Version 1.

ECaTS supports two options for State and PSAP users to access and retrieve i3 transactions and events.
The primary method is via the web interface which allows PSAPs to review and retrieve MIS and i3 Log
Replication through the current NG SOAP interfaces.

Access to the log replication web services are an add-on as all reporting features are provided through
the ECaTS MIS portal. Should the log replication services be licensed, the following web services are
implemented as defined by the NG-911 V1/V2 specifications.

5.12.1.2 RetreiveLogEvent

5.12.1.3 ListEventsByCallld

5.12.1.4 ListEventsByIncidentld
5.12.1.5 ListCallsByIncidentld

5.12.1.6 ListIncidentsByDateRange
5.12.1.7 ListIncidentsByLocation
5.12.1.8 ListIncidentsByDateAndLocation
5.12.1.9 ListCallsByDateRange
5.12.1.10 ListAgenciesByCallld

5.12.1.11 ListAgenciesBylncidentld
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As described on the previous page, The ECaTS platform provides general reporting against the collected
network data. Additional customized reporting can be created depending on the needs of the Alabama
9-1-1 Board, but included are the following reports:

Time of payload entry through BCF: Time of Payload Entry through BCF report is shown below. Users can
search by a specific time, include or filter by additional desired information, or receive all BCF entry times
for a desired time/date range.

Ad Hoc Report:

Mame: Time of Payload Entry Through BCF
Date: 1/9/2013
Description:

PSAP 1

Seizure Date Time
2013-10-26T03:14:347
2013-10-26T04:11:247
2013-10-26T04:38:402
2013-10-26T05:23:127

Time for each functional element to perform routing and PSAP assignment: End to end Routing Report
provides information regarding routing performance and PSAP assignment as shown below. This data is
also available for ad hoc reporting. Users can search by a specific event, include or filter by desired
information, or receive all ECRF routing assignment times for a desired time/date.

Hetwork Request - Response Times
Date Responding Requesting Average
Device Device Duration
204 4-04-01 LIS #1 LNG #1 0922
LNG #2 0322
ESRP Orig. 04:11
Average Response ECRF LNG #1 0538
ESRP Orig. 0922
ESRP Term 0322
Average Response 0538

Time of answer at PSAP: Answer time is calculated from seizure to event answer. This is a field included
on the Average Duration report, and is also used to create the PSAP Answer Time report using data

supplied by the Call Handling system. In addition, time of answer at PSAP is a value available for reporting
in the ad-hoc system.
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Answer Time Report Example:

Summary Call Flow

LIS Lookup Routing Queue Answer Total Time Total Call

Answering Call Center Call Count Duration Duration Duration Duration Prior to Talk Duration
Boston 3,543 0:02 0:04 21 002 029 1:31
Marlboro 3,543 002 0:04 011 00z 0:19 132

Totals 7,086
Averages 002 0:04 16 02 0:24 1:31
Marlboro

LIS Lookup Routing Queue Answer Total Time Total Call

ANl Call Type Duration Duration Duration Duration Prior to Talk Duration
508-323-3232 WRLS 0:02 0:04 021 0:02 0:29 1:31
508-375-5665 Abandoned - WP2 0:02 0:04 0:21 0:00 0:11 0:00
503-375-5665 SMS 0:02 0:04 011 002 019 1:.43
Averages 0:02 0:04 A7 001 0:19 1:.04

Time of disconnect at PSAP: The Disconnect time, or total call duration, can be found in the above report.
In addition, PSAP specific reports also include this information in numerous other reports and via ad hoc

reporting.

5.3.2

Lists events by date / time range

Provides drill down to specific events

MAINTENANCE / CONFIGURATION REPORTS

COMPLY

ECaTS provides all detailed maintenance and configuration updates based on system health reporting of
issues causing data gathering challenges. ECaTS provides a summary screen of all issues effecting a

specific PSAP or a data collector and the ability to drill down into the details of each issue and follow the
resolution path and overall results of the maintenance/configuration issue.
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Below is a sample of the maintenance/configuration events list with date/time ranges:

Outage Type |Begin End Date/Time |Duration Data Issue

Date/Time Loss? Id

# | Heartbeat i?;;”z“m 2144 ;‘;{”mlﬁ 617 133 minute(s) No 828144

y Heartbeat ‘Fﬂ,ﬁWEUIE 10:31 gﬁﬂflﬂlﬁ 11:17 46 minuta(s) No 827595

I Heartbeat 512015 4:46 PM |5/1/2015 7:17 PM |2 hours and 30 minute(s) Mo 774844
41742015 5:55 4/20/2015 2:51 3 days and 8 hours and 56

& | callvolume s e minue(s) Yes 767734

# | AliFormat 3/3/2015 9:56 PM gﬁ" 201510:11 45 i es) No 753902
2/24/2015 2:58 2/26/2015 2:27 1 day and 23 hours and 29

# | CallVolume = S minute(s) Yes 752170

& | Heartbeat 2/1/2015 4:06 AM |2/1/2015 4:43 AM |37 minute(s) No 745275

7 | Heartbeat iﬂﬂlﬂlﬂ 5:34 iHs,ﬂzum 6:09 |34 minute(s) No 219540
9/28/2014 1:10 9/30/2014 11:59 |2 days and 22 hours and 49

& |calivolume i Pt minute(s) Yes 708131
10/1/2014 12:01 | 10/6/2014 12:44 |5 days and 12 hours and 43

& | callvolume 5 = minuee(s) No 706605

f Heartbeat 9372014 5:58 PM |9/3/2014 6:55 FM |56 minute(s) Mo G99054

For each maintenance/configuration event that is present on the output, clicking the “pencil” icon
provides a drill down into a particular issue, below is a sample of the AliFormat issue details:

Outage Type:
Begin Date / Time:
End Date / Time:

Issue |d:

Is Data Loss:
Planned Outage:

Comments:

—Psap Outage Information

AliF ormat
31312015
IIZ015
Ta3e02

) Yes ® No

) Yeg & Mg

¥

E 08:56 PM

& 10.11PM

1}.

—~VERIFICATION REQUIRED
Outage detalls have been verified
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SECTION 6 SERVICE/SUPPORT REQUIREMENTS

6.1 CUSTOMER SUPPORT SERVICES

The ongoing operation of the ANGEN system will require customer support services be provided
as a component of any proposed solutions.

Respondents must agree to meet the current Service Level Agreements (SLA) being used in the
ANGEN network operation and negotiate “in good faith” new SLA’s that meet the expectations
of the functionality described in this RFP and the Board.

Customer support services will be required at various levels including the Board, PSAPs, and other
system service providers as necessary or designated by the Board.

Anticipated customer support services would include:
- Event management
Incident management
Diagnostics and reporting
Problem resolution/trouble handling
Network fault monitoring
Request fulfillment
Access management
Remote diagnostics
Environmental requirements
Capacity management
Change management
Configuration management
Transition management

Respondents shall provide a description of their proposed customer service support services.

COMPLY

Direct Technology is responding to Section 6.1 as it applies to the solution proposed for Section 5 — System
Reporting and i3 Logging Requirements.

ECATS CUSTOMER SUPPORT SERVICES

The ongoing operation of ECaTS, Emergency Call Tracking System, being proposed for Section 5 — System
Reporting and i3 Logging Requirements, will provide full customer support services for all aspects of the
solution, specifically: MIS reporting and data collection. Direct Technology agrees to meet the current
Service Level Agreements (SLA) being used in the ANGEN network operation and negotiate “in good faith”
new SLA’s that meet the expectations of the functionality described in this RFP and the Board.

In terms of reporting, Alabama Statewide 911 Board and PSAP Personnel will be assigned dedicated Client
Communication Specialists, CCS, that are accessible for reporting support via the support email and/or
phone. This support service can be used to manage reporting access. New account requests, password
resets, account changes, etc. will be fulfilled by client support. ECaTS will provide customer support
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services at various levels including the Board, PSAPs, and other system service providers as necessary or
designated by the Board. The Client Communication Specialist Team is also available to help generate
complex reports, by tapping directly into ECaTS Software Engineering, Statisticians and Data Analytics
Groups. Should the Board or a PSAP have a specific data requirement not available in the system, the CCS
can leverage ECaTS internal resources to either generate such report or train on how to use the ad-hoc
features of the product to satisfy the reporting request. This type of unique customer service ensures
that our clients can always leverage their 911 information to perform both standard and complex
analytics, make decisions based on actual information, intelligence, trending and forecasting models.

In terms of system monitoring, any configuration or equipment upgrades may be addressed through the
system monitoring support team. The system monitoring team is accessible for the purposes of network
monitoring and data collection services. The system monitoring team also has the ability to perform
remote diagnostics on our deployed on premise equipment. The monitoring group utilizes customized
technology to ensure the health of all data collection devices and dispatches Field Engineering to replace
data collection devices when they are malfunctioning. Intelligent software within the ECaTS cloud is in
constant communication with our monitoring systems which generate alerts of different levels from
warnings to error conditions. Depending on the error level, the monitoring engineers may dispatch Field
Engineering to replace the data collection boxes, may perform remote diagnostics or may perform a
remote software upgrade to address the error condition.

6.2 HELP DESK
Respondents shall provide help desk services as a component of their proposed solution.

The help desk(s) shall operate on a 24x7x365 basis and be adequately staffed by resources who
are trained and qualified in help desk and customer support services.

The help desk shall serve as a single point of contact for all matters, including without limitation,
the system, all components of the system, and any additional system service providers delivering
services or components for the network ecosystem.

The help desk must not use an automated attendant or other automated means to answer calls for
service or trouble.

The help desk must be accessible via various methods including voice, text, email, and other means
as deemed appropriate by the Board.

The help desk shall have the ability to communicate directly and immediately with maintenance
and support services for the proposed system and all components of the proposed system, including
without limitation, network troubles.

Respondents shall describe and explain their proposed help desk services.

COMPLY WITH EXCEPTION
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ECATS HELP DESK

The single point of contact for any help desk related issues will be the ECaTS support desk. This can be
reached via email, voice, and other means as deemed appropriate by the Alabama Statewide 911 Board.
All help desk operators serve as a single point of contact for all components of the system. The help desk
will be staffed by resources who are trained and qualified in help desk and customer support services
during regular ECaTS business hours which are 6:00am — 5:00pm pacific time and automated help desk
services available 24x7x365. Upon reaching the help desk, the caller will be directed to the proper team
depending on the question, either Client Communication for reporting and access questions, or System
Monitoring for network and data collection questions.

If fully manned and no automated support is desired by the Alabama Board, ECaTS can provide additional
help desk services for an additional monthly service fee which would enable a fully maned 24x7 help desk
and would eliminate the afterhours automated system.

6.3 TROUBLE HANDLING AND TICKETING REQUIREMENTS
Trouble handling and trouble ticket tracking services will be required.

To ensure that all trouble tickets are resolved in a timely manner, respondents shall propose an
escalation guideline document that describes the escalation procedure.

The current ANGEN system utilizes the following procedures. Respondents may use this as a
guide for their proposed system.
1. Critical — Network outage
1st Level Support — Within 15 minutes
Continuous problem resolution/workaround effort
2nd Level Support — within 2 Hours
3rd Level Support — within 4 Hours or upon Customer request.

2. Major - Service effecting
1st Level Support — Within 15 minutes
2nd Level Support — Within 4 Hours
3rd Level Support — Within 24 Hours or upon Customer request.

3. Minor — Non-service effecting
1st Level Support — Within 30 minutes
2nd Level Support — Within 1 business day
3rd Level Support - Within 1 week or upon Customer request.

4. Planned Maintenance/Informational — Software update, configuration.
1st Level Support — Within 2 Hours
2nd Level Support — Within 5 Business days
3rd Level Support — Only upon Customer or Management request.
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Following any critical event or major outage, the Board must receive a root cause analysis within
five (5) business days.

Respondents shall provide a description of their root cause analysis process and what
documentation is provided upon the conclusion of the analysis.

Respondents shall describe their trouble management and ticketing process.

Respondents shall provide details of how trouble tickets are generated, documented, resolved and
reported.

COMPLY
TROUBLE TICKET MANAGEMENT DATABASE

The ECaTS system includes a fully functional trouble ticket management database for the Alabama 9-1-1
Board to track any outstanding issues with any PSAP. Tickets are automatically generated by ECaTS,
providing detection and awareness of the issue. For example, ECaTS opens trouble tickets directly or
indirectly with the CPE, Customer Premise Equipment, vendors immediately after finding an outage
related to the CDR port of the CPE provided network. Included below is the ECaTS escalation guideline
for the purpose of handling trouble tickets in a timely manner.

1. Critical — Network Outage
ECaTS responds to all customer calls and concerns within 15 minutes of initial contact. ECaTS has
internal processes in place to track work on continuous problems in a timely manner.

. ECaTS answers all 2nd level support questions and concerns within 2 hours of initial contact.

. ECaTS answers all 3rd level support questions and concerns within 4 hours of initial contact, or
sooner, per a customer’s request.

2. Major — Service effecting
ECaTS responds to all customer calls and concerns within 15 minutes of initial contact.
. ECaTS responds to all 2nd level support calls within 4 hours of initial contact.
. ECaTS responds to all 3rd level support calls within 24 hours of initial contact, or sooner, per

customer’s request.

3. Minor — Non-service effecting

. ECaTS responds to 1st level support calls within 30 minutes of the initial contact.

. ECaTS responds to 2nd level support calls within 1 business day of initial contact.

. ECaTS responds to 3rd level support calls within 1 week of initial contact, or sooner, per customer
request.

4, Planned Maintenance/Informational

. ECaTS responds to 1st level support calls within 2 hours of initial contact.

. ECaTS responds to 2nd level support calls within 5 business days of the initial contact.

. ECaTS responds to 3rd level support calls when customer or management requests them to do
s0.
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ECaTS will supply a root cause analysis within 5 days of a major outage or event that occurs. This analysis
will include documentation and data loss analysis to provide a conclusion of the analysis. ECaTS maintains
their own ticketing management system in which the system monitor makes notes regarding outages and
other major events. The Trouble Ticket Management System is built into the ECaTS portal and has the
ability to store/track all trouble tickets associated to each of the one hundred and eighteen (118) PSAPs
across the State of Alabama.

6.4  TRAINING

Respondents shall work cooperatively with the Board to ensure training programs are conducted
for the proposed solution. Respondents shall provide training for the network operations and
support functions including:

At the PSAP:
Network Status Reports
Help Desk
Text to 9-1-1 operation
Trouble Ticketing

At the AL9-1-1 Board
Network Status Reports
Help Desk
Trouble Ticketing
Root Cause Analysis and review

Respondents shall provide a proposed training plan and sample documentation and materials for
the training detailed above.

COMPLY

TRAINING ONSITE

Direct Technology will provide one live in-person training session for the Alabama Statewide 911 Board.
Live training for the PSAPs will be provided at a frequency of eight (8) regional full day sessions. The
Alabama 911 Board will have the option of scheduling two (2) separate sessions per day at a minimum of
four (4) hours per session, if needed. The final training schedule will be established in collaboration with
the Alabama 911 Board’s Project Manager during the project planning phase. Since a set of materials will
also be posted on the ECaTS portal’s main home page (as described below, ECaTS Training Manual), users
will have the flexibility to view online materials first or in place of attending face-to-face training events.
Additional face-to-face training will be provided at the rates detailed in the pricing.

ECATS WEBINAR TRAINING

ECaTS webinar training is always available at no additional cost and requires scheduling a training session
with an ECaTS Client Communication Specialist. The webinar trainings provide our customers with ability
to access training for the purposes of refresher training and employee turnover. ECaTS gives its users the
ability to speak directly with a Client Communication Specialist to ensure they are receiving a full
understanding of all functionality and report value. ECaTS provides general training covering all aspects
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of the ECaTS portal. If a user would like to only focus on one feature of ECaTS, i.e. Ad-Hoc Tool, the
webinar trainings are agile to fit the user’s specific need.

ECATS TRAINING MANUAL

The training manual serves as a living document that describes how to use ECaTS from a PSAPs
perspective. As ECaTS grows and customizations are developed, this document will encompass all
attributes to creating, executing, analyzing, and saving reports. Users will have the ability to download a
soft copy of this document directly from the ECaTS portal. Provided below is a breakdown of all areas and
functionality covered through the on-site training and webinar trainings as well as in the training manual.

v What is ECaTS?
How does it work?
Logging in

< <

Web-based Browser Capabilities
Manage User Credentials
Manage Password

v/ Report Rendering

Step 1: Select a report to run
Step 2: Select a PSAP

Step 3: Select a Date Range
Step 4: Generate Report

v/ Report Generation Interface

User Interface Controls

» Time Block (shift reporting)

» Time Group (15, 30 and 60 minute intervals)

» Period Group (day, week, month, quarter and annual reporting)
* Abandoned filters

o Call Type filters

e Qutput Formats

» Comparison filters

»  PSAP Size filters

» Agency Affiliation filters

* Inbound/Outbound filters

v/ Standard Report Features

Report Header Information

» Demographic Information
* Report Filters

s Graphical Representation of Data

Line Chart
Bar Chart
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Pie Chart

V/ Reports

Standard Reports Overview

» Call Summary Report

» Calls Per Hour Report

» Top Busiest Hours Report

» Average Call Duration Report

» Calls by Circuit Report

e Circuit Utilization Report

e PSAP Answer Time Report

* PSAP Call Taker Ring Time Report

e Last 12 Months Answer Time Report
e Last 12 Months Call Taker Ring Time Report
» Class of Service Report

» Call Transfer Report

» Initial Station Total Calls

» Calls per Hour by Day of Week

e TopESN Report

* Top ANI Report

Management Reports Overview

*  Trunk Group Utilization Report

* Answer Time Exception Report

» Call Taker Ring Time Exception Report
* Outage Report

e 10-Digit Emergency Call Report

» Unparsed Call Data Report

Wireless Routing Reports Overview

»  Wireless Call Sector Report

Text-t0-911 Reports Overview

» Messages Per Hour (Received and Sent)

» Messages Per Hour by Carrier

» Messages by First SMS Responder

»  First SMS Responder Average Speed of Answer
» Messages Per Session Profile

» Operator Average Speed of Response

» Operator Single Session Average Response
* Average Session Duration

e SMS Transcript

» Top 20 Busiest Hours

» Sessions from Same MDN
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e Top 10 Text-to-911 by MDN and Session

v Day in Review

Stepl - Select the “New Schedule” button

Step 2 - Select a PSAP you would like to run the reports on
Step 3 - Select the Day in Review report

Step 4 - Click update to save your report

\V4

Ad-Hoc Reports

Ad-Hoc Home Page
Standard Ad-Hoc Report Viewer
How to run a Standard Ad-Hoc Report

e Step 1: Select a name for your report

e Step 2: Select a description for your report
o Step 3: Select a date range

e Step 4: Select a PSAP

e Step 5: Choose your report filters

e Step 6: Select output options

e Step 7: Save report

» Step 8: Generate report

e Step 9: Optional - Share report

Other operations:

Delete a saved Ad-Hoc report

Cancel changes to an Ad-Hoc report

Standard Ad-Hoc functional specification — input level
Advanced Report Viewer

» How to run an Advanced Ad-Hoc Report

e Step 1: Select a name for your report

e Step 2: Select a description for your report

e Step 3: Select a date range

e Step 4: Select a PSAP

e Step 5: Choose your Data Source and Available Fields
« Step 6: Select output options

e Step 7: Select report criteria

e Step 8: Generate report

e Step 9: Save report

e Step 10: Optional - Share report

Raw Data Viewer

Downloaded or view in browser
How to read raw data

Locate call from Ad-hoc in raw data
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Help Desk/Email Support

System Health

How to read map and status
Trouble Ticket Management System
Scheduled Reports

Day in Review email

Management reports

6.5 MONITORING OF APPLICATIONS AND EQUIPMENT

Proposed solutions will require proactive monitoring of all system components for operation,
performance and fault conditions.

The proposed solution shall ensure that all alarms including environmental status alarms are
received and monitored in a Network Operations Center (NOC).

Respondents shall describe the tools, methods and procedures that will be used for monitoring.

Respondents shall include a matrix of components that will be proactively monitored, managed
and administered.

COMPLY

Direct Technology is responding to Section 6.5 as it applies to the solution proposed for Section 5, System
Reporting and i3 Logging Requirements.

Equipment/Subsystem Monitoring Tool

ECaTS Servers Microsoft System Center
ECaTS Network Microsoft System Center
ECaTS Services Microsoft System Center
ECaTS RDDM System Health

ECaTS Call volume System Health

ECaTS ALI Monitor System Health

ECaTS CPE Connection System Health

ECaTS Baud Rate System Health

6.6 NETWORK OPERATIONS CENTER
The proposed solution requires the services of a Network Operations Center (NOC).
The NOC must operate on a 24x7x365 basis for the duration of the contract.

In addition, the NOC shall include the capability to perform remote maintenance and restoration
of alarms as necessary.

The NOC shall be the single point that performs continuous monitoring, maintenance and network

support services.
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The NOC shall interface with the help desk.

The NOC shall be staffed with appropriate technical resources to aid trouble shooting, diagnosis
and recovery from issues.

The NOC shall perform monitoring of the entire network, all connections and functional
components used to provide ANGEN services.

The NOC shall be equipped with a Network Management System (NMS) that monitors the
performance of the network and infrastructure.
e The NMS shall continuously monitor the performance and availability of all devices
e The NMS shall monitor network performance, including throughput, latency, jitter,
packet loss, and other parameters deemed necessary by the Board
e The NMS shall monitor the network for network intrusion attempts security breaches
and be capable of issuing security alerts when an event is recognized
e The NMS shall create alarms based on thresholds and parameters and distribute alarm
notifications appropriately
e The NMS shall monitor the environment at all data centers or points of presence where
critical network components are housed to ensure functionality
e The NMS shall monitor ancillary network components such as power utilization and
backup power systems

Respondents shall describe the capabilities of their proposed NOC, including the proposed NMS
system and provide details regarding its operation and the ability of the NOC to interface with
other providers and systems.

COMPLY

ECaTS uses Microsoft System Center as the NMS platform for the ECaTS system monitoring. System
Center provides monitoring and notification of all critical ECaTS services, including but not limited to all
software services, hardware subsystems, virtual machine health and status and drive array/storage health
and status. System Center is the primary monitoring tool for the infrastructure and logical software layers.
This monitoring is combined with the ECaTS System Health monitoring system which is another level of
monitoring offered by ECaTS that is specifically targeted at the experience customers are receiving and
the status of the data collection system. The ECaTS system health used a combination of manual and
automated monitoring for each PSAP that the platform is reporting call statistics for. This system health
provides an enterprise overview of the call activity of each PSAP indicating if there is a sudden drop in
calls to the PSAP (Low Call Volume) , problems with the ALI (ALI Alert) or a change in the trunk profiles
through the alerting of a Missing Line Profile (MLP) alert.
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The screen below shows an example of the System Health monitoring for a statewide deployment:

ECaTS

Reporting Groups ECaTS Administration Admin Host @ Download ECaTS Training Manual

System Health

View Jeopardy Status: [ Red # Yellow |# Green Name Down Time

, Athens

mgise, SOUTH (LARON 150
b bing -l § B WS DEDTL S OTEOT iy S 2T L BNVEN il

6.7 ALARM CATEGORIES

The proposed solution shall provide categories of alarms by event types depending on the
criticality of the event (i.e. critical, major, etc.).

The proposed system shall allow for the dynamic configuration of notification thresholds as well
as the ability to define new alarm categories as necessary.

The system shall provide for the automatic notification of the NOC when alarm conditions are
detected.

Different notification and escalation procedures may apply depending on alarm category.

Respondents shall describe how alarms are received and specify what types of alarms are available
for viewing/receiving and how and when they are generated.

COMPLY

ECaTS alarms are received for both the System Center and the System Health monitoring systems. While
system center is concerned with service and hardware monitoring with alarms related to disk space, CPU
utilization, system temperature handled by System Center and those dealing with reporting and service
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accuracy handled by System Health. What follows are the critical alarm categories in the System Health
monitoring system (as these alarms will likely require coordination with the PSAP to resolve).

CRITICAL SYSTEM HEALTH ALARMS

1. Heartbeat Outage

Description: This category indicates we are not getting the hourly heart beat from the RDDM. This could
be due to failure of the RDDM, network connectivity, or something unrelated to our equipment and
beyond our control (i.e. power outage at site, local network issues, etc.)

Note: This outage starts yellow and turns red after a few hours.

Action: The PSAP is contacted to determine if there is a special circumstance that may be causing the
issue, once that has been eliminated the work is escalated to ECaTS field engineers who may engage PSAP
IT staff for additional triage. If needed, an ECaTS field engineer will be dispatched to resolve the issue.

2. Low Call Volume

Description: This outage alert is triggered when there is a lower than usual amount of 911 calls (note that
admin calls are not considered for this outage) at the PSAP and configurable alert parameters have been
exceeded. This alarm could be due to many things: a legitimate decline in 911 calls over the monitoring
period, no data is coming from the CDR port of the CPE, there was a format change and the calls are no
longer parsing, or our parsers were modified and it created issues with calls being parsed.

Action: During this alarm category, before a field engineer is dispatched to the site the following activities
will take place:

1. An analysis of the parsers to ensure all data is being properly parsed

2. A call to the PSAP to determine if they are in a maintenance mode (alt answer) which could cause
a reduction in call volume

3. Determine if the PSAP is associated with areas of lower volume due to time of year (ex: PSAPs for
university during summer)

4, Remote management of the RDDM to ensure its operational and able to transmit payloads

5. Check of the network and VPN to ensure transmission.

IN the event the general triage is not successful resolving the low call volume alarm, an ECaTS field
engineer will be dispatched to resolve the issue.

3. ALI Bid Failure

Description: The alert indicates an issue with the ALI (Automatic Location Identification). It could be that
the calls are coming in without ALI; in which case the raw data may contain alerts such as: “DATABASE
LINKS DOWN,” “ALI LINKS DOWN,” “NO ADDRESS DUE TO ANI FAILURE BTWN CNTL OFFICE AND PSAP,”
or something of that nature. Or if the calls do have ALI, it is not parsing for some reason.

Action: The PSAP is contacted to determine if there is a special circumstance that may be causing the
issue, once that has been eliminated the work is escalated to ECaTS field engineers who may engage PSAP
IT staff for additional triage. If needed, an ECaTS field engineer will be dispatched to resolve the issue.
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The ALl Alarm is configurable by failed bid and can be set to X number of failures before the alarm is
triggered, where X is a number of failed bids defined by the PSAP/State.

4. CPE Disconnect

Description: This outage alert is designed to occur when the RDDM becomes disconnected from the CPE
(cable disconnect). It monitors the control leads for both the RDDM and CPE. This alarm category is
usually an indication that data loss is occurring due to a disconnected cable.

Action: The PSAP is contacted to determine if the serial cable has been removed from either the CPE or
the RDDM. If the cable has been removed a request to re-attach is made, in the event this cannot be done
by the staff at the PSAP, ECaTS will dispatch a field engineer to reconnect the cable. During this alarm
data is being lost unless the CPE is buffering it.

5. Invalid Baud Rate

Description: This alert occurs when the baud rate of the RDDM'’s serial port and that of the CPE don’t
match. If nothing has happened to the RDDM, the issue is likely coming from the CPE equipment (perhaps
due to an auto negotiation). These alerts have been known to precede the CDR port stopping.

Action: The RDDM will be remotely logged into and baud rate will be adjusted to match the new rate of
the CPE. In the event this is not able to be done remotely, ECaTS will dispatch a field engineer to work
onsite to resolve the serial baud rate mismatch.

6.8 SCHEDULED MAINTENANCE
The proposed system requires a scheduled maintenance process.

The process must include a methodology for coordinating and scheduling preventative
maintenance activities and how those events are executed.

During scheduled maintenance activities the network and system shall not experience a
degradation or disruption.

However, individual components may be taken down for maintenance if an alternate route or
redundant system is used to minimize the effect.

Respondents shall describe how their schedule maintenance process will work.

COMPLY

As a cloud based service, ECaTS maintenance happens seamlessly and behind the scenes. ECaTS uses a
high availability architecture and is able to perform maintenance on one set of systems while the other
set runs the service. Once one set of systems are updated, the secondary systems are then updated and
this whole solution is considered maintenance complete.

In the event the maintenance requires a freeze of all data (ex: Database upgrade) then a maintenance
window is requested of the customer and the ECaTS platform will display a maintenance message to the
user base indicating to them the service is offline. Once maintenance is complete, the system is returned
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to normal operation and any buffered data that was delayed will be loaded into the system and ready for
reporting during the next hourly roll-up.
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SECTION 7 ELECTRICAL, WIRING, AND CABLE REQUIREMENTS

7.1 ELECTRICAL

Successful respondents shall provide and maintain all electrical, wiring, and cable services
necessary for their proposed system.

Successful respondents shall provide electrical services as follows:

e Supply and install where needed and otherwise maintain existing complete electrical
power distribution system for all equipment supplied.

e Provide adequate surge protection, grounding and lightning suppression devices to
protect equipment from unnecessary interruption.

e Provide and maintain a minimum level of thirty (30) minute uninterruptible power
supply for all equipment supplied.

Respondents shall provide all necessary cabinets, tables, stands, or other required mounting
facilities for their proposed system.

Respondents shall adhere to FCC and all local codes and ordinances in all matters pertaining to
the work.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

7.2 ELECTRICAL INTERFERENCE

All devices proposed for the system shall be provided with any and all necessary connecting cords
and cables conforming to National Electrical Manufacturers Association (NEMA) codes.

The system shall not cause interference to the existing radio, security, or closed circuit television
communications systems, installed communications console equipment, or other data processing
equipment present in the operational environment, and, in addition, shall comply with all
applicable FCC standards as applied to data processing equipment.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

7.3 WIRING AND CABLING
All interface connections and visible cables shall use standard EIA connectors secured by wall

plates where exposed.
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All cables shall be clearly marked and/or numbered in a manner that reflects a unique identifier of
the cable at both ends.

Any cables used shall be plenum rated where required by local building or fire codes.

Respondents shall ensure that all equipment is connected to emergency AC power and is
configured to be supported by a UPS.

Cabling, communications outlets, power wiring, system grounding, conduit facilities, and
equipment rooms shall be installed in accordance with national standards and applicable local
codes.

Minimum standards used in the installations shall include, but are not limited to, the following:
e ANSI/TIA/EIA-568 - Commercial Building Telecommunications Wiring Standard

e ANSI/TIA/EIA-569 - Commercial Building Standard for Telecommunications
Pathways and Spaces

e ANSI/TIA/EIA-606 - Administration Standard for the Telecommunications
Infrastructure of Commercial Buildings

e ANSI/TIA/EIA-607 - Commercial Building Grounding and Bonding Requirements for
Telecommunications

e Building Industry Consulting Service International, Telecommunications Distribution
Methods Manual

< National Electrical Code (NFPA-70)
e FCC Rules and Regulations, Parts 68 and 15

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

74  GROUNDING

The proposed system shall provide surge and lightning protection for all connections to AC power.

All hardware and peripheral devices shall be mechanically and electrically grounded to prevent
both user hazard and loss of data or hardware integrity due to external electrical impulse.

Respondents shall ground all equipment in compliance with manufacturer recommendations and
applicable standards.

Respondents shall furnish and install the required grounding and bonding conductors where
necessary and complete the connections to the grounding system at all sites.

NON COMPLY
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Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

7.5  TRANSIENT VOLTAGE SURGE SUPPRESSION

In addition to primary protection, secondary Transient Voltage Surge Suppression (TVSS) shall
be installed with the proposed system where appropriate.

Respondents shall implement TVSS that meets the following criteria

TVSS devices shall be installed on all equipped ports that are connected to; or may be
connected to wireline or wireless facilities.

The secondary TVSS devices shall be listed with a maximum clamping voltage of 250
volts (.5kV) or less and operate in less than 10 nanoseconds.

All TVSS devices shall meet UL497A requirements and shall have an operational indicator
to alert maintenance personnel that the device has been utilized, failed or that the circuit is
unprotected.

The secondary TVSS shall not degrade the audio signaling.

NON COMPLY

Not applicable (N/A). Direct Technology is proposing a solution specific to Section 5, System Reporting
and i3 Logging Requirements, for the Alabama NG911 RFP.

SECTION 8 PROJECT MANAGEMENT AND PLANNING REQUIREMENTS

8.1 IMPLEMENTATION PROJECT PLAN

Respondents shall provide a project management plan that identifies the methodology for
implementing their proposed solution. The implementation project management plan shall be
consistent with Project Management Institute (PMI) best practices.

At a minimum the implementation project plan must include:
- Schedule.
Change management plan.
Configuration management plan.
Communications plan.
Quality Assurance and Quality Control plan.
Risk management plan.
Status report and dashboard tools.
Proposed Site by site implementation/work plan

The Project Plan will be referred to on a regular basis during the implementation phase of the
project to ensure that implementation is completed in a timely fashion.
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Any changes to the schedule and work plan must be communicated to the Board through the
proposed Change Management process.

The project plan shall clearly define the milestones and clearly identify when the transition from
implementation into service management occurs.

COMPLY

Direct Technology is responding to Section 8.1 as it applies to the solution proposed for Section 5, System
Reporting and i3 Logging Requirements.

SCHEDULE.

ECaTS has developed an aggressive deployment schedule that gets the system operational throughout
the state within a 6-7 month period. In order to deliver at such a rapid pace, the following assumptions
were made when creating the project plan:

Project kickoff occurs July 1st 2016

Project parameters, install sheets, orders etc. completed by October 9th

Installation begins October 10th

All PSAPs have resources on hand to assist with pre-deployment, system configuration, networking

and actual deployment (ex: IT, CPE, Telco).

5. Allinstallation worksheets for each PSAP are completed and turned in within the 7 day period, per
schedule.

6. All data feeds from the CPE at each PSAP are active (i3, CDR, other).

7. Connectivity at each PSAP is available, either dedicated network or a shared connected (ex: ECaTS

shares the connectivity with the PSAP)

rPwbdpE

The project plan below describes a deployment:
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[ Task Task Name Duration Start Finish Predecessors
Mode

1 - Alabama Install Project 157 days Mon 8f1/16 Thu3/9/17
2 = Install Prep 50days Mon8f1/16 Mon 10/10/16
3 = IT Network Coordination 15 days Mon 8/1/16 Fri 8/19/16
4 = Order RDDMs 30 days Mon 8/1/16 Mon 9/12/16
5 = Installation Worksheets 30 days Mon &/1/16 Mon 9/12/16
& = Schedule Coordination 5 days Tue 9/13/16 Mon 9/13/16 5
7 = Configure RDDMS and Ship 15 days Tue 9/20/16 Mon 10/10/16 5,64
] = RDDM Installation 90 days Tue 10/11/16Tue 2/14/17
9 = PSAP 1, 2,34 3 days Tue 10/11/16 Thu 10/13/16 2
10 = PSAP5,6,7.8 3 days Fri 10/14/16 Tue 10/18/16 g
11 = P5AP 9,10,11,12 3 days Wed 10/19/1iFri 10/21/16 10
12 = P3AP 13, 14, 15, 16 3 days Mon 10/24/1iWed 10/26/16 11
13 = PSAP 17, 18,19,20 3 days Thu 10/27/16 Mon 10/31/16 12
14 = PSAP 21,22,23,24 3 days Tue 11/1/16 Thu 11/3/16 13
15 " PSAP 25, 26,27,28 3 days Fri11/4/16 Tue 11/8/16 14
16 - PSAP 29,30,31,32 3 days Wed 11/9/16 Fri 11/11/16 15
17 = PSAP 33,34,35,36 3 days Mon 11/14/1i'Wed 11/16/16 16
12 = PSAP 37, 38,39,40 3 days Thu 11/17/16 Mon 11/21/16 17
19 = PSAP 41,4243 .44 3 days Tue 11/22/16 Fri 11/25/16 12
20 = PSAP 45,46,47 48 3 days Mon 11/28/11'Wed 11/30/156 19
21 = PSAP 49,50,51,52 3 days Thu 12/1/16 Mon 12/5/16 20
22 = PSAP 53,54,55,56 3 days Tue 12/6/16 Thu 12/8/16 21
23 = PSAP 57,58,59,60 3 days Fri12/9/16 Tue 12/13/16 22

[n] Task Task Mame Duration Start Finish Predecessors

Mode

24 = PSAP 60,61,62,63 3 days Wed 12/14/11Fri 12/16/16 23
25 = PSAP 64,65,66,67 3 days Mon 12/19/1iwWed 12/21/16 24
6 = PSAP 52,69,70,71 3 days Thu 12/22/16 Mon 12/26/16 25
27 = PSAP 72,73,74,75 3 days Tue 12/27/16 Thu 12/29/16 26
28 = PSAP 76,77,78,79 3 days Fri 12/30/16 Tue 1/3/17 27
9 = PSAP 80,81,82,83 3 days Wed 1/4/17 Fri 1/6/17 28
30 = PSAP 84,85,86,87 3 days mMon 1/9/17 Wed 1/11/17 29
31 = PSAP 88, 89,90, 91 3 days Thu 1/12/17 Mon 1/16/17 30
E¥] = PSAP 92,93,94,95 3 days Tue 1/17/17 Thu 1/19/17 31
13 = PSAP 95,97,98,99 3 days Fri 1/20/17 Tue 1,/24/17 E¥!
34 = PSAP 100,101,102,103 3 days Wed 1/25/17 Fri 1/27/17 33
35 = PSAP 104,105,108,107 3 days Men 1/30/17 Wed 2/1/17 34
6 = PSAP 108,109,110,111 3 days Thu 2/2/17  Mon 2/6/17 35
37 = P3AP 112,113,114,115 3 days Tue 2/7/17  Thu 2/9/17 36
38 = PSAP 116,117,118 3 days Fri 2/10/17 Tue 2/14/17 37
ET) = System Acceptance 89days  Fri10/14/16 Thu 2/15/17
40 = PSAP 1, 2,3,4 2 days Fri 10/14/16 Mon 10/17/16 9
41 = PSAP 5,6,7.8 2 days Wed 10/19/1iThu 10/20/16 10
42 = PSAP9,10,11,12 2 days Man 10/24/1iTue 10/25/16 11
43 = PSAP 13, 14, 15, 16 2 days Thu 10/27/16 Fri 10/28/16 12
a4 = PSAP 17, 18,19,20 2 days Tue 11/1/16 Wed 11/2/16 13
45 = PSAP 21,22,23,24 2 days Fri 11/4/16 Mon 11/7/16 14
46 = PSAP 25, 26,27,28 2 days Wed 11/9/16 Thu 11/10/16 15
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|¥] Task Task Hame Duration Start Finish Predecessors
Mode

a7 = PSAP 29,30,31,32 2 days Mon 1114/ 11 Tue 11/15/16 16
48 - PSAP 33,34,35.36 2 days Thu 11/17/16 Fri 11/18/16 17
EE] " PSAP 37, 38,3940 2 days Tue 11/22/16 Wed 11/23/16 18
50 = PSAP 41,42,43,44 2 days Mon 11/28/11Tue 11/29/16 19
51 = PSAP 45,46,47 48 2 days Thu 12/1/16 Fri 12/2/16 20
52 - PSAP 49,50,51,52 2 days Tue 12/6/16 Wed 12/7/16 21
53 " PSAP 53,54,55,56 2 days Fril2/9/16 Mon 12/12/16 22
54 = PSAP 57,58,59,60 2 days Wed 12/14/1¢Thu 12/15/16 23
5% = PSAP 60,61,62.63 2 days Mon 12/19/11Tue 12/20/16 24
56 - PSAP 64,65,66,67 2 days Thu 12/22f16 Fri 12/23/16 25
57 = PSAP 68,69,70,71 2 days Tue 12/27/16 Wed 12/28/16 26
58 = PSAP 72,73,74,75 2 days Fri12/30/16 Mon 1/2/17 27
59 = PSAP 76,77,78.79 2 days Wed 1/4/17 Thu 1/5/17 28
60 - PSAP B0,81,82,83 2 days Mon 1,/9/17 Tue 1/10/17 28
61 - PSAP 84,85,86,87 2 days Thu 1/12/17 Fri 1/13/17 30
62 = PSAP BE, 89,90, 91 2 days Tue 1/17/17 Wed 1/18/17 31
63 = PSAP 92,93,94,95 2 days Fri1/20/17 Mon 1/23/17 32
64 - PSAP 95,97,98,99 2 days Wed 1/25/17 Thu 1/26/17 33
65 = PSAP 100,101,102,103 2 days Meon 1/30/17 Tue 1/31/17 34
66 = PSAP 104,105,106,107 2 days Thu 2/2/17  Fri2/j3f17 35
67 = PSAP 108,109,110,111 2 days Tue 2/7/17  ‘Wed 2/8/17 T
68 k- P5AP112,113,114,115 2 days Fri 2/10/17 Mon 2/13/17 37
69 = PSAP 116,117,118 2 days Wed 2/15/17 Thu 2/16/17 38

10 Task Task Name Duration Start Finish Predecessors

Mode

70 3 Training 15days  Fri2f17/17 Thu3/f9/17
71 = P5AP 1, 2,5,4,56,7.8 1 day Fri 2/17/17  Fri2f17/17 EL]
72 - PSAPS,10,11,12,13,14,15,16 1 day Mon 2/20/17 Mon 2/20/17 71
73 E- PSAP 17,18,19,20,21,22,23,24 1 day Tue 22117 Tue 2/21/17 72
74 - PSAP 25,26,27,28,29,30,31,32 1 day Wed 2/22/17 Wed 2/22/17 73
75 2 PSAP 33,34,35,36,37,38,39,40 1day Thu 2/23/17 Thu 2/23/17 74
76 2 PSAP 41,42,43,44,45,46,47,48 1 day Fri 2/24/17  Fri 2/24/17 75
7 = PSAP 49,50,51,52,53,54,55,56 1 day Mon 2/27/17 Mon 2/27/17 76
78 g PSAP 57,58,59,60,61,62,63,64 1 day Tue 2/28/17 Tue 2/28/17 77
74 r- PSAP 65,66,67,68,69,70,71,72 1 day Wed 3/1/17 Wed 3/1/17 78
a0 K- PSAP 73,74,75,76,77,78,79,80 1 day Thu 3/2/17  Thu 3/2/17 79
81 = PSAP 81,82,83,84,85,86,87,88 1 day Fri3/3/17  Fri3f3/17 80
a2 a PSAP 89,90,91,92,93,94,95,96 1day Mon 3/6/17 Mon 3/6/17 81
a3 S PSAP 97,98,99,100,101,102,103,104 1 day Tue 3/7/17  Tue 3/7/17 82
a4 2 PSAP 105,106,107,108,109,110,111,1°1 day Wed 3/8/17 Woed 3/8/17 83
a5 = PSAP 113,114,115,116,117,118 1 day Thu 3/9/17 Thu 3/9/17 B4

CHANGE MANAGEMENT PLAN.

Deployment and Installation Change Management Process:

The Remote Data Distribution Modules (RDDM’s) are customized for the particular PSAP equipment the
device will connect to. In addition, ECaTS pre-configures portals and CDR/ALI parsers for the equipment
that should be at the PSAP and where needed creates parser updates in anticipation of the install. The
preparation work that is done for install is to ensure a fast and smooth deployment with systems
configured before any work is done to ensure the process is efficient. This initial configuration of parsers
and the RDDM is part of the deployment process and requires no special action.
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In the event that the equipment at the PSAP changes either during the deployment process (once
engineers are schedule to install) or after the RDDM has been installed a change order will be required to
update the RDDM configuration and the CDR/ALI parsing software to support the new equipment. All
change requests of this nature are fixed cost (or no cost) and include all necessary activities to ensure
proper ECaTS operation in the event of the change. What follows are the types of change requests that
would be encounter during the deployment phase of the project and the process necessary to implement
the change.

Equipment Change During Installation
In the event the PSAP equipment changes (ex: from Viper to Sentinel) and ECaTS has not yet deployed the
RDDM the change process occurs as follows:

1. Submit a Before Installation Equipment Change request form

2. Sign the Change request form and send to the ECaTS Project Manager

3. ECaTS will process the change request and return a change request number which can be used
for tracking.

4. Once the change has been made and passed ECaTS QA a counter signature for acceptance will be

done to close out the change request as delivered.

Equipment Change After Installation
In the event the PSAP equipment changes (ex: from Viper to Sentinel) and ECaTS has deployed the RDDM
the change process occurs as follows:

1. Submit an After Installation Equipment Change request form

2. Sign the Change request form and send to the ECaTS Project Manager

3. ECaTS will process the change request and return a change request number which can be used
for tracking.

4, Once the change has been made and passed ECaTS QA a counter signature for acceptance will be

done to close out the change request as delivered.

Architecture Change Before Installation
In the event the PSAP architecture changes (ex: standalone to remote or geo-diverse) and ECaTS has not
yet deployed the RDDM the change process occurs as follows:

1. Submit a Before Installation Architectural Change request form

2. Sign the Change request form and send to the ECaTS Project Manager

3. ECaTS will process the change request and return a change request number which can be used
for tracking.

4, Once the change has been made and passed ECaTS QA a counter signature for acceptance will be

done to close out the change request as delivered.

Architecture Change After Installation
In the event the PSAP equipment changes (ex: standalone to remote or geo-diverse) and ECaTS has
deployed the RDDM the change process occurs as follows:
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1. Submit an After Installation Architecture Change request form

2. Sign the Change request form and send to the ECaTS Project Manager

3. ECaTS will process the change request and return a change request number which can be used
for tracking.

4. Once the change has been made and passed ECaTS QA a counter signature for acceptance will be

done to close out the change request as delivered.

POST CLOSEOUT CHANGE REQUEST FORM

When a PSAP replaces equipment or migrates to a hosted environment after all systems have been
installed a change order is required as this is outside the ECaTS maintenance agreement, and the current
agreement does not cover these activities. Please note that only when new equipment is installed or new
hosted sites are brought up costs will be incurred, software maintenance and upgrades of the existing
equipment is covered under the standard ECaTS maintenance agreement and does not incur any
additional charges. The costs are fixed depending on the activity that is taking place, and the cost of the
hardware is included in the fixed amount.

New Equipment Upgrade
When new hardware is installed at a PSAP that already has an ECaTS RDDM present the same activities
that occurred during initial deployment are repeated for the new equipment. This includes the following:

Ensuring the CDR port on the new CPE is active

Connecting the RDDM to the new CPE’s CDR feed

Creating new Line Profiles for the new equipment

System Acceptance of the new profiles through manual report validation (compare the RAW data
to the report)

5. Delivery of the updated data and merging with the data from the previous equipment

el NS S

Existing Site to a New Hosted Deployment

As vendors continue to release more and more capable equipment, more and more PSAPs are
consolidating in to a hosted and/or remote configurations (sometimes both). When a PSAP moves from
standard to a hosted environment, such that one or two primary locations will host all call activity for
multiple PSAPs, the ECaTS RDDM required for this must also be upgraded and put into a fault tolerant hot-
hot failover configuration to ensure uninterrupted collection and delivery of the call data. In addition to
the new/additional hardware required to support a hosted deployment the same activities that occurred
for a hardware upgrade also occur for a new hosted deployment with the following additions:

If dial-up connectivity is used, another dial-up line needs to be added to the site

Profile and Validation activity must occur for EACH PSAP in the host

ECaTS configuration needs to be updated to support the dual RDDM’s at the PSAP

Multiple PSAP instances must be created for each host, and separate entries in the ECaTS system
need to be made to support those hosted PSAPs.

el NS S
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Adding New Hosts to an Existing Hosted Deployment
In the event a new PSAP is added to a host that is already configured with the ECaTS system, the activities
associated with this are the same as those required for a hardware upgrade (though no additional
hardware is needed), specifically these actives include:

1. Establishing a new instance of the PSAP and combining the old data with the instance

2. Creating new Line Profiles for the PSAP based on the host data

3. System Acceptance of the new profiles through manual report validation (compare the RAW data
to the report)

4. Delivery of the updated data and merging with the data from the previous equipment

Brand New PSAP Deployment (Single Site)

When a new PSAP is added, the deployment is similar to the process for adding a new host to an existing
hosted deployment. A new RDDM will be procured and this will be installed at the site, the steps for the
deployment are as follows:

Establish connectivity at the site with one Measured-rate Business phone line (1MB)
Order new RDDM and configure for new site

Create new line profiles for the PSAP based on the data collected by new RDDM
System Acceptance for the new profile through manual report validation

Delivery of new PSAP reports to the PSAP

Training the PSAP to use ECaTS

SRR -

Brand New PSAP Deployment (Hosted Site)

When creating a new hosted PSAP each site where the hosted data resides must utilize redundant RDDM'’s
that are certified for hosted sites. The process for installing these systems are similar to the upgrade to a
hosted site process with the addition of the connectivity provisioning to enable the RDDM to transmit
data to the ECaTS data center.

If dial-up connectivity is used, another dial-up line needs to be added to the site
Order new RDDM'’s and configure for each host site (2 RDDM'’s per site)

Establish new portal instance for each hosted site in the new hosted deployment
Profile lines for each PSAP in the host

System Acceptance for each PSAP in the host

Delivery of new reports to each hosted PSAP

Train each PSAP in the host how to use the ECaTS system

Nook~wbdE

Implementation and Deployment Change Request Form:
ECaTS provides two Change Request Forms, one for changes during deployment and rollout and one for
after deployment and rollout. Those forms are provided below:

Implementation and Deployment Change Request Form

Name of Person Making Request 4 H
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Date of Request i

PSAP Name

|
PSAP Address J

T T

PSAP Contact

Description of the Change
(include additional information on the
back if necessary)

Before Install

] Equipment Change

Change Request Type/Cost _
(It is be possible to have both equipment ] Architecture Change
and architecture changes in the same  After Install

request) [] Equipment Change
[_] Architecture Change

For ECaTS Use Only

Date Request Received
Date Request Processed
Date Request Passed QA
Date Request Implemented

Change Order Acceptance

Accepted by ECaTS Accepted by Alabama 911 Board

Change Management Form for General Changes
The following form is used for changes after closeout.
PROJECT CHANGE REQUEST FORM

Project Name: AL-NG911
Prepared by:

Date:

Control No:

_

Area of Change:
Scope [ 1] Schedule [ ]
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Budget [ ] Quality [ ]

Is this Change the result of a Risk Management Action?
No [ 1] Yes [ 1]

Proposed Change Description and References:
Description:

Current Use Case:

Enhancement Use Case

Justification:

Initial Review Date: Assigned to:

Action Comments

Approve for Impact Analysis

Reject
Defer Until
Express Approval

_

Configuration Items Affected
(e.g. product specifications):

Impact on Cost:

Impact on Schedule:

Impact on Resources:

Impact on System:

Risk associated with
implementing the change:

Risk associated with not
implementing the change:

Final Review Results:

Review Date:
Priority: High[ ] Medium [ ] Low][ ]
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Specific Requirements Definition:

Additional Resource Requirements: Work Hours Rate Cost
Dev $180.00

QA $160.00

System Analyst $140.00

PM, BA and IT Support (to promote) $180.00

Totals

Impact of Not Implementing the Change:

Alternatives to the Proposed Change:

_

This section contains a final write up with recommendations

Project Name: AL-NG911
Project Manager:

| have reviewed the information contained in this Project Change Request Form and agree:

Name Title Signature Date

The signatures above indicate an understanding of the purpose and content of this document by those
signing it. By signing this document, they agree to this as the formal Project Change Request Form.

CONFIGURATION MANAGEMENT PLAN

Configuration management for every ECaTS deployment is managed by the Client Communication
Specialist (CCS) assigned to the PSAP and involves coordinating configuration of the platform for reporting.
Configuration in ECaTS consists of assigning users to the portal and the PSAPs they have assigned for
reporting. Identifying any functional restrictions for any users and working with the PSAP and service
provider to complete the Line Profile Worksheet for reporting all call types. Configuration management
is tightly linked with the risk management as any change in configuration after implementation could
present a risk. To accommodate configuration changes and mitigate any risk ECaTS requires various
documents to be filled out and sent to the assigned CCS where they will coordinate the configuration
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changes needed in the system to ensure they are made with risk mitigation on the forefront to prevent
any unnecessary delays in project roll-out or ongoing reporting.

Line Profile Worksheet:
The worksheet below is used to classify each incoming line to a PSAP and to assign its call type and
reporting trunk group.

Pleaga resarm bomm s

St Narma
Ciommty:

PRAF B
Seaving Teloo:
CIPE Previded:
Eoquiporetn Types:
Effisctivee Dase:
Hcmsed Sis{s):
Couated By:
Croaed Duse:

PEAP Hame - Parser - Line Profile Sheet

Sample PLAP
Samphe Comey
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Any saloo USA

Aery Prowider USE,
Any Equipmass
A0S

Hone . Siand sloas
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ey

liamhor of Positons/Siatiors et PSAR:

Ousiticsa: Pleass call [ructiipgs Tachnleal Ssppon o 916717 3759, or small sepponSneatedi . com

T

Histo Home LlsaTascuit Hambes) UnefCall Type: | GeoupTasdem hame | [y H— | 4 pocial Pt |
il BI1 Trask 11 Calli | Winshne Trunir I |

1120 LRI Admnataee | Ham [1Z348E-aa I

10 EMRD 10 Dt Emamarey | Threc [l Frigenty IL : [

| |

User Request Form:
The user request form is used to assign PSAP reporting access as well as system functionality to a user.
The CCS will assign the user and roles after confirming with the project sponsor that the requested access

is valid.
User Account List Alabama Statewide
PSAP FCC ID PSAP Name Email Phone Number Roll Date Created Notes Created By
12345 Big Police Department [Joe User |juser@example.com [123-456-7890 |PSAP Manager 4/1/2016 Jordan Elliston

COMMUNICATIONS PLAN.

ECaTS has developed a Communication Matrix outlining the various communication paths guiding
successful product implementation. This matrix is represented in the following table:

Type Objective Medium Frequency Audience Chairperson Deliverable
Kickoff Introductions, review | Face to face Once AE and ECaTS Project Agenda,
objectives, establish delivery team Manager Minutes
com. Plan
PSAP Determine network | Conference Asneeded [ PSAPIT and CPE | Project PSAP Inventory
Deployment | connectivity, CDR calls team Coordinator | Worksheet, VPN (if
activity and schedule used), Install Date
install of RDDM
System Validate reports Conference Asneeded | System Analysts | Analyst Line profile sheet,
Acceptance | match RAW data Call and PSAP Telco Manager completed
reports.
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Type Objective Medium Frequency Audience Chairperson Deliverable
Project Review status with ECaTS Face to | Bi-Weekly Project Team Project Plan updates
Team project team face Manager
Project Report status, Face to face or | Weekly Client, Project Project Project Status
Status milestones and conference Team Manager report

progress call

Meetings requiring staff in both California and Alabama will utilize Lync Meetings or Join.me which allows
people in both sites to view a common computer display and share voice communication.

QUALITY ASSURANCE AND QUALITY CONTROL PLAN.

Quality Assurance/Control is provided through the use to multiple testing types and cycles both during
and after the deployment of the ECATS system. What follow sis a description of the types of testing and
processes that are used to ensure quality in both delivery and reporting (system acceptance).

SCOPE
Module Notes
Data flow to dedicated Database Raw data

Call Data perfection (CDR, ALI)
Data Base Tables population
Roll ups

Reports

Services (email generation, etc.)
Security/ Roles

Data format is readable for our parsers
Data flows to correct fields in the data base
Data presented for reports correctly
Reports are accurate

Services are running

User permissions

Profiles 911, Admin call types identified
System performance Acceptable

User volume Expected number of users can use system simultaneously
TEST TYPES

1. Unit testing (done by developers)

2. Functional testing

3. Stress testing

4. Load testing

5. System testing

6. Security testing

7. Regression testing

8. User acceptance testing

Brief Description:

1. Unit Testing

The developers test their module to check if individual units of source code are fit for use. A unit is the
smallest testable part of an application. In procedural programming a unit may be an individual function
or procedure. Unit tests are typically written and run by software developers to ensure that code meets
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its design and behaves as intended. Its implementation can vary from being very manual (pencil and
paper) to being formalized as part of build automation.

2. Functional Testing

This test will confirm that all the functionalities mentioned in the requirement document are working
correctly as designed. From the tester’s perspective, this test will be carried out from Unit Testing all the
way to production.

3. Stress Testing

This test demonstrates stability of the system. It is conducted to evaluate a system beyond the limits of
its specified requirements to determine the load under which it fails and how. Often this is performance
testing using a very high level of simulated load. Also acceptable data parameters for example invalid date
ranges, etc.

4, Load Testing
Load testing will be carried out by putting a server, computer, network or application to work level
approaching the limits of its specifications.

5. System Testing
Whole functionality of the system will be tested based on Test cases written based on System
Requirements.

6. Security Testing
Secure access, password and session security.

7. Regression Testing
Regression is executed throughout system testing period and before each production release. This test
makes sure bug fixes didn’t cause unexpected issues.

8. User Acceptance Testing

After in house system, functional, regression, stress, etc. testing passed and no showstoppers found,
software can be promoted to UAT environment for User Acceptance testing. The UAT site will be on
production hardware and will have all the security features of standard production environment.
Performance will be identical to production. It will also contain copy of production data. Note, current
incoming data is not available at this environment.

TEST PROCESS FLOW
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COMPLETION CRITERIA FOR TESTING

A critical aspect of monitoring the progress and acceptance of the end result of Testing will be a clear
understanding and agreement on completion criteria. One key aspect of this is the successful
identification and resolution of issues/bugs. Issues/bugs are categorized as follows:

. Critical - Causes system to crash or does not support critical function requirements. There is no
acceptable work- around. Unable to execute common use case. Data incorrectly presented to the
end user.

. High - Causes significant system degradation. Use case can be completed with difficulty.

. Medium - Causes moderate system degradation or work around to support functional
requirement. Use case can be completed with moderate to minor impact to expected process.

. Low - Causes minor system degradation or minor work around. Use case can be completed with

minor to no impact to business process.

COMPLETION CRITERIA FOR SYSTEM TESTING

. Each test case executed successfully

. Automation tests passed

. Load tests passed

. Regression tests passed

. No critical, high or medium issues left.

. Security and Roles established and tested.
Test tools

Test complete - automation framework

General Manual Testing — over 300 pages of ECaTS test plans are executed before deployment.
Load Ul Web - load testing

TFS — bug tracking system
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SYSTEM ACCEPTANCE
The system acceptance plan and process is used to ensure 100% accurate reporting once data collection
and parsing has been validated using the process descried above.

ECaTS System Acceptance Procedure
Overview
The purpose of the ECaTS PSAP system acceptance (SA) process is to validate that the PSAP profile that
has been loaded into ECaTS is accurate and that the ECaTS business rules are correct in providing the
various ECaTS reports.
The PSAP profile is a listing of all the trunks and station IDs that have been identified for each PSAP. It
includes a listing of each of the names of 9-1-1 trunks and of the 10-digit administrative lines that ECaTS
will report on for each PSAP.
Call Detail Records (CDR) for calls on 9-1-1 trunks usually include ANI (Automatic Number Identifier —a.k.a.
the telephone number) and ALI (Automatic Location Identifier) data. Examples of 9-1-1 call records are

provided on Exhibit A.

9-1-1 CDR elements tracked by ECaTS:

ANI Callers telephone number. Sometimes this number will be the pseudo
ANI (“pANI) assigned to a wireless call.

Trunk Seizure Time the time stamp that describes the specific time that a call arrives at a
PSAP

Trunk Name The name of the trunk that the call is received on

Ring Start Time The time that the call starts to ring (audibly or visually) at the PSAP.

Answer Position The station that answers the call at the PSAP

Answer Time The time that the call is answered

Various Call Events Information such as on-hold, off-hold, and transfer

Hang Up Time The time the PSAP call taker hangs up

Trunk Release Time The time that the trunk is disconnected

ALLI String: ANI The callers telephone number. In the case of wireless calls where a pANI
was provided in the ANI string, the actual callers callback number is
provide.

Class of Service A four-character name that describes the type of telephone that the call
was placed on (i.e. RESD, PBXb, BUSN, WPH1, WPH2, VOIP)

All other information is inconsequential for ECaTS purposes

10-digit administrative lines (“10-Digit Admin™) include a number of different titles: EMERG POTS, PBX,
POTS, SHRD PBX, SHRD PRIV, and other custom names. Typically, 10-digit lines are broken into two
categories: “10-Digit Emergency” and “10-Digit Admin” as defined by the PSAP Manager. CDR strings for
10-digit calls include significantly less information than 9-1-1 call records. Examples of 10-digit admin call
records are provided on Exhibit B.
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SYSTEM ACCEPTANCE PROCESS
[The System Acceptance (SA) process is tracked on Team Foundation Server (TFS).]
The SA process is a tedious and monotonous exercise at first, but efficiencies can be developed over time.

It involves printing specific reports for a specific day and then analyzing the raw data to be sure that each
report reflects the information provided in the raw data file.

Step 1:

. Print the PSAP Call Summary report for the past or current month.

. Select a day that is not the first or last day of the month and has some abandoned calls. Pick a day
with at least fifty 9-1-1 calls so there is a good sampling of data. If there are no days with at least
50 9-1-1 calls, pick the day with the highest number of 9-1-1 calls during the current or past
month.

Step 2:

. Print the following reports for the selected day:

o Calls By Circuit

o Calls Per Hour

o Class of Service

o Initial Station Total Calls (Not for Utah)

0 PSAP Answer Times

Step 3:

. Retrieve the Raw Data from ECaTS system for the selected day and paste into a word document

and save the document with the PSAP name and date of the raw data (example: Fresno PD 091411). The
reason it is pasted into a MS Word document is so that various counts can be made using the “Advanced
Find” functionality.

0 Using the “Advance Find” function (far left of the “Home” tab bar under “Find”) and the “Find In”
tab, “Main Document”, search for the word “Outbound” and highlight the results with a bright
color

0 Using the same process, highlight any types of page breaks, page header or page footer
information that reoccurs throughout the document with the same color.

0 Search the entire document and delete all of the outbound records, page breaks, headers and

footers so you have one continuous list of all the incoming calls and user log-on/log off
information if available.

0 Save this document with the PSAP name, date of the raw data and the word “Modified” in the
title. Example: “Fresno PD 091411 Modified”.

Step 4: Calls by Circuit Report Validation

The next step is to compare each of the reports listed above with to the raw data for the selected day.
Effectively, this process is an attempt to manually validate that all of the elements on each report are
accurate. Information that cannot be confirmed as correct must be reported to the development staff to
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resolve. Hint: Most differences are a result of the manual verification process rather than the ECaTS
reports so all differences need to be double and triple checked.

The following is what is verified for each report:

Calls By Circuit Report — This report lists each circuit (9-1-1 trunks and 10-digit lines) many calls were
delivered to each circuit. [Note: The terms “circuit”, “trunk” and “line” are interchangeable, but for the
purpose of this discussion, “trunk” is used to describe 9-1-1 circuits and “line” is used to describe 10-digit

circuits. “Circuits” refers to all trunks and lines.]

This report is verified by counting the number of calls for each circuit in the raw data. It is also a way to
identify any circuits that may be in the raw data but haven’t been counted by ECaTS — which happens
when the ECaTS trunk profile doesn’t include all the trunks.

Validation steps:

1. Highlight (with a bright color — red works well) the names of all the circuits in the raw data.

2. Next do a search for each circuit name with circuit number included (like “TRUNK #151”, “PBX
#1”, or“ 02 “). The Advanced Find function will provide a count of each search that should match
the count provided on the ECaTS report. Highlight all findings with a different color than what
was used to find all the circuit types (green works good). Keep track of those that match the ECaTS
count and those that don't.

3. After counting all 9-1-1 calls scan for red highlighted items left over and troubleshoot. Check if
the date matches with the date you have chosen. If you are missing 911 calls look thru the raw
data from the previous day and the following day. We have found calls reported two days after

the fact.
4, Make sure the calls you leave on this document are only calls that count.
5. Date and Initial the hard copy of the ECaTS Report and save.

Calls Per Hour Report — This report lists the 9-1-1 calls that were received each hour. It provides
information about all the calls that came in as well as the number of abandoned calls. An abandoned call
is defined as a call where the caller hangs up before the call is answered by the PSAP call taker.

This is verified by identifying the trunk seizure time stamp on each call and counting the number of calls
in the raw data for each hour.

Validation Steps:

1. Search, highlight and count the trunk seizure time stamps for each hourly period and compare
the results with the Calls per Hour Report.
2. Abandoned calls are verified by searching (highlighting the “ABAN” or “Abandoned” or “A01” for

Positron Std) and verifying that the quantity matches the hour that is on the report. Typically, this
is a manual count (1, 2, 3 ...) for each hour.
3. Keep track of any discrepancies identified to include in your report to the development team.

TIP: If you find extra ones make sure they don’t belong to the previous day by looking and the date the
call happened.
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Class of Service Report - This report lists the number of calls received for each class of service. This is
verified by counting the number of 9-1-1 calls for each class of service in the raw data.

Validation Steps:

1. Search, highlight and count each class type on the Class of Service Report - dark gray works well
for this. Example of class of services: BUSN, RESD, VOIP, WPH1, WPH2. “NONE” indicates records
that contain no class of service indicator, including “No ALl Information Available” and “NO
RECORD FOUND”.

2. Each record should only be counted once. Quite often the count will be higher than the count on
the ECaTS report. This is due to the fact that the four-character code for each class may appear
more than once in the call record. In order to validate the count, you will review each record to
identify where the class code appears more than once in a record. Highlight the additional class
of service codes found on the same record with light gray and keep track of the extras so you can
adjust the count for comparison purposes.

3. Compare the count of each class of service found on your document with the count on the report
and report discrepancies to the development team.

Initial Station Total Calls Report — This report lists the number of calls received each hour by each
answering position. (Utah does not utilize this report.) The reason it is called “Initial Station” is that a call
may be transferred from one station to another during the call. The report is intended to reflect the first
station that answers the call.

The initial station is verified by searching the raw data for the answering position that first answers the
call. The initial station is indicated differently for each system — see examples in Exhibits A and B.

Validation Steps:

1. Search, highlight and count each work station number that answers each call.
2. Compare the count of each initial station per hour and report discrepancies to the development
team.

PSAP Answer Time Report — This report shows the number of calls that were answered within various
time categories (0-10 seconds, 11-20 seconds, 21-60 seconds, 61-120 seconds and 120+ seconds). This is
verified by looking at each 9-1-1 call and calculating the difference between the ring time and the answer
time. Since the logic for this measurement is the same for all PSAPs, this verification needs to be done
only once for each type of CPE for each state.

Validation Steps:

1. This validation process is different from the others in that the answer time for each record must
be done manually. You need to calculate the time duration (in seconds) between the trunk seizure
time and the answer time. Note: for California, ECaTS deducts 2 seconds from each calculation
so that a call that is answered in 12 seconds is recorded as being answered in 10 seconds.
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2. Since we are only doing this validation once for each CPE system in each state, all calls for the day
chosen should be verified.
3. It has been found to be helpful to enter the number of seconds for the answer time duration at

the far right of the first row of each call record and then highlighting each number based on the
time category. That way you can count the colors for each hour to compare with the report.
4. Report any identified discrepancies to the development team.

RISk MANAGEMENT PLAN.

Risk MATRIX SUMMARY
The table below is represents the overall risk matrix summary for all risks identified in the project, detailed
mitigation for each risk can be found in the corresponding section in the remainder of this document.

Section Risk(s)

Business Analysis | 1. Project does not start on 4/1/2015
and Project 2. PSAP deployment schedule is not accepted by 4/1/2015
Planning
Network Analysis | 1. Not all PSAPs provide their revised inventory worksheet
and Design Phase | 5 pgAps are not able to provide networking information
3. ECaTS is not able to procure the hardware in time for installation
4. ECaTS is not able to get an appropriate count of modems (if needed) in
time for installation.
Provisioning 1. PSAP does not have internet access via a Wide Area Network
Phase connection
2. PSAP wants a Virtual Private Network (VPN) for shared network

deployment
3. PSAP wants to establish connectivity via MPLS integration
PSAP distance to a circuit results in very slow DSL speeds
PSAP does not have an available port on their network switch for the
RDDM
RDDM’s are not configured in time for shipment
RDDM unit arrives DOA from manufacturer and cannot be configured.
RDDM is damaged during shipping
RDDMs do not arrive at the correct location.

o &

Network
Preparation Phase

RDDM Shipment

Portal
Configuration

Critical information is missing to configure the Portal

Trunk information was not

No FCC ID can be found for a particular PSAP

PSAP does not know ALI format/provider priori to installation

Aurrive at site to discover no connectivity.

PSAP cannot get a technician to work with ECaTS on the date of
installation.

Problems with the Customer Premise Equipment (CPE)
. Problems with network connectivity to the PSAP
5. Appointment takes longer than expected at a PSAP

Network
Deployment

N e i Al A ol A

»>w
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6. Confusion over appointment time, CPE tech has urgent matter to take
care of, etc.

PSAP Acceptance | 1. Existing Call Detail Record (CDR) parsers are not able to parse out the
data

Existing ALI parsers are not able to parse the ALI data

PSAPs do not like the way the lines are profiled and grouped

CPE does not output certain data needed for a report (ex: no operator
data for operator reporting)

Acceptance process is taking too long.
PSAPS will not accept even though reports and data are matching 1 to 1.

Syllabus is not ready in time for training
Conflicts with the PSAP training schedule

No projector is available for the training

No on-site internet connectivity for the training.

Not all participants show up

Customer chooses not to pursue the customizations at this time.
Customer is unable to provide customization input due to not having the
ECaTS system

Customization requests exceed the included 40 hours

Customization request requires additional data elements

Business Requirement Document (BRD) needs change

Hwn

Training
Preparation

Training

Portal
Customizations

NPl D PN P o O

Software
Configuration
Phase

Software engineer turn over
Requirement for data to create enhancement
Long Quality Assurance (QA) cycle

A e Sl

PLANNING AND DESIGN RISKS

Description:

The planning and design portion of the project involves the upfront activities necessary to successfully
deploy the ECaTS system

Business Analysis and Project Planning

This section of the project plan involves the creation of the project schedules. There are two schedules
that will be created, the project deployment schedule which includes all aspects of the deployment and
the PSAP deployment schedule which covers the planning for installation of the data collection devices at
each PSAP.

Risk(s):

1. © Project Schedule does not get completed by 4/1/2015
To mitigate: Necessary weekend work and additional overtime will need to be done by all
requisite ECaTS team members in order to ensure prompt delivery of the final project
schedule.

2. PSAP deployment schedule does not get completed by 4/1/2015
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To mitigate: Similar to the project schedule, appropriate ECaTS staff will be required to work
weekends and overtime in order to complete a PSAP deployment schedule that enables
complete deployment of all RDDM’s within a 30 business day period.

Execution and Build

Description:

The execution and build phase of the project involves the establishment of network connectivity at each
PSAP for the RDDM to utilize, the build out of the RDDM units at ECaTS headquarters, and the shipping of
the units to the field.

Network Analysis and Design Risks

Description:

The network analysis and design phase of the project is concerned with the PSAP inventory and hardware
procurement.

Risk(s)
1. Not all PSAPs provide their revised inventory worksheet

To mitigate: ECaTS will follow up with the PSAPs that are not providing the input and will work
with them to obtain the information necessary to successfully profile their PSAP.

To mitigate: Alabama 9-1-1 Board can compel the PSAPs to provide this information by setting
a hard due date and holding the PSAPs accountable to that date for providing the information to
ECaTs.

To mitigate: ECaTS can do an onsite assessment during install, and provide the revisions during
the installation at the PSAP.

2. PSAPs are not able to provide networking information

To mitigate: ECaTS will have our network engineering group work directly with the PSAP to
assist in the identification of worksheet information (ex: switch to connect to, type of external
access, etc.)

3. ECaTS is not able to procure the hardware in time for installation

To mitigate: ECaTS will procure hardware in batches and will schedule each batch to arrive at
the time the batch is set to be configured and shipped. By staggering out the shipments, proper
time is provided to the vendors to overcome inventory shortfalls.

To mitigate: ECaTS has multiple vendors that hardware can be sourced from, and will utilize the
additional vendor(s) to ensure equipment is ready and available when needed.

To mitigate: ECaTS can have its vendors drop ship the hardware to the staging destination,
ensuring the hardware is present for install when the field engineer arrives.

To mitigate: ECaTS utilizes common components for the RDDM units, if needed, these
components can be procured from regional computer stores (ex: Fry’s electronics, Best Buy,
etc.) and hardware assembled in-house at ECaTS HQ.

4. ECaTS is not able to get an appropriate count of modems (if needed) in time for installation.
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To mitigate: ECaTS uses standard US Robotics 56k v92 external modems that can be procured
from an electronics outlet store, if needed these modems will be procured during installation
from local retail outlets.

To mitigate: ECaTS can order the modem devices from an online vendor (ex: Amazon, New Egg,
etc.) and next day drop ship the modem to the appropriate PSAP in time for installation.

Provisioning Risks

Description:

The network provisioning phase of the project is to establish connectivity at each PSAP using either a
shared network (LAN-WAN), dedicated high speed secondary circuit (ex: DSL) or establishing a plain old
telephone system (POTS) connection for using a modem for data up linking. The goal of this phase is to
isolate connectivity at each PSAP so during installation there is a method for the RDDM unit to transmit
its data to the ECaTS data center.

Risk(s):

1. PSAP does not have internet access via a Wide Area Network connection
To mitigate: ECaTS will require the use of a POTS connection using a modem to transmit data to
the ECaTS data center.

2. PSAP wants a Virtual Private Network (VPN) for shared network deployment
To mitigate: ECaTS is able to offer multiple methods of VPN connectivity and will work with the
PSAP IT personnel to establish the type that works for the PSAP.
To mitigate: If the PSAP requires a custom VPN client, ECaTS will need the VPN software from
the PSAP, and will configure and install it to ensure connectivity.

3. PSAP wants to establish connectivity via MPLS integration
To mitigate: The PSAP will be provided with a rate fee for the use of an MPLS circuit to the
ECaTS data center. As provisioning is the responsibility of the PSAP, ECaTS can facilitate an
MPLS circuit, but any costs will be incurred by the PSAP.
To mitigate: Sometimes the idea of an MPLS integration is better than the actual need, ECaTS
will work with the PSAP networking group to be sure the MPLS integration is really what is
desired, making sure to help the PSAP understand the additional costs they could incur from
this.

4. PSAP distance to a circuit results in very slow DSL speeds
To mitigate: The ECaTS RDDM is a low bandwidth device, provided the DSL line is active with a
static IP, a minimum of at least 5.6k would be needed to ensure proper data transmission and
remote maintenance of the RDDM, provided this minimum bandwidth is available, the DSL
circuit will be satisfactory.
To mitigate: In the event the DSL line is shared, the PSAP may need to procure an additional line
to ensure non interruption of existing system on an already degraded DSL connection

5. PSAP does not have an available port on their network switch for the RDDM
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To mitigate: The PSAP will need to expand the switch if its modular to ensure there is an
available network port when installation occurs.

To mitigate: The PSAP may need to purchase an upgraded switch with more ports to
accommodate the additional connectivity required of the RDDM (minimum is one Ethernet
connection)

To mitigate: ECaTS can provide an unmanaged 8 port gigabit switch which can be used to
extend the availed number of switch plugs by 6 (one will be used to uplink to the switch and the
other will be used to reconnect the device that was disconnected from the primary switch in
order to uplink the switch to it).

Network Preparation Risks

Description:

The network preparation phase involves the configuration of the RDDM’s which will be installed at each
PSAP. Depending on the type of provision established at the PSAP, the RDDM will be configured to utilize
the appropriate uplink and will be configured for data collection for the PSAP the RDDM is to be installed
in.

Risks(s)
1. RDDM’s are not configured in time for shipment

To mitigate: RDDM’s can be configured in the field based on what is present at the PSAP.

To mitigate: Change the shipping type for the RDDM group from ground shipping to next day
air. Current ground shipping is 5-7 business days, and by using a next day shipping method,
additional time can be used for RDDM configuration.

To mitigate: Delay the shipment of the RDDM group until all the machines are configured,
thereby potentially pushing out the schedule, though current scheduling of RDDM delivery is at
least 14 days before any scheduled install.

2. RDDM unit arrives DOA from manufacturer and cannot be configured.

To mitigate: ECaTS will procure additional RDDM units for the install which can be used to
replace any DOA unit.

To mitigate: ECaTS engineers will identify the failed component in the RDDM and either order to
pick up from a local vendor the required equipment which as failed.

RDDM Shipment Risks

Description:

The RDDM shipment phase is just that, the shipment of the RDDM'’s to a staging PSAP where the ECaTS
field engineer will be able to replenish install inventory and continue on with the install. The idea with
the shipping phase is to have equipment on site and ready for pickup as the ECaTS installation engineer
makes their way along the install route planned for them.

Risk(s)
1. RDDM is damaged during shipping
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To mitigate: With each staging shipment, additional RDDM units will be included to avoid a
potential delay from a unit that is damaged during shipment.

To mitigate: The field engineer can diagnose the failed component and will procure the
replacement part from a local vendor.

2. RDDM'’s do not arrive at the correct location

To mitigate: When ECaTS is informed that the RDDM group has been delivered, ECaTS will
follow-up with the PSAP to ensure the delivery occurred at the correct location, and will work
with the shipping company to re-route in the event the confirmation results in no units being
present at the site.

To mitigate: The RDDM units are shipped at least 14 days before they are needed for
installation, in the event of a misrouted shipment there will be sufficient time for ECaTS to
coordinate with the delivery vendor to pick up and redeliver the units to the correct address.
To mitigate: ECaTS can arrange for delivery signature with a specific individual, if the shipment
is misrouted, this individual would not be present to receive the equipment and ECaTS would
work with the shipping company to resolve the delivery issue.

Implementation

Description:

The implementation phase of the project involves the actual deployment of the ECaTS remote data
distribution module (RDDM) into each PSAP, the connecting of the device to the customer premise
equipment (CPE) to gather CDR data, the uplink of the RDDM to the network in order to transmit its data
back to the ECaTS data center, and finally the parsing and storage of the data in order to create reports.

Portal Configuration Risks

Description:

Portal configuration involves the establishment of an instance for the PSAP in the portal, configuration of
the equipment profile, establishing contacts and addresses and setting the correct ALI and Data parsers
for the data that will be received from the PSAP the RDDM is to be installed in.

Risk(s)

1. Critical information is missing to configure the Portal
To mitigate: ECaTS will enter ‘place holder’ data in the system to accommodate the missing
data, thereby allowing for the creation of the PSAP instance in the portal.

2. Trunk information was not obtained

To mitigate: Create a blank profile of the correct equipment type in the ECaTS system and allow
the auto-profiler to complete the profiling process as the system begins parsing data received
from the field.

To mitigate: Attempt to gather the trunk information during the installation process and have
the ECaTS field engineer relay this information to the analyst team before connecting the RDDM
to the network uplink (for sending data to ECaTS datacenter). This is known as ‘on-site
profiling’.
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3. No FCC ID can be found for a particular PSAP

To mitigate: ECaTS will create a pseudo FCC ID to uniquely identify the PSAP, the ID number will
be entered into the PSAP profile and will be used only to represent the PSAP until/when the
actual FCC ID can be located

4, PSAP does not know ALI format/provider priori to installation

To mitigate: ECaTS analysts will review a sample of the data as sent by a Field Engineer during
install and will establish at that time the appropriate ALI parser to use for the data

Network Deployment Risks

Description:

The network deployment phase is the actual physical installation of the RDDM at the respective PSAP and
establishment of the data feeds from the equipment and transmission of the collected data to the ECaTS
data center where the data can be extracted and loaded into the appropriate PSAP portal instance.

Risk(s)
1. Arrive at site to discover no connectivity.

To mitigate: Connectivity will be established to the site before installation, in the case where a
modem is going to be used, the telephone line and phone number should already be established
before install.

To mitigate: ECaTS can connect the RDDM to the CPE to begin the data collection process, the
device is able to buffer at least a year of data, thus the data can start being collected and a
follow up discussion between the PSAP network technician and the ECaTS network technician
can be had to resolve the connectivity problems at a later date.

2. PSAP cannot get a technician to work with ECaTS on the date of installation

To mitigate: the install schedule will be published ahead of time to allow for rescheduling at
PSAPs where a CPE tech will not be available to be present for the initial install date.

To mitigate: ECaTS can still attempt the installation, based on the assumption that the
equipment was configured during the provisioning phase of the project.

To mitigate: The installation time can be rescheduled to occur after the initial team has
completed their install. A sweeper team will be following the primary group and can be
scheduled to revisit this PSAP when a technician is available.

To mitigate: Project sponsor can use its centralized influence to compel the PSAPs to ensure
there are technicians available during installation.

3. Problems with the Customer Premise Equipment (CPE)

To mitigate: All installations must include the appropriate technician for the CPE on site. This
technician will be the main point of contact to resolve issues with the equipment. ECaTS needs
to be made aware of the technician and their contact information for the installation in order to
coordinate installation times.
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To mitigate: A support ticket may need to be opened with the vendor in order to resolve the
issue, if this is necessary and a delay occurs, the PSAP will need to be rescheduled for install
after the equipment issue has been resolved.

To mitigate: ECaTS will still deploy the RDDM, establish connectivity with the data center, and
leave all cables connected to the RDDM which need to be connected to the CPE. When the
issue is resolved, the onsite PSAP technician will only need to connect the cables to the CDR port
and the installation will be complete. ECaTS can work remotely with the technician to ensure
data is flowing.

4, Problems with network connectivity to the PSAP

To mitigate: In addition to an equipment technician the PSAP should have a network technician
available, ideally the same person involved in the provisioning phase, to work directly with
ECaTS network engineers to resolve the problem when found.

To mitigate: ECaTS can connect the RDDM to the CPE to begin the data collection process, the
device is able to buffer at least a year of data, thus the data can start being collected and a
follow up discussion between the PSAP network technician and the ECaTS network technician
can be had to resolve the connectivity problems at a later date.

5. Appointment takes longer than expected at a PSAP

To mitigate: ECaTS Project Coordinator and/or ECaTS Field Engineer will reach out to contacts at
next site to ensure they are still available, if it is found the contacts are not present the PSAP will
be skipped and a new installation time will be set.

To mitigate: Ensure that all CPE is outputting the correct data from the port and have all
technicians (equipment and network) present at the PSAP for the install to prevent any
unexpected delay.

To mitigate: Reschedule the installs remaining for that day, to prevent full schedule slippage and
have the sweeper team follow up with the missed PSAP.

6. Confusion over appointment time, CPE tech has urgent matter to take care of, etc.

To mitigate: ECaTS Field Engineer will call contacts an hour ahead of time to ensure meeting
time still works for everyone. Field Engineer will be flexible to accommodate the CPE tech when
necessary.

To mitigate: If the ECaTS engineer is able to access the PSAP, proceed with the installation, even
in the absence of any tech, ,a sweeper team can be scheduled to visit that site at a later date if
there is an issue discovered.

To mitigate: If the schedule allows, the field engineer could wait if asked and once the urgent
matter/confusion is alleviated proceed with the install.

PSAP Acceptance Risks

Description:

The PSAP acceptance phase of is the portion of the installation where the ECaTS analysts perform system
acceptance, and then hand off to the Client Communication Specialist team to work with the PSAP
contacts to review the accuracy of the reporting. Once the PSAP has been shown how the reports align

Page 136 of 167
AL-NG9-1-1-RFP-16-001 ATTACHMENT D- Technical Specifications




AL-NG9-1-1-RFP-16-001 ATTACHMENT D- Technical Specifications

with the RAW data, and agree with the accuracy of the reporting against the data obtained, the PSAP
acceptance phase is done. This process repeats for all PSAPs in the scope of the project.

Risk(s):
1.

Existing Call Detail Record (CDR) parsers are not able to parse out the data

To mitigate: The ECaTS engineering team will need to update or create a new CDR parser to
accommodate the data that is not able to be parsed.

Existing ALI parsers are not able to parse the ALl data

To mitigate: The ECaTS engineering team will need to update or create a new ALl parser to
accommodate the ALl data that cannot be parsed.

PSAPs do not like the way the lines are profiled and grouped

To mitigate: The ECaTS Client Communication Specialist team will work with the PSAP to
establish different grouping and naming for the line profile of their PSAP. While some data
cannot be changed (ROUTE/LINE NUMBERS are fixed), the goal is to create more logical
groupings for the PSAP.

To mitigate: If PSAPs have specific line types they want to report against (ex: wireless vs.
wireline), the profile can be updated to establish discrete call types to ensure a more granular
reporting.

CPE does not output certain data needed for a report (ex: no operator data for operator reporting)

To mitigate: If the option is available, recommend a change order for additional integration
within the PSAP (ex: ECaTS+ license from Intrado for Viper sites) and schedule the installation.
To mitigate: The report which will not populate properly can be hidden from the view of that
PSAP to prevent any kind of confusion on the part of the PSAP users (ex: seeing a report that
always returns no results)

Acceptance process is taking too long.

To mitigate: ECaTS will add additional analysts and Client Communication Specialist resources to
ensure the schedule does not slip due to a longer than anticipated acceptance phase.

PSAPS will not accept even though reports and data are matching 1:1

To mitigate: Alabama 9-1-1 Board, Project Sponsor, will need to facilitate the acceptance if the
data and reports are matching. If ECaTS numbers do not match a legacy MIS system this could
be due to many factors, and acceptance must be based on the accuracy for the ECaTS reporting
against the data ECaTS has available.

Closeout

Description:

The closeout phase of the project involves the scheduling and training of the user base to properly use
the ECaTS system in order to report against the activity in their PSAP. The closeout phase of the project
involves the creation of the testing materials as well as the scheduling of the testing for the PSAP.

Training Preparation Risks
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The training preparation phase involves the creation of the final syllabus and the scheduling of the training
events for all PSAPs.

Risk(s)
1. Syllabus is not ready in time for training

To mitigate: The training materials will be prepared at least a month before the training is
scheduled to begin

2. Conflicts with the PSAP training schedule

To mitigate: Schedule the training for that PSAP to occur during another PSAP’s training time.
To mitigate: Schedule a web based training for the PSAP that cannot attend.

To mitigate: Customer can schedule one of their trainers to train the PSAP, as ECaTS is providing
‘train-the-trainer’ type training to enable the customer to onboard users to the system.

Training Risks

The training phase is the actual on-site training of the PSAP personnel who will be using the ECaTS system.
The purpose of this phase is to introduce the final end user group to the application, train them on how
to use the reporting system and provide them with contacts to the Client Communication Specialist team.
This is the final phase of closeout and when complete, the user base will be ECaTS ready.

Risk(s):
1. No projector is available for the training
To mitigate: The ECaTS training will have their own projector to use in the event there is none
on site for the training.
| 2. No on-site internet connectivity for the training.
To mitigate: ECaTS trainers will come equipped with mobile Internet connectivity enabling them
to provide training without depending on site connectivity.
| 3. Not all participants show up

To mitigate: ECaTS will take a role call at each training and for those individuals that did not
make the training a follow up Webinar will be provided to them.

To mitigate: The individuals that miss the training can join a different training session if
available.

Customizations

Description:

The customization phase of the project occurs after closeout and does not have a direct impact on overall
project schedule. This phase involves the implementation of customized features and reporting into the
ECaTS platform. This phase of the project is inclusive of the contract term and includes up to 40 hours of
complimentary enhancement work. This phase of the project is best done up to two months after
closeout as it provides the best opportunity to gather requirements for customization and helps offset
the risk of phase scope creep.

Portal Customization Risks
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This section of the project involves the planning and preparation for ECaTS portal customizations. In order
to complete portal customizations a Joint application design (JAD) session will be held with key
stakeholders to understand the desired customizations and a subsequent Business Resource Document
(BRD) will be created outlining the customizations desired.

Risk(s):

1. Client chooses not to pursue the customizations at this time.
To mitigate: While this is not a risk per-se as skipping this option does not put the project plan
at risk; however, if this step is skipped it must remain off the schedule till final project closeout
before being taken up again, this ensures the schedule would be met that does not include this
task at this time.

2. Client is unable to provide customization input due to not having the ECaTS system
To mitigate: ECaTS recognizes the challenge in trying to customize a system that has not yet
been used. To overcome this, a series of webinars and demo presentations can be scheduled
before the customization JAD session to ensure everyone knows the standard system features
before engaging in a customization discussion.

3. Customization requests exceed the included 40 hours
To mitigate: Any customizations that are chosen which exceed the forty (40) hours of included
customizations will be priced based on the level of effort and the contractually agreed upon
development rate. The customizations will then be priced and the Alabama 9-1-1 Board will be
able to purchase the additional customizations.

4, Customization request requires additional data elements
To mitigate: In the event a customization request requires additional data from a PSAP, (ex:
integrating with a CS-1000 or other PBX) ECaTS will work with the PSAP and the equipment
provider to determine an integration path in order to obtain the data.

0 Inthe event the data cannot be obtained, the risk cannot be mitigated and the required
customization may not be available
5. Business Requirement Document (BRD) needs changes

To mitigate: Part of any design process is the back and forth that occurs during the refinement
of the requirements. ECaTS will version control the BRD to ensure all changes made over time
are documented and known, thereby showing the path that was taken to get from one aspect of
the BRD to another.

Software Configuration Risks

The software configuration phase of planning and design involves the actual coding and development of
the functionality described in the BRD. During this phase of the project ECaTS software engineers will be
implementing the customizations outlined by the BRD.

Risk(s):
1. Software engineer turn over
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To mitigate: In the event an assigned engineer to the enhancements departs ECaTS, appropriate
knowledge transfer will be done to another engineer to ensure limited if any impact to the
schedule.

To mitigate: ECaTS will be doubling up engineering resources on this project to ensure
appropriate cross training between engineering staff in the event of staff turnover.

2. Requirement for data to create enhancement

To mitigate: Postpone delivery of the enhancement till after Close Out, thereby enabling ECaTS
to utilize the RDDM fields units to obtain the data needed to create the enhancement.

To mitigate: Alabama 9-1-1 Board, Project Sponsor, may need to obtain sample data from
appropriate systems and send to ECaTS in order to create the enhancement, many systems
enable a data extraction and this may be needed to overcome a development challenge which
requires the use of that data.

3. Long Quality Assurance (QA) cycle

To mitigate: Assign additional QA and Engineering resources to the enhancement that is causing
the long cycle.

To mitigate: Break the enhancement up into even more silo’s and enabled expert resources to
work against their silo vs. having one or two engineers work the entire enhancement.

Software Acceptance Risks

The software acceptance phase is that part of customization deliver where the stakeholders will have the
opportunity to experience and test the enhancement. This is also known as Beta testing and it is expected
that software issues may be identified and changes may be requested based on how the users experience
the enhancement.

Risk(s):

1. UAT system has substandard performance
To mitigate: ECaTS uses a cloud based architecture and can scale up the UAT system to an
acceptable level of performance in the event of an architectural slow down.
To mitigate: The ECaTS code base will be examined to ensure there is no unusual issue with the
migration between QA and UAT environments. If an issue is identified appropriate resolution
will be made.

2. Required data is not available

To mitigate: Where possible, simulated data will be loaded in place of the actual system data.
While this still poses a risk to the final system, functionality can still be tested and passed.
During subsequent iterations of the software (after deployment), live data can be used to
further validate and test.

To mitigate: If the required data is scheduled to be available (RDDM install), expedite that
installation to overcome the risk of using simulated data. Appropriate rescheduling of the PSAP
may be required and the UAT schedule adjusted accordingly. Functional testing and acceptance
is still possible using the simulated data identified in a.
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To mitigate: Postpone the deployment of the enhancement to those PSAPs where data is
required but not yet obtained. This will enable deployment to those PSAPs which can utilize the
enhancement having passed simulated data usage and functional testing.

3. User(s) are unable to do testing when scheduled

To mitigate: Those users that are unable to test during the testing period will be contacted by
ECaTS to determine an appropriate time to review the enhancement via a Webinar. During the
webinar the user(s) will be presented with all functional aspects of the enhancement and
walked through and abridged test which covers functional aspects of the enhancement. This
will provide the user with the ability to provide input while maintaining the deployment
schedule through a chaperoned testing phase.

To mitigate: If the user is unable to participate in the webinar for the acceptance phase, ECaTS
will escalate to the project sponsor for permission to extend the testing schedule.

4. User(s) find functional issues

To mitigate: When a user discovers a deviation from the BRD the user should contact the Client
Communication Specialist (CCS) either via email of phone to report the issue. ECaTS will triage
the issue, and where appropriate, issue a support ticket to resolve any problem with the
software.

To mitigate: The user has access to the standard ECaTS support phone (888-725-8099) or
support email (support@ecats911.com) and can also report any issue through those channels.

5. User(s) want to change or update functionality

To mitigate: The acceptance schedule is based on the functionality agreed upon during the
acceptance of the Business Resource Document. In the event a functional deviation is desired, a
change request will be created to accommodate the additional enhanced functionality and
schedule adjustment. Unless the change request requires a gross overhaul of the enhancement,
the current version and testing should proceed through acceptance until the change request has
been fulfilled.

STATUS REPORT AND DASHBOARD TOOLS.

ECaTS utilizes Microsoft Project for the management of projects. Status reports and stoplight charts will
be generated from this tool on a reoccurring basis to communicate project status and current progress.
Standard stoplight indicators of Red/Yellow/Green will be used to indicate milestone health and progress
and when needed, appropriate action will be taken to move status areas in yellow/red into green. A
sample install stoplight chart for 10 PSAPs is displayed below:

Network CDR Port Install Date Training PSAP
Setu Status Set Status Acceptance
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PSAP 10

KEY

Not started or Minor Issue

PROPOSED SITE BY SITE IMPLEMENTATION/WORK PLAN.

Each PSAP to be deployed must complete the install worksheet (below) and the install process follows the
procedures outlined in the installation section (also below).

INSTALL WORKSHEET:

PSAP Inventory Sheet

Please fill out all the fields in this worksheet, if you do not understand what is being requested, please
contact ECaTS and ask for Lisa Williams at 916-367-5318.

PSAP General Information:
This section of the worksheet is for the general information of the PSAP, it should include the contacts,
managers, as well as address and other contact information.

PSAP General Information Answer
PSAP Name*
PSAP ID Number (if applicable)*
Is PSAP a host site? If yes, please list the remote
site(s).*
Full Physical Address*
Mailing Address (if different from physical)
County*
Primary Contact Name*
Primary Contact Phone*
Primary Contact Email Address*
Secondary Contact Name
Secondary Contact Phone
Secondary Contact Email Address
Dispatch Phone (Non-Emergency)*
Technical Contact Name*
Technical Contact Phone*
Technical Contact Email Address*
Fax Number
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PSAP Equipment Inventory:
This section of the inventory sheet provides visibility into the PSAP and all equipment/software systems
that are running at that facility. Please provide as much information as you can in the answer column.

Equipment/System Question

Answer

Local Exchange Carrier (LEC)*

Customer Premise Equipment (CPE) Vendor*

Contact that Maintains the CPE if NOT Vendor*

Customer Premise Equipment (CPE) Make*

Customer Premise Equipment (CPE) Model*

Customer Premise Equipment (CPE) Version*

Customer Premise Equipment (CPE) Install Date

Customer Premise Equipment (CPE) Last Upgrade Date

OO |N([O|O|BWIN| -

Computer Aided Dispatch System (CAD)

[y
o

Management Information System (MIS)

[EEN
[EEN

Total Workstations*

-
N

Does the CPE have and A side and B side?*

12a

If answer to 12 is yes, is CPE geo-diverse or geo-ready?*

12b

Please provide physical address of B side if not the same
as the A side.™

12¢

If B side CPE is collocated with another PSAP, does
CPE at A side and B side get calls for both PSAPs?*

12d

Please describe configuration of A and B side (i.e. Do
they both get calls simultaneously? Do they alternate
when there is a fail over? Does one only handle
overflow from the other? Etc.)*

13

Active CDR port to connect to*

14

Can we split the ALI controller CAD feed to collect Raw
ALI data? (Highly recommended to capture rebids)

PSAP Network Information:
Please complete as much of the network configuration section as you can. For asite that is not providing
internet connectivity, please skip those sections.

Network Configuration Question

Answer

ECaTS can use Local Network for LAN/WAN
connectivity*
(if no is the answer to this question skip to question 7)

IP Address for Buffer Box (RDDM)*

Subnet for RDDM*

Gateway for RDDM*

Switch to Connect RDDM To

Switch Port Number to Uplink RDDM

~N|ojo|bR~lwN

CPE Equipment Connection*
(ex: RS232-t0-DB9, USB, Ethernet-to-serial)

INSTALL PROCESS:
Terms and Definitions
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Term Definition

RDDM Remote Data Distribution Module

“Y” Cable Splitter cable enabling single source data to be sent to multiple locations
DB 9/25 Term for a type of serial connection (9-pin or 25-pin)

POTS Plain Old Telephone Service

1 MB A term used to indicate the presence of a POTS dial up line

MPOE Minimum(or Main) Point of Entry

DSL Digital Subscriber Line

DSL Router/Modem The device connected to the DSL line that provide network connectivity
VPN Virtual Private Network

SFTP Secure File Transfer Protocol

CPE Customer Premise Equipment (generic term to indicate all equipment)
PSAP Public Safety Answering Point

CDR Call Data Record

CDR Port The physical port on the CPE equipment that outputs the CDR data.
Switch A network device that provides connectivity to a network

Switch Port The physical location on the switch that a device should be connected to

Requirements

oukrwbdE

One (1) RDDM (Remote Data Distribution Module)

An active and available CDR port on the CPE equipment which will provide the call data
One (1) “Y” cable if data feed needs to be split.

If required, an escort for the ECaTS Field Engineer to install and configure the RDDM
Rack space for a 1U 19 inch device

If a modem is used, will need a shelf in the rack for the modem.

Preparation

1. Data
a. CDR Port should be actively sending data, this can be tested with a serial printer
b. Control Leads on the CDR port should be active and the pin-out configuration should be
provided either before the tech arrives or on site.
2. Connectivity
a. For DSL:
i. Modem and router have been put in place
ii. Port forwarding for inbound requests has been configured
1. Port 22 (TCP)
2. If an enhanced RDDM* is in place port 3389 and 933 as well (TCP/UDP)
| iii. LAN side IP has been set as static IP which will be assigned to the RDDM
b. For LAN sharing (ECaTS shares the existing network)

i. Identify the switch the RDDM will connect to
il. Identify the switch port the RDDM will plug into
iii. Ensure network routes between the switch and gateway are in place
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iv. See the security section for ports and IP’s to allow.

Network Configuration

This section is only required for an ECaTS deployment that does not use a dial-up connection. In those
instances, either a DSL line will be used, or the PSAP/ILEC will enable ECaTS to share the existing network.
The information contained below describes a DSL deployment, however, the same configuration
requirements exist for share LAN deployments as well the only difference is there is no DSL connect rather
the PSAP uses their existing routers to move traffic.

How ECaTS Works

ECaTS connects to the CPE (Customer Premise Equipment) via a RS232 port. This port supplies our RDDM
or “buffer box” with all of the CDR (Call Detail Records). Once the RDDM receives a call it is then encrypted
and compressed and sent to our data center in Sacramento, CA via sFTP.

The Figures below represent the three types of connectivity configuration available for the RDDM to
uplink to the internet in order to deliver the data payloads.

e PSAP Phone Room I

ECaTS approved users
access CDR data via the web

911 Eaui " ACCREDITATION BOUNDARY
(ex: Vesta Seiltjilr?ge\r/]iper etc) External RS232 CDR Printer Port interface

____________________ -

Serial Interface (RS-232)

IO

Firewall Modem
RDDM — Remote Data Distribution Module ECaTS Data Center
buffers each 911 Call Detail Record Provides secure, web based E911
(ANI, ALI, Timestamp) over DSL out modem call reporting capabilities to PSAP’s.
\ / Herakles Data Center - Sacramento, CA

Figure 1 -- RDDM DSL NETWORK TOPOGRAPHY
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e PSAP Phone Room

\

911 Equipment
(ex: Vesta, Sentinel, Viper, etc)

PSAP Switch PSAP

RDDM — Remote Data Distribution Module
buffers each 911 Call Detail Record

(ANI, ALI, Timestamp) over shared network with
\ VPN connectivity.

s

(connects RDDM to network) Firewall/Router

ECaTS approved users
access CDR data via the web

ACCREDITATION BOUNDARY

External

/

RS232 CDR Printer Port interface

|_Secure VPN Connection

Over Internet

ECaTS Data Center

Provides secure, web based E911

call reporting capabilities to PSAP’s.
Herakles Data Center - Sacramento, CA

*Each PSAP will be configured a little differently depending on local environmental constraints.
Figure 2 -- RDDM Shared Network/VPN topography
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e PSAP Phone Room I

ECaTS approved users
access CDR data via the web

911 Eaui " ACCREDITATION BOUNDARY
(ex: Vesta Se%ttlilrrl)er;l]e\r/]iper etc) External RS232 CDR Printer Port interface

____________________ |

Serial Interface (RS-232)

\\: @ >‘

0

X

X USR 56K Modem
RDDM — Remote Data Distribution Module ECaTS Data Center
buffers each 911 Call Detail Record Provides secure, web based E911
(ANI, ALI, Timestamp) over dial out modem call reporting capabilities to PSAP’s.

\ / Herakles Data Center - Sacramento, CA

Figure 3 -- RDDM Dial up modem TOPOGRAPHY

Connection Information
Requirements to set up ECaTS for a DSL or a Shared Network connection:

1. The IP address must be made public
. ECaTS manages the RDDM (Remote Data Distribution Module) or “buffer box” remotely.
. There may be an internal and external IP address depending on your network

configuration, please send both.
. Supply Subnet, Gateway & DNS information
. Please send this IP address to support@ecats911.com

2. Allow bidirectional traffic between the RDDM and our Data center for the addresses below:

. 65.74.135.38
. 65.74.135.164
. 65.74.135.126
. 65.74.135.250
. 64.55.108.10
. 64.55.108.11

Security Considerations
Security considerations vary depending on the type of connectivity that is used for the RDDM.
1. Security Considerations for Dial Up

. Modems are directly connected to the RDDM and do not present a new network, there
are no real considerations with this configuration as the RDDM is completely isolated
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from the CPE equipment with exception of the serial feed from the CDR port, which
itself is one way.

| 2. Security Considerations for DSL
. DSL router/modem will need to connect to RDDM device
. Firewall/router configurations for DSL line must have the proper ports open, see section
4 below.
. If DSL router/modem is plugged into a switch, ideally a VLAN should be established
between the RDDM and DSL router/modem to isolate the traffic within the switch.
| 3. Security Considerations for LAN
. RDDM is likely sharing a segment with current PSAP traffic
. If needed, create VLAN'’s to segment ECaTS traffic from the rest of the network
. Firewall/router configurations need to have the proper ports open, see section 4 below.
| 4, Port forwarding for DSL/Shared LAN installation:
. Port 22 — (SSH / sFTP)
. Port 123 — (NTP)
. Port 53 — (DNS)
. Port 443 — (HTTPS)
. Port 3389 — (RDP)
. Port 8333 — (VMWare Management)
. Port 933 — (VMWare Console)
Installation

RDDM Installation is straight forward and consists of the following steps:

Mount the RDDM in desired location.

Route power cord to RDDM.

Install and connect power cords.

Test power.

Install “Y” cable (if needed) to current CDR monitoring system.

Connect laptop to the buffer box and validate configuration, update where needed.
Start and test each service on the RDDM unit.

®INDOA®N R

.2 SYSTEM TEST PLAN

System testing of any new implementations will be required prior to the Board authorizing any
cutover to full operational status and the commencement of payment for services.

Respondents must anticipate and plan for all necessary system testing for each service, component,
function, application or piece of equipment comprising the proposed solution.

The proposed test plan shall include, but not be limited to testing for:

e i3 functional element testing

e ESInet throughput and capacity testing
e ESlInet end to end connectivity testing
e Fault tolerance testing
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« ESlInet failover and alternate route testing

e ESInet monitoring systems

e Fault notification

e Firewalls, intrusion detection systems, intrusion protection systems

Respondents shall provide an example system test plan that tests each element of their proposed
system.

NON COMPLY

Not applicable (N/A). The requirements listed in 8.2 are ESInet specific requirements. Direct Technology
is proposing a solution specific to Section 5, System Reporting and i3 Logging Requirements, for the
Alabama NG911 RFP.

8.3  TRANSITION PLAN

The results of this procurement may require a transition from current ANGEN systems, services
and providers to new or different systems, services and providers.

Respondents must anticipate and articulate a plan for the implementation, testing and transition of
their proposed systems or services to the point of full operational readiness and cutover to full
operation.

This plan may need to anticipate the integration with other systems, services and providers that
will comprise the ANGEN system depending on what solutions or services a respondent proposes
to provide.

Respondents must provide a proposed transition plan for their systems or services in their response
that address the following areas at a minimum:

1. Transition schedule including milestone dates for design, development, testing and

implementation phases necessary to achieve full operational readiness and cutover to full

operation

System testing approach

Site cutover approach

4. Contingency or roll back plans should implementation or integration failures occur during
the transition or cutover of the proposed systems or services

5. Identification of risks, dependencies or interdependencies that may impact the transition to
full operational status and cutover

6. Identification and definition of the ability to support a phased migration and parallel
operation with current ANGEN operations

wn

Throughout this anticipated transition period, current ANGEN wireless 9-1-1 call delivery,
existing features, functions, capabilities and operations must not be limited or impacted in any
fashion by the Respondents.
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Respondents are required to work closely with other providers and to cooperate to the fullest extent
possible in order to accomplish successful transition to the new ANGEN systems and services
created by this RFP.

COMPLY

Direct Technology is responding to Section 8.3 as it applies to the solution proposed for Section 5, System
Reporting and i3 Logging Requirements.

The ECaTS platform foundation is designed to seamlessly transition between CPE platforms as PSAP
equipment changes over time. The flexible interface offered through the RDDM, ECaTS is able to easily
adapt to the changes brought on by equipment upgrades and new systems/standards. The ability to
collect from both multiple physical interfaces as well as IP interfaces ensures the ongoing ability of the
ECaTS MIS solution to offer seamless uninterrupted reporting with both current and next generation
technologies.

1. Transition schedule including milestone dates for design, development, testing and implementation
phases necessary to achieve full operational readiness and cutover to full operation

The high level schedule presented here describes a 6 month transition and cutover plan for the movement
out of ANGEN to the next generation system. It is expected this schedule will be significantly adjusted to
align with the actual cutover dates required of the call handling equipment provides due to the
dependency ECaTS has on those system for source data.

For the purposes of a start date for transition a date of October 10th used and assumes that all upfront
logistical activity has been acted up as described in Section 8.1 Implementation Project Plan and carried
out through a six-seven month transition plan.
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Task _ Task Name
Mode

_ I

“AL Cutover Project

Portal Preparation
PSAP 1
PSAP 2
PSAP 3
PSAP 4
PSAP 5
PSAP 6
P3AP 7
PSAPE
PSAP S
PSAP 10
PSAP 11
PSAP 12
PSAP 13
PSAP 14
PSAP 15
PSAP 16
PSAP 17
PSAP 18
P3AP 19
PSAP 20
PSAP 21

_ Duration

126 days
118 days
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day

_ Start

Tue 10/11/16
Tue 10/11/16
Tue 10/11/16
Wed 10/12/16
Thu 10/13/16
Fri10/14/16
Man 10/17/16
Tue 10/18/16
Wed 10/19/16
Thu 10/20/16
Fri 10/21/16
Mon 10/24/16
Tue 10/25/16
Wed 10/26/16
Thu 10/27/16
Fri 10/28/16
Maon 10/31/16
Tue 11/1/16
Wed 11/2/16
Thu 11/3/16
Fri11/4/16
Mon 11/7/16
Tue 11/8/16

_ Finish

Wed 4/5/17

Fri 3/24f17
Tue 10/11/16
Wed 10/12/163
Thu 10/13/16 4
Fri 10/14/18 5
Maon 10/17/166
Tue 10/18/18 7
Wed 10/19/168
Thu 10/20/16 9

Predecessors

Fri 10/21/16

10

Mon 10/24/1611
Tue 10/25/16 12
Wed 10/25/1613
Thu 10/27/16 14

Fri 10/28/16

15

Mon 10/31/1616

Tue 11/1/16
Wed 11/2/16
Thu 11/3/16
Fri 11/4/16
Meon 11/7/16
Tue 11/8/16

17
18
19
20
21
22

Resource Mam
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P5AP 22
PSAP 23
PSAPR 24
PSAP 25
PSAP 26
PSAP 27
PSAP 28
PSAP 29
P5AP 30
P5AP 31
PSAP 32
PSAP 33
PSAP 34
PSAP 35
P3AP 36
PSAP 37
P5AP 38
PSAP 35
PSAP 40
PSAP 41
PSAP 42
PSAP 43
PSAP 44

PSAP 45
PSAP 46
PSAP 47
PSAP 48
PSAP 49
PSAP 50
PSAP 51
PSAP 52
PSAP 53
FSAF 54
PSAP 55
PSAP 56
PSAP 57
PSAP 58
PSAP 59
PSAP 60
PSAP 61
PSAF 62
PSAP B3
PSAP 64
PSAP 65
PSAP B&
PSAP &7

1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day

1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1day
1 day
1 day
1 day
1 day
1 day
1 day
1 day

Wed 11/9/16
Thu 11/10/16
Fri 11/11/16
Maon 11/14/16
Tue 11/15/16
Wed 11/16/16
Thu 11/17/16
Fri 11/18/16
Mon 11/21/16
Tue 11/23/16
Wed 11/23/16
Fri 11/25/16
Mon 11/28/16
Tue 11/29/16
Wed 11/30/16
Thu 12/1/16
Fri 12/2/16
Man 12/5/16
Tue 12/6/16
Wed 12/7/16
Thu 12/8/18
Fril2/9/16
Mon 12/12/16
Tue 12/13/16
Wed 12/14/16
Thu 12/15/16
Fri 12/16/16
Mon 12/19/16
Tue 12/20/16
Wed 12/21/16
Thu 12/22/16
Fri12/23/16
Mon 12/26/16
Tue 12/27/16
Waed 12/28/16
Thu 12/29/16
Fri 12/30/16
Men 1/2/17
Tue 1/3/17
Wed 1/4/17
Thu 1/5/17

Fri 1/6/17
Men 1/9/17
Tue 1/10/17
Wed 1/11/17
Thu 1/12/17

Wed 11/9/16 23
Thu 11/10/16 24
Fri11/11/16 25
Mon 11/14/1626
Tue 11/15/16 27
Wed 11/16/1628
Thu 11/17/16 29
Fri 11/18/16 30
Mon 11/21/1631
Tue 11/22/16 32
Wed 11/23/1633
Fri11/25/16 34
Mon 11/28/1635
Tue 11/29/16 36
Wed 11/30/1637
Thu 12/1/16 38
Fri12/2/16 39
Mon 12/5/16 40
Tue 12/6/16 41
Wed 12/7/16 42
Thu 12/8/16 43
Fril2fofle 44
Mon 12/12/1645
Tue 12/13/16 46
Wed 12/14/1647
Thu 12/15/16 48
Fri 12/16/16 49
Mon 12/19/1650
Tue 12/20/16 51
Wed 12/21/1652
Thu 12/22/16 53
Fri12/23/16 54
Mon 12/26/1655
Tue 12/27/16 56
Wed 12/28/1657
Thu 12/29/16 58
Fri 12/30/16 59
Mon 1/2/17 60
Tue 1/3/17 6l
Wed 1/4/17 B2
Thu 1/5/17 63
Fril/6/17 B4
Mon 1/9/17  B5
Tue 1/10/17 66
Wed 1/11/17 &7
Thu 1/12/17 &8
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PSAP BB
PSAP 69
PSAP 70
PSAFP 71
PSAP 72
PSAP 73
PSAFP 74
PSAP 75
PSAP 76
PSAP 77
PSAP 78
PSAP 79
PSAP B0
PSAP B1
PSAP B2
PSAP 83
PSAP B4
PSAP 85
PSAP BB
PSAP BT
PSAP 88
PSAP B9
PSAP 90

PSAP 91
PSAF 92
PFSAF 93
PSAFP 94
FSAFP 95
FSAP 96
FSAP 97
PSAP 98
PSAP 39
PSAP 100
F3AF 101
P3AF 102
PSAF 103
FSAP 104
PFSAP 105
FSAP 106
PSAP 107
PSAP 108
PSAP 109
F3AF 110
P3AF 111
PSAP 112
P5AP 113

1 day
1 day
1 day
1 day
1day
1 day
1day
1day
1 day
1day
1day
1 day
1 day
1 day
1 day
1day
1 day
1day
1day
1 day
1day
1day
1 day

1 day

1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day
1 day

Fri 1/13/17
Meon 1/16/17
Tue 1/17/17
Wed 1/18/17
Thu 1/19/17
Fri 1/20/17
Mon 1/23/17
Tue 1/24/17
Wed 1/25/17
Thu 1/26/17
Fri1/27/17
Mon 1/30/17
Tue 1/31/17
Wed 2/1/17
Thu 2/2/17
Fri 2/3/17
Men 2/6/17
Tue 2/7/17
Wed 2/8/17
Thu 2/9/17
Fri 2/10/17
Mon 2/13/17
Tue 2/14/17

Wed 2/15/17
Thu 2/16/17
Fri 2/17/17
Mon 2/20/17
Tue 2/21/17
Wed 2/22/17
Thu 2/23/17
Fri2/24/17
Mon 2/27/17
Tue 2/28/17
Wed 3/1/17
Thu 3/2/17
Fri 3/3/17
Meaon 3/8/17
Tue 3/7/17
Wed 3/8/17
Thu 3/9/17
Fri 3/10/17
Mon 3/13/17
Tue 3/14/17
Wed 3/15/17
Thu 3/16/17
Fri 3/17/17

Fri 1/13/17
Mon 1/16/17
Tue 1/17/17
Wed 1/18/17
Thu 1/19/17
Fri 1/20/17
Mon 1/23/17
Tue 1/24/17
Wed 1/25/17
Thu 1/26/17
Fri1/27/17
Meon 1/30/17
Tue 1/31/17
Wed 2/1/17
Thu 2/2/17
Fri 2/3/17
Men 2/6/17
Tue 2/7/17
Wed 2/8/17
Thu 2/9/17
Fri2/10/17
Mon 2/13/17
Tue 2/14/17

Wed 2/15/17
Thu 2/16/17
Fri 2/17/17
Meon 2/20/17
Tue 2/21/17
wed 2/22/17
Thu 2/23/17
Fri2f24/17
Mon 2/27/17
Tue 2/28/17
wed 3/1/17
Thu 3/2/17
Fri 3/3/17
Meon 3/6/17
Tue 3/7/17
wed 3/8/17
Thu 3/9/17
Fri3/10/17
Mon 3/13/17
Tue 3/14/17
Wed 3/15/17
Thu 3/16/17
Fri 3/17/17
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Task Name

PSAP 114
PSAP 115
PSAP 116
PSAP 117
PSAP 118
RDDM Cutowver

PSAP 1
PSAP 2
PSAP 3
PSAP 4
PSAP S
PSAP &
PSAPT
PSAP 8
PSAP 9
PSAP 10
PSAP 11
PSAP 12
PSAP 13
PSAP 14
PSAP 15
PSAP 15
PSAP 17

P3AF 18
PSAP 19
PSAP 20
PSAP 21
PSAP 22
P3AF 23
PSAP 24
PSAP 25
PSAP 26
PSAP 27
P3AF 28
PSAP 29
PSAP 30
PSAP 31
PSAP 32
P3AF 33
PSAP 34
PSAP 35
PSAP 36
PSAP 37
P3AF 38
PSAP 39
PSAP 40

Duration

1 day
1 day
1 day
1 day
1 day
122 days
5 days
5 days
5 days
5 days
5 days
5 days
5 days
5 days
5 days
5 days
5 days
5 days
5 days
5 days
5 days
5 days
5 days
5 days
S days
S days
5 days
5 days
5 days
S days
S days
S days
5 days
5 days
S days
S days
S days
5 days
5 days
S days
S days
S days
5 days
5 days
S days
S days

Start

Mon 3/20/17
Tue 3/21/17
Wed 3/22/17
Thu 3,/23/17
Fri3/24/17
Wed 10/12/16
Wed 10/12/18
Thu 10/13/16
Fri 10/14/16
Mon 10/17/16
Tue 10/18/16
Wed 10/19/16
Thu 10/20/16
Fri 10/21/16
Mon 10/24/16
Tue 10/25/16
Wed 10/26/16
Thu 10/27/16
Fri 10/28/16
Man 10/31/16
Tue 11/1/16
Wed 11/2/16
Thu 11/3/16
Fri11/4/16
Mon 11/7/16
Tue 11/8/16
Wed 11/9/18
Thu 11/10/16
Fri11/11/16
Mon 11/14/16
Tue 11/15/16
Wed 11/16/16
Thu 11/17/16
Fri11/18/16
Mon 11/21/16
Tue 11/22/16
Wed 11/23/16
Fri11/25/16
Mon 11/28/16
Tue 11/29/16
Wed 11/30/16
Thu 12/1/18
Fril2/2/16
Mon 12/5/16
Tue 12/6/16
Wed 12/7/16

Finish Predecessors

Men 3/20/17 115
Tue 3/21/17 116
Wed 3/22/17 117
Thu 3/23/17 118
Fri 3/24/17 119
Fri 3/31/17

Tue 10/18/16 3
Wed 10/19/164
Thu 10/20/16 5
Fri 10/21/16 &
Mon 10/24/167
Tue 10/25/16 &
Wed 10/26/169
Thu 10/27/16 10
Fri 10/28/16 11
Mon 10/31/1612
Tue 11/1/16 13
Wed 11/2/16 14
Thu 11/3/16 15
Frillf4f16 16
Mon 11/7/16 17
Tue 11/8/16 18
Wed 11/9/16 19

Thu 11/10/16 20
Frillf11/16 21
Mon 11/14/1622
Tue 11/15/16 23
Wed 11/16/1624
Thu 11/17/16 25
Fri11/18/16 26
Mon 11/21/1627
Tue 11/22/16 28
Wed 11/23/1629
Fri11/25/16 30
Mon 11/28/1631
Tue 11/29/16 32
Wed 11/30/1633
Thu12/1/16 34
Frilz2f2/16 35
Mon 12/5/16 36
Tue 12/6/16 37
Wed 12/7/16 38
Thu 12/8/16 39
Fri12/9/16 40
Mon 12/12/1641
Tue 12/13/16 42
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PSAP 41
PSAF 42
PSAP 43
PSAP 44
PSAP 45
PSAP 46
PSAF 47
PSAP 48
PSAF 49
P5AP 50
PSAP 51
PSAP 52
P3AP 53
P5AP 54
PSAP 55
PSAF 56
PSAP 57
PSAP 58
P5AP 59
PSAP B0
PSAFB1
PSAP B2
P5AP B3

PSAP 64
PSAP 65
PSAP 66
PSAF 67
P5AF 68
PSAP 89
PSAP 70
PSAFP 71
P5AP 72
PSAP 73
PSAP 74
PSAP 75
PSAP 76
PSAP 7T
PSAP 78
PSAP 79
PSAP B8O
PSAP 81
PSAP 82
PSAP B3
P5AP B4
PSAP 85
PSAP 86

S days
S days
5 days
5 days
S days
S days
Sdays
5 days
S days
S days
S days
5 days
5 days
S days
S days
S days
5 days
5 days
S days
S days
Sdays
5 days
S days

S days
5 days
5 days
5 days
S days
5 days
5 days
5 days
S days
5 days
5 days
5 days
S days
5 days
5 days
S days
S days
5 days
5 days
S days
S days
Sdays
5 days

Thu 12/8/16
Fri12/9/16
Maon 12/12/16
Tue 12/13/16
Wed 12/14/16
Thu 12/15/16
Fri12/16/16
Maon 12/19/16
Tue 12/20/16
Wed 12/21/16
Thu 12/22/16
Fril2/23/16
Mon 12/26/16
Tue 12/27/16
Wed 12/28/16
Thu 12/29/16
Fri 12/30/16
Mon 1/2/17
Tue 1/3/17
wed 1/4/17
Thu 1/5/17

Fri 1/6/17
Meon 1/9/17

Tue 1/10/17
wed 1/11/17
Thu 1/12/17
Fri 1/13/17
Mon 1/16/17
Tue 1/17/17
Wed 1/18/17
Thu 1/19/17
Fri 1/20/17
Mon 1/23/17
Tue 1/24/17
Wed 1/25/17
Thu 1/26/17
Fri 1/27/17
Mon 1/30/17
Tue 1/31/17
Wed 2/1/17
Thu 2/2/17
Fri 2/3/17
Mon 2/8/17
Tue 2/7/17
Wed 2/8/17
Thu 2/9/17

Wed 12/14/1643
Thu 12/15/16 44
Fril2f16/16 45
Mon 12/19/1646
Tue 12/20/16 47
Wed 12/21/1648
Thu 12/22/16 49
Fri12/23/16 50
Mon 12/26/1651
Tue 12/27/16 52
Wed 12/28/1653
Thu 12/29/16 54
Fri12/30/16 55
Mon 1/2/17 56
Tue 1/3/17 57
Wed 1/4/17 58
Thu 1/5/17 59
Fri1/6/17 &0
Mon 1/9/17 61
Tue 1/10/17 62
Wed 1/11/17 63
Thu 1/12/17 64
Fri1/13/17 65

Mon 1/16/17 66
Tue 1/17/17 &7
Wed 1/18/17 &8
Thu 1/19/17 &9
Fri1/20/17 70
Men 1/23/17 71
Tue 1/24/17 72
Wed 1/25/17 73
Thu 1/26/17 74
Fri1/27/17 75
Men 1/30/17 76
Tue 1/31/17 77
Wed 2/1/17 78
Thu 2/2/17 79
Fri 2/3/17 80
Mon 2/6/17 81
Tue 2/7/17 82
Wed 2/8/17 83
Thu 2/9/17 84
Fri2/10/17 &5
Mon 2/13/17 86
Tue 2/14/17 87
Wed 2/15/17 88
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PSAP &7
PSAP 88
P3AP B3
PSAP 20
PSAP 91
PSAP 92
PSAP 93
FSAP 94
PSAP 95
PSAP 96
PSAP 97
PSAP 98
PSAP 23
PSAP 100
P5AP 101
P5AP 102
PSAP 103
FSAP 104
PSAP 105
PSAP 106
PSAP 107
PSAP 108
P5AP 109

PSAF 110
PSAP 111
PSAP 112
P5AP 113
P5AP 114
P5AP 115
P5AP 116
P5AP 117
P5AP 118
System Acceptance

P5AP 1
PSAP 2
PSAP 3
PSAP 4
PSAP 5
PSAP B
PSAP 7
PSAP B
PSAP 9
PSAP 10
PSAP 11
PSAP 12
PSAP 13

5 days
5 days
5 days
S days
S days
S days
S days
5 days
5 days
5 days
S5 days
S days
5 days
S days
S days
S days
S days
5 days
5 days
5 days
S days
S days
S days
5days
5 days
5 days
5 days
5 days
5 days
5 days
5 days
5 days
120 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days

Fri 2/10/17
Maon 2/13/17
Tue 2/14/17
Wed 2/15/17
Thu 2/16/17
Fri2f17/17
Maon 2/20/17
Tue 2/21/17
Wed 2/22/17
Thu 2/23/17
Fri2/24/17
Maon 2/27/17
Tue 2/28/17
Wed 3/1/17
Thu 3/2/17
Fri3/3/17
Mon 3/6/17
Tue 3/7/17
Wed 3/8/17
Thu 3/9/17
Fri3/10/17
Maon 3/13/17
Tue 3/14/17

Wed 3/15/17
Thu 3/16/17
Fri 3/17/17
Maon 3/20/17
Tue 3/21/17
Wed 3/22/17
Thu 3/23/17
Fri 3/24/17
Mon 3/27/17

Wed 10/13/16

Wed 10/19/16
Thu 10/20/16
Fri 10/21/16
Mon 10/24/16
Tue 10/25/16
Wed 10/26/16
Thu 10/27/16
Fri 10/28/16
Mon 10/31/16
Tue 11/1/16
Wed 11/2/16
Thu 11/3/16
Fri 11/4/16

Thu 2/16/17
Fri2f17/17
Mon 2/20/17
Tue 2/21/17
Wed 2/22/17
Thu 2/23/17
Fri 2/24/17
Mon 2/27/17
Tue 2/28/17
Wed 3/1/17
Thu 3/2/17
Fri 3/3/17
Meon 3/6/17
Tue 3/7/17
Wed 3/8/17
Thu 3/9/17
Fri 3/10/17
Mon 3/13/17
Tue 3/14/17
Wed 3/15/17
Thu 3/16/17
Fri3/17/17
Mon 3/20/17
Tue 3/21/17
Wed 3/22/17
Thu 3/23/17
Fri 3/24/17
Mon 3/27/17
Tue 3/28/17
Wed 3/29/17
Thu 3/30/17
Fri 3/31/17
Wed 4/5/17
Fri 10/21/16

122

Mon 10/24/16123
Tue 10/25/16 124
Wed 10/26/16125
Thu 10/27/16 126

Fri 10/28/16

127

Mon 10/31/16128

Tue 11/1/16
Wed 11/2/16
Thu 11/3/16
Fri 11/4/16
Mon 11/7/16
Tue 11/8/16
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129
130
131
132
133
134
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PSAP 14
PSAP 15
PSAP 16
PSAP 17
PSAP 18
PSAP 19
PSAP 20
PSAP 21
PSAP 22
PSAP 23
PSAP 24
PSAP 25
PSAP 26
PSAP 27
PSAP 28
PSAP 29
PSAP 30
PSAP 31
PSAP 32
PSAP 33
PSAP 34
PSAP 35
PSAP 36
PSAP 37
PSAP 38
PSAP 39
PSAP 40
PSAP 41
PSAP 42
PSAP 43
PSAP 44
PSAP 45
PSAP 46
PSAP 47
PSAP 48
PSAP 49
PSAP 50
PSAP 51
PSAP 52
PSAP 53
PSAP 54
PSAP 55
PSAP 56
PSAP 57
PSAP 58
PSAP 59

3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days

Mon 11/7/16
Tue 11/8/16
Wed 11/9/16
Thu 11/10/16
Fri 11/11/16
Mon 11/14/16
Tue 11/15/16
Wed 11/16/16
Thu 11/17/16
Fri 11/18/16
Mon 11/21/16
Tue 11/22/16
Wed 11/23/16
Fri 11/25/16
Mon 11/28/16
Tue 11/29/16
Wed 11/30/16
Thu 12/1/16
Fri 12/2/16
Mon 12/5/16
Tue 12/6/16
Wed 12/7/16
Thu 12/8/18
Fri 12/9/16
Mon 12/12/16
Tue 12/13/16
Wed 12/14/16
Thu 12/15/18
Fri12/16/16
Mon 12/19/16
Tue 12/20/16
Wed 12/21/16
Thu 12/22/16
Fri12/23/16
Mon 12/26/16
Tue 12/27/16
Wed 12/28/16
Thu 12/29/16
Fri 12/30/16
Mon 1/2/17
Tue 1/3/17
Wed 1/4/17
Thu 1/5/17
Fri1/6/17
Meon 1/9/17
Tue 1/10/17

Wed 11/9/16 135
Thu 11/10/16 136
Fri11/11/16 137
Mon 11/14/16 138
Tue 11/15/16 139
Wed 11/16/16 140
Thu 11/17/16 141
Fri11/18/16 142
Mon 11/21/16 143
Tue 11/22/16 144
Wed 11/23/16 145
Fri11/25/16 146
Mon 11/28/16 147
Tue 11/29/16 148
Wed 11/30/16 149
Thu12/1/16 150
Fri12/2/16 151
Mon 12/5/16 152
Tue 12/6/16 153
Wed 12/7/16 154
Thu 12/8/16 155
Fril2faf16 156
Maon 12/12/16157
Tue 12/13/16 158
Wed 12/14/16 159
Thu 12/15/16 160
Fri12/16/16 161
Mon 12/19/16182
Tue 12/20/16 163
Wed 12/21/16 164
Thu 12/22/16 165
Fri12/23/16 166
Mon 12/26/16 167
Tue 12/27/16 168
Wed 12/28/16 189
Thu 12/29/18 170
Fri12/30/16 171
Mon 1/2/17 172
Tue 1/3/17 173
Wed 1/4/17 174
Thu 1/5/17 175
Fri1/6/17 176
Mon 1/9/17 177
Tue 1/10/17 178
Wed 1/11/17 179
Thu 1/12/17 180
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PSAP &0
PSAPBL
P3AP B2
P5AP B3
PSAP 64
PSAF B5
PSAP B6
PSAP &7
P5AP 68
PSAP &9
PSAP 70
PSAP 71
P5AP 72
PSAP 73
PSAF 74
PSAP 75
PSAP 76
PSAP 77
PSAP 78
PSAP 79
PSAP BO
P5AP 81
P5AP 82

PSAP B3
PSAP 84
PSAP 85
P5AP 86
P5AP BY
PSAF B8
PSAP B9
P3AF 20
P5AP 91
PSAP 92
PSAP 93
P3AP 34
P5AP 85
PSAP 96
PSAF 97
PSAP 93
P3AP 98
P5AP 100
PSAP 101
PSAP 102
P3AP 103
P5AP 104
PSAP 105

3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
I days
3 days
3 days
3 days
3 days
3 days
3 days
3 days

3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days
3 days

Wed 1/11/17
Thu 1/12/17
Fri 1/13/17
Mon 1/16/17
Tue 1/17/17
Wed 1/18/17
Thu 1/19/17
Fri 1/20/17
Maon 1/23/17
Tue 1/24/17
Wed 1/25/17
Thu 1/26/17
Fri 1/27/17
Maon 1/30/17
Tue 1/31/17
Wed 2/1/17
Thu 2/2/17
Fri2/3/17
Mon 2/6/17
Tue 2/7/17
Wed 2/8/17
Thu 2/9/17
Fri 2/10/17

Mon 2/13/17
Tue 2/14/17
Wed 2/15/17
Thu 2/16/17
Fri2/17/17
Mon 2/20/17
Tue 2/21/17
Wed 2/22/17
Thu 2/23/17
Fri2/24/17
Mon 2/27/17
Tue 2/28/17
Wed 3/1/17
Thu 3/2/17
Fri3/3/17
Meon 3/6/17
Tue 3/7/17
Wed 3/8/17
Thu 3/9/17
Fri 3/10/17
Mon 3/13/17
Tue 3/14/17
Wed 3/15/17

Fri1/13/17
Men 1/16/17
Tue 1/17/17
Wed 1/18/17
Thu 1/18/17
Fri1/20/17
Meon 1/23/17
Tue 1/24/17
Wed 1/25/17
Thu 1/26/17
Fri1/27/17
Mon 1/30/17
Tue 1/31/17
Wed 2/1/17
Thu 2/2/17
Fri2/3/17
Men 2/6/17
Tue 2/7/17
Wed 2/8/17
Thu 2/9/17
Fri 2/10/17
Mon 2/13/17
Tue 2/14/17

Wed 2/15/17
Thu 2/16/17
Fri2f17/17
Mon 2,/20/17
Tue 2/21/17
Wed 2/22/17
Thu 2/23/17
Fri2/24/17
Mon 2/27/17
Tue 2/28/17
Wed 3/1/17
Thu 3/2/17
Fri3/3/17
Mon 3/6/17
Tue 3/7/17
Wed 3/8/17
Thu 3/9/17
Fri 3/10/17
Mon 3/13/17
Tue 3/14/17
wed 3/15/17
Thu 3/16/17
Fri 3/17/17
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181
182
183
184
185
186
187
188
189
150
191
182
153
154
195
196
157
158
153
200
201
202
203

204
205
206
207
208
209
210
211
212
213
214

216
217
218
219
220
221
222
223
224
225
226
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PSAP 106
PSAP 107
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PSAP 115
PSAP 116
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PFSAP 118
Woebinar Refresher
Training
PSAP 1
PSAP 2
PSAP 3
PSAP 4
PSAPS
PSAP B
PSAP 7
PSAP B
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PSAP 2B
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PSAP 30
PSAP 31
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1day
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1day
1 day
1day
1day
1 day
1 day
1 day
1day
1day
1 day
1day
1day
1 day
1 day
1day
1 day
1day

Thu 3/16/17
Fri3/17/17
Mon 3/20/17
Tue 3/21/17
Wed 3/22/17
Thu 3/23/17
Fri3/24/17
Mon 3/27/17
Tue 3/28/17
Wed 3/29/17
Thu 3/30/17
Fri 3/31/17
Mon 4/3/17
Mon 10/24/16

Mon 10/24/16
Tue 10/25/16
Wed 10/26/16
Thu 10/27/16
Fri 10/28/16
Mon 10/31/16
Tue 11/1/16
Wed 11/2/16
Thu 11/3/16
Fri 11/4/16
Mon 11/7/16
Tue 11/8/16
Wed 11/9/16
Thu 11/10/16
Fri11/11/16
Mon 11/14/16
Tue 11/15/16
Wed 11/16/16
Thu 11/17/16
Fri 11/18/16
Mon 11/21/16
Tue 11/22/16
Wed 11/23/16
Fri11/25/16
Mon 11/28/16
Tue 11/29/16
Wed 11/30/16
Thu 12/1/16
Fri 12/2/16
Mon 12/5/16
Tue 12/6/16
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Mon 3/20/17 227
Tue 3/21/17 228
Wed 3/22/17 229
Thu 3/23/17 230
Fri3/f24/17 231
Maon 3/27/17 232
Tue 3/28/17 233
Wed 3/29/17 234
Thu 3/30/17 235
Fri3/31/17 236
Mon 4/3/17 237
Tue 4/4/17 238
Wed 4/5/17 239
Mon 4/3/17

Mon 10/24/16241
Tue 10/25/16 242
Wed 10/26/16243
Thu 10/27/16 244
Fri 10/28/16 245
Mon 10/31/16246
Tue 11/1/16 247
Wed 11/2/16 248
Thu 11/3/16 249
Fri1l/4/16 250
Mon 11/7/16 251
Tue 11/8/16 252
Wed 11/9/16 253
Thu 11/10/16 254
Frill/11/16 255
Mon 11/14/16256
Tue 11/15/16 257
Wed 11/16/16 258
Thu 11/17/16 259
Fri11/18/16 260
Men 11/21/16261
Tue 11/22/16 262
Wed 11/23/16 263
Frill/25/16 264
Mon 11/28/16265
Tue 11/29/16 266
Wed 11/30/16 267
Thu 12/1/16 268
Fri12/2/16 269
Mon 12/5/16 270
Tue 12/86/16 271
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PSAR TS5
PSAP 76
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1 day
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Wed 12/7/16
Thu 12/8/16
Fri12f9/16
Mon 12/12/16
Tue 12/13/16
Wed 12/14/16
Thu 12/15/16
Fri 12/16/16
Mon 12/19/16
Tue 12/20/16
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Thu 12/22/16
Fri12/23/16
Mon 12/26/16
Tue 12/27/16
Wed 12/28/18
Thu 12/29/16
Fri 12/30/16
Mon 1/2/17
Tue 1/3/17
Wed 1/4/17
Thu 1/5/17

Fri 1/6/17

Mon 1/9/17
Tue 1/10/17
Wed 1/11/17
Thu 1/12/17
Fri 1/13/17
Mon 1/16/17
Tue 1/17/17
Wed 1/18/17
Thu 1/19/17
Fri 1/20/17
Mon 1/23/17
Tue 1/24/17
Wed 1/25/17
Thu 1/26/17
Fri1/27/17
Mon 1/30/17
Tue 1/31/17
Wed 2/1/17
Thu 2/2/17
Fri 2/3/17
Meon 2/6/17
Tue 2/7/17
Wed 2/8/17

Wed 12/7/16 272
Thu 12/8/16 273
Frilzfefle 274
Mon 12/12/16275
Tue 12/13/16 276
Wed 12/14/16277
Thu 12/15/16 278
Fril2f16/16 279
Mon 12/19/16280
Tue 12/20/15 281
Wed 12/21/16282
Thu 12/22/16 283
Fri12/23/16 284
Mon 12/26/16285
Tue 12/27/16 286
Wed 12/28/16 287
Thu 12/29/16 288
Fri12/30/16 289
Mon 1/2/17 290
Tue 1/3/17 291
Wed 1/4/17 292
Thu 1/5/17 293
Fri 1,/6/17 294

Mon 1/9/17 295
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Thu 1/12/17 298
Fri1/13/17 299
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Thu 1/19/17 303
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Tue 2/7/17 316
Wed 2/8/17 317
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PSAF 85
PSAP 86
P3AP 87
P5AP B8
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SYSTEM TESTING APPROACH

The ECaTS system uses a data normalization approach to reporting. When the source data changes, new
parsers are used to normalize the data and system testing is done against the new data and compared to
the new source data to ensure accuracy. System Acceptance is the process ECaTS uses to ensure the
system is accurately reporting against the new source data.

A detailed description of the System acceptance process can be found in Section 10: System Acceptance

SITE CUTOVER APPROACH

Site transitions from the ANGEN system to next generation systems all share a common set of activities.
ECaTS uses a hands on approach to site cutovers and treats each activity as though the system is being
installed for the first time. ECaTS will coordinate with all participants the activities needed to successfully
transition the MIS data collection and reporting to the new system. What follows is a discussion of the
four most common cutover scenarios that may be encountered and the approach ECaTS uses to deliver
MIS reporting to the new system.

STANDALONE-TO-STANDALONE (NEW STANDALONE)

In this scenario a PSAP is acquiring new call handling equipment unique to the PSAP. The equipment is
not shared with any other PSAP and provides all call handling services within the PSAP datacenter. Under
this scenario, on the date of cutover the ECaTS team will perform the following actives:

Be onsite to participate in the cut over

Transition the existing RDDM connections (both physical and IP) to the new equipment

Ensure data collection is occurring as described in section 10: Installation

Coordinate with CPE provider for line profiles and groups

Coordinate with ECaTS System Analysts to begin the System Acceptance of the new data as described
in section 10: System Acceptance.

6. Schedule webinar training with the PSAP

agrODDdRE

STANDALONE-TO-HOST (NEw HOST PSAP)

A Host configuration will include data for multiple PSAPs and requires the conversion to a server class

configuration. This will introduce a redundant RDDM configuration at the Host site and includes all

activities in the transition from a standalone PSAP to a Hosted PSAP. The additional RDDM provides a

high availability configuration at the PSAP for data collection and the following activities will occur during

the transition:

1. Coordination with PSAP IT staff for provisioning of additional rack and IP space

2. On the day of the cut-over install the first redundant RDDM and connect to new equipment

3. Perform all activities listed in the standalone-to-standalone conversion for the new equipment
installed in step 2 and the existing RDDM at the PSAP

STANDALONE-TO-REMOTE (NEW REMOTE)

A PSAP that is converting to a remote will no longer be hosting premise equipment responsible for call
handling, instead all call handling will occur at a host site where ECaTS will be collecting call data. When
a PSAP converts to a remote, a decommissioning of the RDDM is required at the PSAP and the addition of
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the PSAP’s data feed at the host needs to be configured. These activities can occur in parallel or at any

time and only require the coordination of a PSAP visit the decommissioning of the RDDM. Finally, when

the new remote is brought online the same activities as those required of a standalone PSAP will be

performed using the new source data from the Host. The following steps outline the standalone-to-

remote transition:

3. Coordinate with PSAP for RDDM site visit for decommissioning of RDDM

4. On the date the remote goes online in the host, perform activities as described in Section 10: System
Acceptance

5. Schedule webinar training with the PSAP

DECOMMISSIONED PSAP (CLOSED PSAP)

A closing or decommissioned PSAP requires the removal of the ECaTS RDDM from the physical location.
ECaTS will coordinate with the PSAP to select an appropriate date to remove the equipment from the
premise and will dispatch a field engineer to remove the equipment.

4. Contingency or roll back plans should implementation or integration failures occur during the
transition or cutover of the proposed systems or services

As an MIS platform, ECaTS is a directly dependent on the equipment that handles the calls at the PSAP, as
such ECaTS will conform to any rollback plans described by the call handling equipment to ensure
continued data flow. Depending on the type of cutover that is occurring this could include reconnecting
to the existing equipment, adding connections to equipment or in the event of a new data format
(contingency) the data would be buffered in the ECaTS service cloud while upgrades to the data analysis
engine are done to support the new format.

1. Identification of risks, dependencies or interdependencies that may impact the transition to full
operational status and cutover

The transition of ECaTS from ANGEN to next generation 911 offers the same risks and mitigation plans as
those described in section 8.1: Risk Management Plan with some additional risks and mitigation for
cutover scenarios are described below.

Cutover Risks
Schedule for cutover changes

To mitigate: ECaTS will adjust our schedule to meet the changes of the cutover schedule.
Cutover incurs problems preventing activation.

To mitigate: If disconnected, ECaTS will reconnect to existing equipment and reschedule cutover
when the block that prevented cutover has been removed.

Network connectivity at cutover location not available day of cut

To mitigate: ECaTS will connect to new equipment to ensure no data loss and will late RDDM
buffer. At a later date ECaTS will coordinate a site visit to establish the network in order for the RDDM to
spill buffered and new data.

Cutover data format needs adjustments to parsers.
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To mitigate: ECaTS engineers will develop software updates for the data being captured and will
apply the updates retroactively to the cut over date to report on the data store during development and
to be used against new data coming in.

2. Identification and definition of the ability to support a phased migration and parallel operation with
current ANGEN operations

ECaTS ability to report is predicated on its ability to collect data from premise equipment. As a result of
this dependency, ECaTS install and cutover procedures are designed around flexibility and coordination
with downstream dependencies such as the CPE provider. As a result, ECaTS is able to support any format
of migration be it a phased or parallel approach. The schedule provided in answer one of section 8
describes a high level cutover schedule which can be easily adapted to a phased or parallel approach
depending on the needs of Alabama.

84  SERVICE MANAGEMENT PLAN

Oversight of the ESInet and network functions after implementation is required. The preferred
best practice is to utilize Information Technology Infrastructure Library (ITIL) as a guideline for
how services are designed, implemented, managed, maintained and improved within a lifecycle.

ITIL integrates five stages of service delivery into a comprehensive methodology for managing
the lifecycle of services.
- Service Strategy
Service Design
Service Transition
Service Operation
Continual Service Improvement

Within these stages, are specific areas relating to Information Technology Service Management.

At a high level, these areas reference how a service maintains availability, capability, capacity,
security, manageability, and operability.

Respondents shall describe their approach to service management for the operation of the system.
The service management approach shall incorporate components of ITIL or follow industry best
practices for IT service management.

Respondents shall provide a narrative of how their proposed service management approach is
integrated into their project management activities. Respondents shall discuss their ability to
maintain consistent performance and the service levels of the network

ECaTS uses service management methodology based around the concepts of ASP/SaaS services. This
model is different from all traditional models in that a SaaS business operates in a constant development
and service model due to the benefits of the system being hosted and maintained by ECaTS and not
deployed in the field. What follows is a discussion of how the current ECaTS service operations aligns with
Alabama ITIL methodology.
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Service Strategy

ECaTS has a multipronged approach to service strategy that encompasses: Data collection and storage,
data accuracy and analytics, customer service and ongoing training, planned 10-12 releases per year,
multiple small releases (AGILE sprints) in response to changes/customer enhancements. These aspects of
the service strategy provide for 100% operational performance that is customer centric and accuracy
driven. ECaTS service strategy is to maintain system operations in the face of constantly changing
environments and provide a strong customer service liaison for every customer to be attentive to
customer needs and to communicate platform updates/changes where required. Openness and
transparency is the hallmark of ECaTS service strategy and is carried through to the platform by providing
full visibility to all customers of various trouble tickets that are being processed to ensure continued,
accurate operations of the ECaTS service.

Service Design

The ECaTS service is designed as a modular licensed software as a service and is able to be managed and
run by ECaTS on behalf of the users. The service design provides for multiple modules that can b
activated/deactivated depending on the license that have been subscribed to. At its core, ECaTS provides
the following general licenses as individual and bundled services (this is part of the service design, modular
systems):

1. ECaTS Analytics and MIS

Provides analytics for understanding PSAP operations and overall city, county, regional, state performance
of PSAP’s under the jurisdiction of the Alabama 911 board.

2. ECaTS Text-to-9-1-1

Provides analytics for all Text-to-9-1-1 services included full transcript reporting and detailed analysis of
text session traffic.

3. ECaTS Real-Time Monitoring and Alerting

A base platform for monitoring real-time data coming into the ECATS system. Can provide alerts against
any data segment, currently licenses are available for PSAP performance and Communication
Infrastructure Monitoring System (CIMS)

4. ECaTS ESInet logging and analytics

Platform for the collection and storage of NG 911 Functional Element telemetry and is used to combine
ESINet data with PSAP operation data to provide end-to-end analytics. Optional licenses for activate log
replication services are also available.

Service Transition

ECaTS is a low impact system that does not impact existing operations. The ECaTS data collection and
dissemination technologies are passive technologies that cohabitate with existing systems but provide no
signaling that could be responded to. As such, transitioning from the current analytics platform to ECaTS
is as easy as opening a web browsers and pointing to the ECaTS service. ECaTS can also co-exists with
other analytics suites and will not interfere with those platform operation. One thing to note about
service transition is if comparisons are made of output keep in mind business rules are always different
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and you need to understand those rules, which ECaTS shares, before making a comparison to ensue
apples-to-apples comparison of analytics results.

ECaTS recognizes that updates to statewide systems always undergo a slow transition from current
services to the new service. ECATS is designed to ease this transition and operationally is structured to
support this from support of Field Intelligence through to Client Communication which act as the liaison
to ease the transition to the new service.

Service Operation

ECaTS service operations are dominated by Field Intelligence Operational service, which maintain the data
collection devices and the Client Communications Specialist team which is the customer liaison for all
topics ECaTS related.

Field Intelligence (FI):

The FI team is responsible for maintaining the activity of the data collection devices and for coordinating
premise equipment upgrades, changes, and consolidation to ensure the service is not interrupted or the
interruptions are coordinated with the activities on the ground. In the event a problem is detected with
a data collection device, the FI team will reach out to the location with the affected device and coordinate
a maintenance call or site visit to rectify the problem with the data collector. In the event a dispatch is
needed the FI team will coordinate activities with ECaTS field engineers and the location to be serviced to
ensure everyone is coordinated for the activity and service restoration can proceed.

Client Communication Specialist (CCS):

The CCS team is the face of ECaTS and is who all customers interact with on aregular basis. tHe CCS team
is assigned as critical service liaisons to all PSAP’s that are part of the deployment The CCS is responsible
for ongoing training, user account maintenance and password resetting, servicing of data requests and
capturing customization requirements to enhance the platform for the needs of the customer. CCS
provides that personal touch that makes a service work, ECaTS prefers this one-on-one relationship as it
provides a method of communication that is not just email based but personal and relies on transparency
and honest communication between ECaTS and the end user.

Continual Service Improvement:

As a SaaS based service ECaTS follows an aggressive 10-12 releases a year update plan with multiple small
releases to the platform made when needed. ECaTS plans a new software update/release for every 4-6
week period (sometimes shorter) which results in full platform updates with new features and
functionality on a monthly basis. Availability of new features are provided to the customer base either as
new licensed service modules or, where appropriate, enhancements are made platform wide without any
additional license costs.

As a living software platform, ECaTS is also constantly undergoing modifications to match changes made
by vendor systems ECaTS reads from. These updates occur as hotfixes to the platform and ensure the
service | able to deliver even in the face of changes from source systems/data that have not been
coordinated with ECaTS (though coordination allows for a faster turn around time)
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- Nothing Follows -
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Attachment B

Direct Technology

3009 Douglas Blvd., Suite 300
Roseville, CA 95661
(916)-787-2200

April 30,2015

Van Erp, Petersen & Babcock, LLP
2260 Douglas Blvd., Suite 290
Roseville, CA 95661

We are providing this letter in connection with your review of the combined balance sheet and related
statement of income and retained earnings and members' equity and cash flows as of December 31,
2014 and for the year then ended, for the purpose of obtaining limited assurance that there are no
material modifications that should be made to the financial statements in order for the statements
to be in conformity with accounting principles generally accepted in the United States of America. We
confirm that we are responsible for the preparation and fair presentation of the financial statements of
financial position, results of operations, and cash flow in accordance with accounting principles
generally accepted in the United States of America and the selection and application of the
accounting policies.

Certain representations in this letter are described as being limited to matters that are material.
Items are considered material, regardless of size, if they involve an omission or misstatement of
accounting information that, in light of surrounding circumstances, makes it probable that the
judgment of a reasonable person using the information would be changed or influenced by the
omission or misstatement.

We confirm, to the best of our knowledge and belief, as of April 30, 2015, the following
representations made to you during your review.

1. The financial statements referred to above are fairly presented in accordance with accounting
principles generally accepted in the United States of America.

2. We have made available to you all-

a) Financial records and related data.

b) Minutes of the meetings of stockholders, directors, and committees of directors, or
summaries of actions of recent meetings for which minutes have not yet been prepared.

3. No material transactions exist that have not been properly recorded in the accounting records
underlying thefinancial statements.
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4. We acknowledge our responsibility for designing, implementing, and maintaining internal control
relevant to the preparation and fair presentation of the financial statements.
5. We acknowledge our responsibility to prevent and detect fraud.
6. We have no knowledge of any fraud or suspected fraud affecting the entity involving
management or others where the fraud could have a material effect on the financial statements,

including any communications from employees, former employees, or others.

7. We have no plans or intentions that may materially affect the carrying value or classification of
assets and liabilities.

8. No material losses exist (such as from obsolete inventory or purchase or sales commitments) that
have not been properly accrued or disclosed in the financial statements.

9. There are no:

a) Violations or possible violations of laws or regulations whose effects should be considered
for disclosure in the financial statements or as a basis for recording a loss contingency.

b) Unasserted claims or assessments that our lawyer has advised us are probable of assertion
that must be disclosed in accordance with FASB ASC 450, Contingencies.

c) Other material liabilities or gain or loss contingencies that are required to be accrued or
disclosed by FASB ASC 450, Contingencies.

10. The Company has satisfactory title of all owned assets, and there are no liens or encumbrances on
such assets nor has any asset been pledged as collateral except as made known to you and disclosed
in the notes to the financial statements.

11.We have complied with all aspects of contractual agreements that would have a material effect
on the financial statements in the event of noncompliance.

12. The following have been properly recorded or disclosed in the financial statements:

a) Related party transactions and related accounts receivable or payable, including sales,
purchases, loans, transfers, leasing arrangements, and guarantees.

b) Guarantees, whether written or oral, under which the company is contingently liable.

c) Significant estimates and material concentrations known to management that are required to
be disclosed in accordance with FASB ASC 275, Risks and Uncertainties.

13. We are in agreement with the adjusting journal entries, if any, you have recommended, and they
have been or will be posted to the Company's accounts.
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14. To the best of our knowledge and belief, no events have occurred subsequent to the balance
sheet date and through the date of this letter that would require adjustment to, or disclosure in, the
financial statements.

15. We have responded fully and truthfully to all inquiries made to us by you during your review.

Very truly yours,




Attachment C

FIRST AMENDED AND RESTATED BYLAWS
or
DIRECTAFPS, INC,

ARTICLE 1
VETERAN OWNED SMALL BUSINESS

The Corporation intends to operate at all times as a verified veteran-owned small business pursuant to the
ownership, control, good character and other requirements of the Veterans Small Business Regulations, 38 CFR Part
74 (the “VSBR Verification Requirements”). The Corporation shall be unconditionally owned and controlled at afl
times by one or more eligible veterans of good character and otherwise meet the VSBR Verification Requirements.

ARTICLE i
REGISTERED OFFICE AND REGISTERED AGENT

The registered office of the Corporation shall be located in the State of California at such place as may be
fixed from time to time by the Board of Directors upon filing of such notices as may be required by law, and the
registered agent shall have a business office identical with such registered office. A registered agent so appointed
shall consent to appointment in writing and such consent shall be filed with the Secretary of State of the State of
California. If 2 registered agent changes the street address of the agent’s business office, the registered agent may
change the street address of the registered office of the Corporation by notifying the Corporation in writing of the
change and signing, either manually or in facsimile, and delivering to the Secretary of State for filing a statement of
such change, as required by law. The Corporation may change its registered agent at any time upon the filing of an
appropriate notice with the Secretary of State, with the written consent of the new registered agent either included in
or attached to such notice.

ARTICLE HI
SHAREHOLDERS’ MEETINGS

1. Meeting Place. All meetings of the shareholders shall be held, pursuant to proper notice as set
forth in Article II Section 5 of these Bylaws (the *“Bylaws™), at the principal executive office of the Corporation, or
at such other place as shall be determined from time to time by the Board of Directors.

2. Annual Meeting Time. The annual meeting of the shareholders for the election of directors and
for the transaction of such other business as may properly come before the meeting shall be held each year on such
date and at such hour as may be determined by resolution of the Board of Directors from time to time. In the
absence of such determination, the annual meeting shall be held each year on the third Thursday of June, at the hour
of 10:00 a.m., if not a lega! holiday, and if a legal holiday, then on the next business day following, at the same hour.

3. Annual Meeting - Order of Business. At the annual meeting of shareholders, the order of business
shall be as follows: {a) call to order; (b) proof of notice of meeting (or filing of waiver); (c) reading of minutes of
last annual meeting; (d) election of directors; (¢) reports of officers; (f) reports of committees; and (g} other
business.

4, Special Meetings. Special meetings of the shareholders for any purpose may be called at any time
by the Chairman of the Board, the President, the Board of Directors or upon direct request to the President by the
holders of at least twenty-five percent {25%) of ali the votes entitled to be cast on any issue proposed to be
considered at such special meeting. Special shareholders’ meetings shall be held at the Corporation’s principal
executive office or at such other place as shali be identified in the notice of such meeting. If the President refuses,
or fails, to promptly call a special meeting duly requested by shareholders pursuant to this Section 4, such
shareholders may call such meeting directly.
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5. Notice.

(a) Except as provided in subsection (c) hereunder, notice of the date, time and place of the
annual meeting of shareholders shall be given by delivering personally or by mailing a written or printed notice of
the same, not less than ten (10} days, and not more than sixty (60) days, prior to the meeting to each shareholder of
record entitled to vote at such meeting.

(b) Except as provided in subsection (c) hereunder, written or printed notice of each special
meeting of shareholders shall be given not less than ten (10) days and not more than sixty (60) days prior to the
meeting. Such notice shall state the date, time and place of such meeting, and the purpose or purposes for which the
meeting is called, and shall be delivered personally, or mailed to each shareholder of record entitled to vote at such
meeting.

() Notice of a shareholders® meeting at which the shareholders will be called to act on the
election of one or more directors, an amendment to the articles of incorporation, a plan of merger or share exchange,
a proposed sale of assets other than in the regular course of business or the dissolution of the Corporation shall be
given not less than twenty (20) days and not more than sixty (60) days before the meeting date.

6. Record Date. For the purpose of determining shareholders entitled to notice of or to vote at any
meeting of shareholders, or at any adjournment thereof, or entitled to receive dividends or distributions, the Board of
Directors shall fix in advance a record date for any such determination of shareholders, such date to be not more
than seventy (70) days and, in case of a meeting of shareholders, not less than ten (10) days prior to the date on
which the particular action requiring such determination of shareholders is to be taken, except as otherwise provided
in subsection 5(c) of this Article I11 herein.

7. Shareholders’ List. After fixing a record date for a shareholders’ meeting, the Corporation shall
prepare an alphabetical list of the names of all its shareholders on the record date who are entitled to notice of a
shareholders’ meeting. Such list shall be arranged by voting group, and within each voting group by class or series
of shares, and show the address of and number of shares held by each sharcholder. The shareholders’ list shall be
kept on file at the registered office of the Corporation for a period beginning ten (10) days prior to such meeting and
shall be kept open at the time and place of such meeting for the inspection by any shareholder, or any shareholder’s
agent or attorney,

8. Quorum. Except as otherwise required by law, a quorum at any annual or special meeting of
shareholders shall consist of shareholders representing, either in person or by proxy, a majority of the votes entitled
to be cast on the matter by each voting group.

9. Voting.

{(a) Except as otherwise provided in the articles of incorporation, as they may be amended or
restated from time to time (as so amended or restated, the “Articles of Incorporation™) and subject to the provisions
of the laws of the State of California, each outstanding share, regardless of class, is entitled to one vote on each
matter voted on at a shareholders’ meeting.

{b) If a quorum exists, action on a maiter, other than the election of directors, is approved by
a voting group if the votes cast within the voting group favoring the action exceed the votes cast within the voting
group opposing the action, unless the question is one which by express provision of law, of the Articles of
Incorporation or of these Bylaws a greater number of affirmative votes is required.

{c) Unless otherwise provided in the Articles of Incorporation, in any election of directors
the candidates elected are those receiving the largest numbers of votes cast by the shares entitled to vote in the
election, up to the number of directors to be elected by such shares.

(d) Notwithstanding anything herein to the contrary, all meetings and shareholder votes shall
be in strict compliance with the ownership and control provisions of the VSBR Verification Requirements.
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10. Proxies. A shareholder may vote either in person or by appointing a proxy by signing an
appointment form, either personally or by the shareholder’s attorney-in-fact or agent. An appointment of a proxy is
effective when received by the person authorized to tabulate votes for the Corporation. An appointment of a proxy
is valid for eleven months unless a longer period is expressly provided in the appointment form.

11. Waiver of Notice. A written waiver of any notice required to be given to any shareholder, signed
by the person or persons entitled to such notice, whether before or after the time stated therein for the mesting, shall
be deemed by the Corporation as the giving of such notice, provided that such waiver has been delivered to the
Corporation for inclusion in the minutes or filing with the Corporation’s records. A sharcholder’s attendance at a
meeting waives any notice required, unless the shareholder at the beginning of the meeting objects to holding the
meeting or transacting business at the meeting.

12. Action of Shareholders by Communications Equipment. Shareholders may participate in any
meeting of shareholders by any means of communication by which all persans participating in the meeting can hear

each other during the meeting. A shareholder participating in a meeting by this means is deemed to be present in
person at the meeting.

ARTICLE IV
SHARES OF STOCK

I. Issuance of Shares. No shares of the Corporation shall be issued unless authorized by the Board
of Directors. Such authorization shall include the number of shares to be issued and the consideration to be
received. Shares may, but need not, be represented by certificates. Unless otherwise provided by law, the rights and
obligations of shareholders are identical whether or not their shares are represented by certificates.

2. Certificated Shares. If shares are represented by certificates, certificates of stock shall be issued in
numerical order, and each shareholder shall be entitled to a certificate signed, either manually or in facsimile, by at
least two of the Chief Executive Officer, the President, a Vice President, and the Secretary, and such certificate may
bear the seal of the Corporation or a facsimile thereof. If an officer who has signed or whose facsimile signature has
been placed upon such certificate ceases to be such officer before the certificate is issued, it may be issued by the
Corporation with the same effect as if the person were an officer on the date of issue. At a minimum each certificate
of stock shall state: (a) the name of the Corporation; (b) that the Corporation is organized under the jaws of the State
of California; {c) the name of the person to whom the certificate is issued; {(d) the number and class of shares and the
designation of the series, if any, the certificate represents; and () if the Corporation is authorized to issue different
classes of shares or different series within a class, the designations, relative rights, preferences and limitations
applicable to each class and the variations in rights, preferences and limitations determined for each series, and the
aathority of the Board of Directors to determine variations for future series, must be summarized either on the front
ot back of the certificate. Alternatively, the certificate may state conspicuously on its front or back that the
Corporation will furnish the shareholder this information without charge upon request in writing. In case of any
mutilation, loss or destruction of any certificate of stock, another certificate may be issued in its place on proof of
such mutilation, loss or destruction, The Board of Directors may impose conditions on such issuance and may
reguire the giving of a satisfactory bond or indemnity to the Corporation in such sum as it might determine or
establish such other procedures as it deems necessary or appropriate.

3, Uncertificated Shares.

(a) Unless the Articles of Incorporation provide otherwise, the Board of Directors may
authorize the issue of any of the Corporation’s classes or series of shares without certificates.

{(b) Within a reasonable time after the issnance of shares without certificates, the Corporation

shall send the shareholder a complete written statement of the information required on certificates as provided in
Article IV, Section 2 of these Bylaws.
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4, Transfers.

(a) Transfers of stock shall be made only upon the stock transfer records of the Corporation,
which records shall be kept at the registered office of the Corporation, its principal place of business, or at the office
of its transfer agent or registrar. The Board of Directors may, by resolution, open a share register in any state of the
United States, and may employ an agent or agents to keep such register and to record transfers of shares therein.

(b) Shares of certificated stock shall be transferred by delivery of the certificates therefor,
accompanied either by an assignment in writing on the back of the certificate or an assignment separate from
certificate, or by a written power of attorney to seli, assign and transfer the same, signed by the holder of said
certificate. Except as otherwise specifically approved by the Board of Directors, no shares of certificated stock shall
be transferred on the records of the Corporation until the outstanding certificates therefor have been surrendered to
the Corporation or to its transfer agent or registrar.

(c) Shares of uncertificated stock shall be transferred upon receipt by the Corporation of a
written request for transfer signed by the shareholder. Within a reasonable time after the transfer of shares without
certificates, the Corporation shall provide the new shareholder a complete written statement of the information
required on certificates as provided in Article I'V, Section 2 of these Bylaws.

5. Fractional Shares or Scrip. The Corporation may: (a) issue fractions of a share; (b) arrange for the
disposition of fractional interests by the shareholders; (c) pay in money the value of fractions of a share; and (d)
issue scrip in registered or bearer form which shall entitle the holder to receive a certificate for a full share upon the
surrender of enough scrip to equal a full share.

6. Shares of Another Corporation. Shares owned by the Corporation in another corporation,
domestic or foreign, may be voted by such officer, agent or proxy as the Board of Directors may determine or, in the
absence of such determination, by the act of the Board of Directors.

ARTICLE VY
BOARD OF DIRECTORS

L. Powers. The management of all the affairs, property and interests of the Corporation shall be
vested in a Board of Directors. In addition to the powers and authorities expressly conferred upon it by these
Bylaws and by the Articles of Incorporation, the Board of Directors may exercise all such powers of the Corporation
and do all such lawful acts as are not prohibited by statute (including the VSBR Verification Regulations), the
Articles of Incorporation or by these Bylaws or as directed or required to be exercised or done by the shareholders.

2, Chairman of the Board. The Chairman of the Board shall be a director and shall be a veteran or
other qualified person meeting the requirements of the VSBR Verification Regulations. The Chairman shall preside
at all meetings of the shareholders and at all meetings of the Board of Directors at which he or she is present and
shall have such other powers as the Board may determine.

3. General Standards for Directors.

(a) A director shall discharge the duties of a director, including duties as a member ofa
committee; (i) in good faith; (ii) with the care an ordinary prudent person in a like position would exercise under
similar circumstances; and (in) in a manner the director reasonably believes to be in the best interests of the
Corporation.

(b) A director may not appoint a proxy to discharge the duties of such director.

4. Number and Term. The Board of Directors shali consist of not more than five (5) persons as may
from time to time be designated by the then-existing Board of Directors. A majority of all directors serving on the
Board of Directors at any time must be veterans or an otherwise qualified person meeting the requirements of the
VSBR Verification Regulations. Directors need not be shareholders of the Corporation or residents of the State of
California. The directors shall serve for a term ending on the date of the annual meeting of shareholders following
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the annual meeting at which the director was elected; provided, however, that each director shall serve until his or
her successor is duly elected and qualified or until his or her death, resignation or removal.

5. Change of Nurber., Except as otherwise provided pursuant to a separate agreement among the
shareholders, the number of directors may at any time be increased or decreased by resolution of either the
shareholders or directors at any annual, special or regular meeting; provided, that no decrease in the number of
directors shall have the effect of shortening the term of any incumbent director, except as provided in Sections 6 and
7 of this Article V.

6. Vacancies. Except as otherwise provided in the Articles of Incorporation or by separate
agreement among the shareholders, all vacancies in the Board of Directors, whether caused by resignation, death,
removal or otherwise, may be filled by the affirmative vote of a majority of the remaining directors in office though
less than a quorum of the Board of Directors. A director elected to fill a vacancy shall, if necessary to meet the
requirements of the VSBR Verification Regulations, shall be a veteran or other qualified person under the VSBR
Verification Regulations, and shall hold office until the next shareholders’ meeting at which directors are elected
and unti} his or her successor is elected and qualified.

7. Resignation. A director may resign at any time by delivering written notice to the Board of
Directors, the President or the Secretary. A resignation is effective when the notice is delivered unless the notice
specifies a later effective date. Notwithstanding the foregoing, the resignation of any director shall not be accepted
if such resignation would result in the Corporation’s failure to meet the requirements of the VSBR Verification
Regulations, unless and until a replacement director can be duly appointed and qualified to meet the Corporation’s
ongoing requirements under the VSBR Verification Regulations.

3. Removal of Directors. Except as otherwise provided pursuant to a separate agreement among the
shareholders, at a special meeting of shareholders called expressly for that purpose, the entire Board of Directors, or
any member thereof, may be removed, with or without cause, by a vote of the holders of a majority of shares then
entitled to vote at an election of such directors. If a director is elected by holders of one or more authorized classes
or series of shares, only the holders of those classes or series of shares may participate in the vote to remove the
director. A director or directors may be removed only if the number of votes cast to remove the director exceeds the
mumber of votes cast not to remove the director. The notice of such special meeting must state that the purpose, or
one of the purposes, of the meeting is removal of the director or directors, as the case may be. Notwithstanding the
foregoing, no director may be removed if such removal would result in the Corporation’s failure to meet the
requirements of the VSBR Verification Regulations, unless and until a replacement director can be duly appointed
and qualified to meet the Corporation’s ongoing requirements under the VSBR Verification Regulations.

9. Regular Meetings. Regular meetings of the Board of Directors or any committee may be held
without notice at the principal place of business of the Corporation or at such other place or places, either within or
without the State of California, as the Board of Directors or such comittee, as the case may be, may from time to
time designate. The annual meeting of the Board of Directors shall be held without notice immediately after
adjournment of the annual meeting of shareholders.

10. Special Meetings.

(@) Special meetings of the Board of Directors may be called at any time by the Chairman of
the Board, the President or by any director, to be held at the principal place of business of the Corporation or at such
other place or places as the Board of Directors may from time to time designate. Notice of all special meetings of
the Board of Directors, stating the date, time and place thereof, shall be given at least three (3) days prior to the date
of the meeting, in accordance with the provisions set forth in Article VII of these Bylaws. Such notice need not
specify the business to be transacted at, or the purpose of, the meeting.

(b) Special meetings of any committee of the Board of Directors may be called at any time
by such person or persons and with such notice as shall be specified for such committee by the Board of Directors,
or, in the absence of such specification, in the manner and with the notice required for special meetings of the Board
of Directors.
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1. Waiver of Notice. A director may waive any notice required by law, by the Articles of
Incorporation or by these Bylaws before or after the time stated for the meeting, and such waiver shall be equivalent
to the giving of such notice. Such waiver must be in writing, signed by the director entitled to such notice and
delivered to the Corporation for inclusion in the minutes or filing with the corporate records. A director’s
attendance at or participation in a meeting shall constitute a waiver of any required notice to the director of the
meeting unless the director at the beginning of the meeting, or promptly upon the director’s arrival, objects for lack
of notice to holding the meeting or transacting business at the meeting and does not thereafter vote for or assent to
action taken at the meeting.

12, Quorum. A majority of the full Board of Directors shall be necessary at all meetings to constitute
a quorum for the transaction of business. If a quorum s present when a vote is taken, the affirmative vote of a
majority of directors present is the act of the Board of Directors.

13. Registering Dissent. A director who is present at a meeting of the Board of Directors at which
action on a corporate matter is taken is deemed to have assented to such action unless: (a) the director objects at the
beginning of the meeting, or promptly upon the director’s arrival, to the holding of, or transaction of business at, the
meeting; (b) the director’s dissent or abstention from the action is entered in the minutes of the meeting; or (c) the
director delivers written notice of the director’s dissent or abstention to the presiding officer of the meeting before
its adjournment or to the Corporation within a reasonable time after adjournment of the meeting. The right to
dissent or abstain is not available to a director who voted in favor of the action taken.

14, Action by Directors Without a Meeting,.

{a) Any action required or permitted to be taken at a meeting of the Board of Directors, or of
a committee thereof, may be taken without a meeting if the action is taken by ail members of the Board of Directors.
The action must be evidenced by one or more written consents setting forth the action taken, signed by each of the
directors, or by each of the members of the committee, as the case may be, either before or after the action taken,
and delivered to the Corporation for inclusion in the minutes or filing with the Corporation’s records.

(b) Action taken under this section is effective when the fast director signs the consent,
unless the consent specifies a later effective date.

i5. Participation by Means of Communications Equipment. Any or all directors may participate in a
regular or special meeting of the Board of Directors (or of a committee thereof) by, or may conduct the meeting
through the use of, any means of communication by which all directors participating can hear each other during the
meeting. A director participating in a meeting by this means is deemed to be present in person at the meeting.

i6. Commit{ees.

(a) The Board of Directors, by resolution adopted by a majority of the full Board of
Directors, may create one or more committees of directors. Each committee must have two or more members who
serve at the pleasure of the Board of Directors. To the extent specified by the Board of Directors, each committee
may exercise the authority of the Board of Directors, except that no committee shail have the authority to: (i)
authorize or approve a distribution except according to a general formula or method prescribed by the Board of
Directors; (ii) approve or propose to shareholders action that by law is required to be approved by shareholders; (iii)
fill vacancies on the Board of Directors or any of its committees; (iv) amend the Articles of Incorporation; (v) adopt,
amend or repeal these Bylaws; (vi) approve a plan of merger not requiring shareholder approval; (vii) authorize or
approve the issuance or sale or contract for sale of shares, or determine the designation and relative rights,
preferences and limitations of a class or series of shares, except that the Board of Directors may authorize a
committee (or a senior executive officer of the Corporation) to do so within limits specifically prescribed by the
Board of Directors; or {viii) take any action which may result in the disqualification of the Corporation as a veteran
owned small business under the VSBR Verification Regulations.

(5)] The creation of, delegation of authority to or action by a committee does not alone
constitute compliance by a director with the standards of conduct required by California state law or these Bylaws.
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17. Remuneration. By resolution of the Board of Directors, directors may be remunerated in cash,
equity, and/or by the grant of options, warrants or other rights to purchase shares of the Corporation’s stock, and a
fixed sum and expenses of attendance, if any, may be allowed for atiendance at each regular or special meeting of
the Board of Directors or of a committee thereof; nothing herein contained shall be construed to preclude any
director from serving the Corporation in any other capacity and receiving compensation therefor.

18. Notice of Nomination.

(a) Nominations for the election of directors may be made by the Board of Directors. Notice
of nominations which are proposed by the Board of Directors shall be given by the Chairman of the Board on behalf
of the Board.

(b) Nominations for the election of directors may be made by any shareholder entitled to vote
for the election of directors. Notwithstanding the provisions of Article VIII, such nominations shall be made by
notice in writing, delivered or mailed by first class United States mail, postage pre-paid, to the Secretary of the
Corporation not less than 14 days nor more than 50 days prior to any meeting of the shareholders calied for the
election of directors; provided, however, that if less than 21 days’ notice of the meeting is given to the shareholders,
such written notice shall be delivered or mailed, as prescribed above, to the Secretary of the Corporation not later
than 5:00 p.m. on the seventh day following the day on which notice of the meeting was mailed to the sharcholders.
Each notice under this subsection (b) shall set forth (i) the name, age, business address and, if known, residence
address of each nominee proposed in such notice, (i} the principat occupation or employment of each such nominee,
(iii) the number of shares of stock of the Corporation beneficially owned by each such nominee, (iv) the name and
address of the shareholder giving notice and any other shareholders known by such shareholder to be supporting
such nominees, and (v) the number of shares of stock of the Corporation beneficially owned by the shareholder
giving notice and any other shareholders known by such shareholder to be supporting such nominee.

{c) The chair of the meeting may, if the facts warrant, determine and declare to the meeting
that a nomination was not made in accordance with the foregoing procedure, and should he or she so determine, he
or she shall so declare to the meeting and the defective nomination shall be disregarded.

ARTICLE VI
OFFICERS
1. Designations. The officers of the Corporation shall be a Chief Executive Officer, a President, a

Secretary and, at the discretion of the Board of Directors, one or more Vice-Presidents and a Treasurer. The Board
of Directors shall appoint ali officers. Any two or more offices may be held by the same individual. The Board of
Directors, or a duly appointed officer to whom such authority has been delegated by Board resolution, may appoint
such other officers and agents as it shall deern necessary or expedient, who shall hold their offices for such terms
and shall exercise such powers and perform such duties as shall be determined from time to time by the Board of
Directors.

2. Appointment and Term of Office. The officers of the Corporation shall be appointed annually by
the Board of Directors at the first meeting of the Board of Directors held before each annual meeting of the
shareholders. Each officer shall hold office until a successor shall have been appointed and qualified, or until such
officer’s earlier death, resignation or removal,

3. Powers and Dutjes. If the Board appoints persons to fill the following positions, such officers
shall have the power and duties set forth below:

(a) The Chief Executive Officer. The Chief Executive Officer of the Corporation shall have,
subject to the direction and control of the Board of Directors, general control and management of the business affairs
and policies of the Corporation, and shall be a veteran or other person meeting the ownership, control and character
requirements of the VSBR Verification Regulations. The Chief Executive Officer shall act as laison from and as
spokesperson for the Board of Directors. The Chief Executive Officer shall participate in long-range planning for
the Corporation and shall be available to the other officers of the Corporation for consultation. The Chief Executive
Officer shall possess power to sign all certificates, contracts and other instruments of the Corporation. Ifthe
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Chairman of the Board of Directors is not present, the Chief Executive Officer (if a director) shall preside at all
meetings of the shareholders and of the Board of Directors. The Chief Executive Officer shall perform all such
other duties as are incident to the office of Chief Executive Officer or are properly required by the Board of
Directors.

(b) The President. The President of the Corporation shall be the Chief Operating Cfficer of
the Corporation and shall have such powers and discharge such duties as may be assigned from time to time by the
Chief Executive Officer, or, in the absence of a Chief Executive Officer, the Board of Directors. If no Chief
Executive Officer is separately appointed, the President shall be the Chief Executive Officer, having such
responsibilities and performing such duties of the Chief Executive Officer. During the absence or disability of the
CEQ, the President shall exercise all the functions of the Chief Executive Officer.

{c} Vice-Presidents. During the absence or disability of the President, the Executive or
Senior Vice-Presidents, if any, and the Vice-Presidents, if any, in the order designated by the Board of Directors,
shall exercise all the functions of the President. Each Vice-President shall have such powers and discharge such
duties as may be assigned from time to time by the Board of Directors.

(d) The Secretary. The Secretary shall issue notices for afl meetings, shall keep minutes of
all meetings, shall have charge of the seal and the Corporation’s books, and shall make such reports and perform
such other duties as are incident to the office of Secretary, or are properly required of him or her by the Board of
Directors.

(e) The Treasurer. The Treasurer shall have the custody of all moneys and securities of the
Corporation and shall keep regular books of account. The Treasurer shall disburse the funds of the Corporation in
payment of the just demands against the Corporation or as may be ordered by the Board of Directors, taking proper
vouchers or receipts for such disbursements, and shall render to the Board of Directors from time to time as may be
required an account of all transactions as Treasurer and of the financial condition of the Corporation. The Treasurer
shall perform such other duties incident to his or her office or that are properly required of him or her by the Board
of Directors.

4. Standards of Conduct for Officers. An officer with discretionary authority shall discharge such
officer’s duties under that authority: (a) in good faith; (b) with the care an ordinary prudent person in a like position
would exercise under similar circumstances; and {c) in a manner the officer reasonably believes to be in the best
interests of the Corporation.

5. Delegation. In the case of absence or inability to act of any officer of the Corporation and of any
person herein authorized to act in such officer’s place, the Board of Directors may from time to time delegate the
powers or duties of such officer to any other officer or any director or other person whom it may in its sole
discretion select.

6. Vacancies. Vacancies in any office arising from any cause may be filled by the Board of Directors
at any regular or special meeting of the Board.

7. Resignation. An officer may resign at any time by delivering notice to the Corporation, Such
notice shall be effective when delivered unless the notice specifies a later effective date, Any such resignation shall
not affect the Corporation’s contract rights, if any, with the officer.

8. Removal. Any officer elected or appointed by the Board of Directors may be removed at any
time, with or without cause, by the affirmative vote of a majority of the whole Board of Directors, but such removal
shall be without prejudice to the contract rights, if any, of the person so removed.

9, Salaries and Contract Rights. The salaries, if any, of the officers shall be fixed from time to time
by the Board of Directors. The appointment of an officer shall not of itself create contract rights.

10. Bonds. The Board of Directors may, by resolution, require any and all of the officers to give
bonds to the Corporation, with sufficient surety or sureties, conditioned for the faithful performance of the duties of
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their respective offices, and to comply with such other conditions as may from time to time be required by the Board
of Directors.

ARTICLE VII
DISTRIBUTIONS AND FINANCE

1. Distributions. The Board of Birectors may authorize and the Corporation may make distributions
to its shareholders; provided that no distribution may be made if, after giving it effect, either: (a) the Corporation
would not be able to pay its debts as they become due in the usual course of business; or (b) the Corporation’s total
assets would be less than the sum of its total liabilities plus the amount which would be needed, if the Corporation
were to be dissolved at the time of the distribution, to satisfy the preferential rights upon dissolution of shareholders
whose preferential rights are superior to those receiving the distribution. The Board of Directors may authorize
distributions to holders of record at the close of business on any business day prior to the date on which the
distribution is made. If the Board of Directors does not fix a record date for determining shareholders entitled to a
distribution, the record date shall be the date on which the Board of Directors authorizes the distribution.

2. Measure of Effect of a Distribution. For purposes of determining whether a distribution may be
authorized by the Board of Directors and paid by the Corporation under Article VIi, Section 1, of these Bylaws, the
effect of the distribution is measured: (a) in the case of a distribution of indebtedness, the terms of which provide
that payment of principal and interest are made only if and to the extent that payment of a distribution to
shareholders could then be made under this section, each payment of principal or interest is treated as a distribution,
the effect of which is measured on the date the payment is actually made; or {b) in the case of any other distribution:
(i) if the distribution is by purchase, redemption, or other acquisition of the Corporation’s shares, the effect of the
distribution is measured as of the earlier of the date any money or other property is transferred or debt incurred by
the Corporation, or the date the shareholder ceases to be a shareholder with respect to the acquired shares; (ii) if the
distribution is of an indebtedness other than described in subsection 2(a) and (b){1) of this section, the effect of the
distribution is measured as of the date the indebtedness is distributed; and (iii) in all other cases, the effect of the
distribution is measured as of the date the distribution is authorized if payment occurs within 120 days afier the date
of authorization, or the date the payment is made if it occurs more than 120 days after the date of authorization.

3. Depositories. The moneys of the Corporation shall be deposited in the name of the Corporation in
such bank or banks or trust company or trust companies as the Board of Directors shall designate, and shall be
drawn out only by check or other order for payment of money signed by such persons and in such mamner as may be
determined by resolution of the Board of Directors.

ARTICLE VII
NOTICES

Except as may otherwise be required by law or the Articles of Incorperation, any notice to any sharsholder
or director must be in writing and may be transmitted by: mail, private carrier or personal delivery; telegraph or
teletype; or telephone, electronic mail, wire or wireless equipment which transmits a facsimile of the notice. Written
notice by the Corporation to its shareholders shall be deemed effective when mailed, if mailed with first-class
postage prepaid and correctly addressed to the shareholder’s address shown in the Corporation’s current record of
shareholders. Except as set forth in the previous sentence, written notice shall be deemed effective at the earliest of
the following: (i) when received; (ii} five days after its deposit in the United States mail, as evidenced by the
postmark, if mailed with first-class postage, prepaid and correctly addressed; (iii) on the date shown on the return
receipt, if sent by registered or certified mail, return receipt requested, and receipt is signed by or on behalf of the
addressee; or (iv) if sent to a shareholder’s address, telephone number, or other number appearing on the records of
the Corporation, when dispatched by telegraph, teletype, electronic mail or facsimile equipment.

ARTICLE IX
SEAL

The Corporation may adopt a corporate seal which seal shall be in such form and bear such inscription as
may be adopted by resolution of the Board of Directors.

DIRECTAPPS, INC. 1" Amended and Restated Bylaws
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ARTICLE X
BOOKS AND RECORDS

The Corporation shall maintain appropriate accounting records and shall keep as permanent records
minutes of all meetings of its shareholders and Board of Directors, a record of all actions taken by the shareholders
or the Board of Directors without a meeting and a record of all actions taken by a committee of the Board of
Directors. In addition, the Corporation shall keep at its registered office or principal place of business, or at the
office of its transfer agent or registrar, a record of its shareholders, giving the names and addresses of all
shareholders in alphabetical order by class of shares showing the number and class of the shares held by each. Any
books, records and minutes may be in written form or any other form capable of being converted into written form
within a reasonable time. The Corporation shall keep a copy of the following records at its principal office: (1)
Articles of Incorporation and all amendments thereto currently in effect; (2) Bylaws and all amendments thereto
currently in effect; (3) minutes of all shareholders” meetings, and records of all actions taken by shareholders
without a meeting, for the past three years; (4) financial statements for the past three years, including balance sheets
showing in reasonable detail the financial condition of the Corporation as of the close of each fiscal year, and an
income statement showing the results of its operations during each fiscal year prepared on the basis of generally
accepted accounting principles or, if not, prepared on a basis explained therein; (5) all written communications to
shareholders generally within the past three years; (6) list of the names and business addresses of its current
directors and officers; and (7) its most recent annual report delivered to the Secretary of State of the State of
California.

ARTICLE X1
AMENDMENTS
1. By Shareholders. These Bylaws may be amended or repealed by the shareholders in the manner

set forth in Article 11 Section 9 of these Bylaws at any regular or special meeting of the shareholders.

2. By Directors. The Board of Directors shall have power to amend or repeal the Bylaws of, or adopt
new bylaws for, the Corporation. However, any such Bylaws, or any alteration, amendment or repeal of the Bylaws,
may be subsequently changed or repealed by the holders of a majority of the stock entitled to vote at any
shareholders’ meeting.

3. Emergency Bylaws. The Board of Directors may adopt emergency Bylaws, subject to repeal or
change by action of the shareholders, which shall be operative during any emergency in the conduct of the business
of the Corporation resulting from an attack on the United States, any state of emergency declared by the federal
government or any subdivision thereof, or any other catastrophic event.

4. Compliance with VSBR Verification Requirements. No amendment or repeal of these Bylaws
shall be effective and shall be void ab initio if the effect of such amendment or repeal would be to disqualify the
Corporation as a verified veteran owned small business under VSBR Verification Regulations.

These First Amended and Restated Bylaws of DirectApps, Inc. were duly adopted by resolution of the Board of
Directors effective as of January 1, 2013.

January 1, 2013

January 1, 2013

Richard A Nelson, Secretary

10
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AMENDMENT NO. 1
TOTHE
DIRECTAPPS, INC. STOCKHOLDER BUY-SELL AGREEMENT

Dated Effective as of January 1, 2013

This Amendment No. 1 {the “Amendment”) to the DirectApps, Inc. Stockholder Buy-Sell Agreement (the
“Agreement”) is entered into effective as of January 1, 2013 (the “Effective Date”) by and between
DirectApps, Inc. (the “Company”) and the stockholders of the Company whose names and signatures are
affixed to the end of this Amendment {the “Stockholders”).

PURPOSE OF AMENDMENT

The Company intends to operate at all times as a verified veteran-owned small business
pursuant to the ownership, control, good character and other requirements of the Veterans
Small Business Regulations, 38 CFR Part 74 (the “VSBR Verification Requirements”).

Pursuant to the VSBR Verification Requirements the Company must be unconditionally owned
and controlled at all times by one or more eligible veterans {or other qualified individuals) of
good character and who otherwise meet the VSBR Verification Requirements.

The Company and the Stockhoiders desire to amend the Agreement to reflect the current
ownership of shares of the Company’s common stock and to provide for additional restrictions
on any future transfers of such shares to ensure that the Company continues to comply with the
VSBR Verification Requirements on an ongoing basis,

All capitalized terms not otherwise defined in this Amendment shall have the meanings ascribed
1o them in the Agreement.

AMENDMENT

The Agreement is hereby amended as follows:

1.

Section 1 of the Agreement is hereby amended and replaced in its entirety by the following:

“Section 1. Current Ownership of Shares. On the Effective Date, 1,000,000 shares of the
Company’s common stock, 50.001 par value, were issued and outstanding and owned as follows:

Name of Stockholder Number of Common Shares
Federico J. Michanie 333,333
Richard Allan Nelson 333,334
John C. Sercu 333,333

The Stockholders together own all outstanding shares of the Company’s common stock. Each
Stackholder further agrees to and shall execute and deliver this Agreement and be bound by its
terms as to the Stockholder’s shares.”
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2. Section 2 (a} of the Agreement is hereby amended by the following:

{a} Except as provided in Section 3 of this Agreement, a Stockholder shall not sell, transfer,
convey, assign, or in any way dispose of any of the Stockholder’s shares, or any right or
interest in the shares, without obtaining the prior written consent of the Company and the
other Stockholders, unless the Stockholder or the Stockholder’s legal representative (the
“Offering Stockholder”) has first given written notice to the Company in accordance with this
Section of the Offering Stockholder’s intention to transfer the shares, and the Company and
the other Stockholders have reviewed and approved the transfer as complying with the VSBR
Verification Requirements. The notice must name the proposed transferee, the number of
shares to be transferred, the price per share, and the terms of payment. Promptly upon
receipt of the notice, the Secretary of the Company shall forward a copy of the notice to the
other Stockholders, and the Company and the other Stockholders shall have the follfowing
options to purchase all or part of the shares specified in the notice:

Sections 2{al{i) through 2(a){iv) of the Agreement continue in full force and effect.

3. Section 2 {b) of the Agreement is hereby amended and replaced in its entirety by the following:

(b) “Any purported transfer, encumbrance or alienation other than according to the terms of
this Agreement and in compliance with the VSBR Verification Requirements is void and
transfers no rights, title or interest in or to the shares.”

4, The first clause of Section 3 (a) of the Agreement is hereby amended as follows:

{a) “So long as the VSBR Verification Requirements are met and despite any provision in this
Agreement to the contrary, ..."

5. The first clause of Section 3 (b} of the Agreement is hereby amended as follows:

(b} “So long as the VSBR Verification Requirements are met and notwithstanding anything to the
contrary herein, ...”

6. The following sentence is appended to the end of Section 4 (a) of the Agreement:

“To the extent that any buy-out event would have the effect of disqualifving the Company as a
veteran-owned business under the VSBR Verification Requirements, the Company and the
remaining Stockholders shalf work in good faith to accomplish the objectives of the buy-out
event in a manner that complies with the VS8R Verification Requirements.”

7. Section 8{b) is hereby deleted in its enfirety.

[SIGNATURE PAGE FOLLOWS}
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IN WITNESS WHEREOF, and as of the date first set forth above, the parties hereto have set their hand
and the Company has caused this Agreement to be executed and delivered pursuant to a resolution duly
adopted by the Board of Directors.

DIRECTAPPS, INC., a Delaware corporation

N —

Richard A. Nelson, CEO

STOCKHOLDERS /

Federic@d./Michanie

Richard Allan Nelson

John C‘-SZA 7 / e
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CONSENT OF THE BOARD OF DIRECTORs
IN LIEU OF A SPECIAL MEETING
OF DIRECTAPPS, INC.

The undersigned, being all of the directors DIRECTAPPS, INC., a Delaware corporation (the “Company™),
acting without a meeting, DO HEREBY ADOPT the following resolutions and DO HEREBY CONSENT to the
taking of the action therein set forth:

Verification as a Veteran-Owned Business

The Board of Directors of the Company has determined that it is in the best interests of the Company to apply
for and seek verification as a veteran-owned small business pursuant to the ownership, control, good character
and other requirements of the Veterans Small Business Regulations, 38 CFR Part 74 (the “VSBR Verification
Requirements”). The VSBR Verification Requirements require that the Company be unconditionally owned and
controlled at all times by one or more ¢ligible veterans of good character and who otherwise meet the VSBR
Verification Requirements.

TO meet the VSBR Verification Requirements, the Company must take certain actions, including the
appointment of officers, the amendment of its bylaws and the Company’s Stockholder Buy-Sell Agreement.

RESOLVED, that the following individuals are hereby elected to serve as officers of the Company, in
the capacity set forth opposite their respective names, and to serve in such capacity until their successors
are duly elected and qualified:

Name: Title(s)
John Sercu Chairman of the Board and Treasurer
Richard Nelson Chief Executive Officer and Secretary
Federico J.Michanie Chief Operating Officer
Casey Stenzel Chief Financial Officer

RESOLVED FURTHER, that the Board of Directors hereby adopts amended and restated bylaws of the
Corporation, in the form attached hereto as Exhibit A.

RESOLVED FURTHER, that the Board of Directors hereby approves the amendment to the Company’s
Stockholder Buy-Sell Agreement in the form of the Amendment No.1 to the DirectApps, Inc.
Stockholder Buy-Sell Agreement attached hereto as Exhibit B.

RESOLVED FURTHER, that the Board of Directors anthorizes the Company’s officers to take any and
all action necessary and advisable to cause the Company to become verified veteran-owned small
business pursuant to the VSBR Verification Requirements, and any and all other actions taken by the
Company and its officers in connection with the Company’s application for verification as a veteran-
owned small business are hereby ratified and approved.
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The execution of this consent shall constitute a written waiver of any notice required by Delaware law or the
Corporation’s Bylaws. The actions sefforth herein shall be effective as of January 1, 2013,

Richard Allan Nelson, Director

o

Federico J. Michanie, Director
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ROSEYILLE

CALIFORNIA

311 Vernon Street

Roseville, CA 85678

ROA1220A AUTO 5-DIGIT 95747
7000000524 00.0003.0023 524/1

1R 1B T T R U R R B T TR U TTIUE
DIRECT TECHNOLOGY
ﬁ 1430 BLUE OAKS BLVD STE 270

ROSEVILLE CA 95747-5177

BUSINESS LICENSE CERTIFICATE iy 2D, 311 Vernon Street
YILLE .

Ve Sl o Brartia i tho ROSE Roseville, California 95678
C ALI|F

City of Roseville, California Only” SRy | SKC080 DIVEID SIS 16} T4t o 10

BUSINESS NAME: Direct Technology DESCRIPTION: Computer Consulting

BUSINESS LOCATION: 1430 Blue Oaks Blvd Ste 270
Roseville, CA 95747

BUSINESS OWNER: Rick Nelson Special Conditions: COMPUTER CONSULTANT
Federico Michanie '

DIRECT TECHNOLOGY Business License Number: 021588

1430 BLUE OAKS BLVD STE 270
ROSEVILLE CA 95747-5177 Effective Date: December 11, 2013

Expiration Date: = December 31, 2014
TO BE POSTED IN A CONSPICUOUS PLACE NOT TRANSFERABLE
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BUSINESS LICENSE

e STATE OF
' WASHINGTON

f%\ Unified Business ID #: 602 217 222

f% Foreign Profit Corporation Business ID #: 1 i;
%“ Location: 1 H
) i
'l  DIRECTAPPS, INC. , Fd
4 275 118TH AVE SE STE 200 15
I BELLEVUE WA 98005 3538 ’3
R TAX REGISTRATION “‘
9 INDUSTRIAL INSURANCE w

UNEMPLOYMENT INSURANCE

o

e

CITY LICENSES/REGISTRATIONS:
BELLEVUE GENERAL BUSINESS #085735

e

i

LICENSING RESTRICTIONS:
Not licensed to hire minors without a Minor Work Permit.

REGISTERED TRADE NAMES:
DIRECT TECHNOLOGY
DIRECT TECHNOLOGY SOLUTIONS
DIRECTAPPS, INC.

3 LAUNCH CONSULTING

4 LAUNCH CONSULTING GROUP

RADIUS HEALTHCARE STAFFING
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This document lists the registrations, endorsements, and licenses authorized for the business
named above. By acceptingthisdocument, the licensee certifiesthe information on the application
was complete, true, and accurate to the best of his or her knowledge, and that business will be
conducted in compliance with all applicable Washington state, county, and city regulations. Director, Department of Revenue

o

T

e

T

e

€

W w
vy 24

w i ui

g 3 5

(=} = ;J=

o Z) b

=]

[=

3 13 i

o 1a g =

Eﬁ =] = <
z =) g =
5 *® | 2 x
= -4 8
2 o & 5 >
= = w - x
= o © w =z ; = o}
in M oH 2 I
< w wZy £ =
H p— (=30 <> £ o
: n ZxE@ g =
i n <> a O
o] — we Zxnd 2 &
w Loune O Z <
= N O Z 0 HOHE = %3
< Hwoe F=Z W ] T
- o~ - P = =



3009 Douglas Blvd. Suite 300
Roseville, CA95661
9167872200 | 888 7258099

Information into Insights

Attachment I - RFP Section 2.3.2 Company Structure

DirectTechnologyand ECaTS

Direct Technology is comprised of multiple business units, each with its own Principal
responsible for the daily operations and strategic goals for that division. ECaTS is one of the four
business units within Direct Technology. Provided below is the high-level Organizational Chart

for Direct Technology:

ECaTSs, the business unit responsible for providing Business Intelligence services to the 911
industry has its own internal organization structure, specifically built to serve the needs of our
Public Safety Customers. Provided below is the high-level Organizational Chart for the ECaTS

Management Team:

Direct Technology
Owner and CEO

Fred Michanie
Owner,

ECaTS is a product of Direct Technology o760 608 ECaTS911.com
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ECaTS has been providing Public Safety Intelligence and Analytics for the 911 Industry since
1997 and is currently in production at more than 1400 PSAPs distributed throughout the country.
ECaTSs currently supports jurisdictions that range from small counties of two PSAPs to large
statewide implementations of more than 460 PSAPs. ECaTS unique ability to stay CPE and
Telco agnostic allows it to be deployed in a myriad of environments while providing seamless
and consistent reporting to our clients in both legacy and NextGenenvironments.

The core of ECaTS success is a deep understanding of data collection, transformation and
analytics knowledge held by the team’s management and individual contributors. For the
purpose of this RFP, ECaTS will be highlighting the key management personnel that will be
allocated to the State of Alabama ECaTS implementation.

Fred J. Michanie — CEO of ECaTS. Fred is the original founder of Direct Technology Inc., a
Delaware based company with headquarters in Roseville, California. Currently Fred is a board
member and owner of TA Group Holdings, with multiple technology, staffing and retail
companies, all privately held by the Holding Group. Fred started his career as a technologist for
banks such as CalFed, First Nationwide and Coral Gables Federal, becoming a key contributor to
companies such as Intel Corporation in Folsom before founding Direct Technology. Fred has
been involved with Public Safety since 1997 when he personally architected ECaTS after
realizing that Public Safety lacked the reporting and analytics capabilities found in other sectors
such as technology, financial and biotech. Since then, Fred has contributed to multiple standard
setting bodies and is currently a CaINENA Board Member. In the last couple of years, Fred has
made it his mission to share his vision for the value of Big Data in the Public Safety Industry.
Fred will be providing executive leadership and industry expertize as part of the State of Alabama
project both internally and to the State as needed.

Tiffany Chambers — National Sales Director. Tiffany is a passionate and tenacious sales leader
who brought ECaTS national recognition to the Public Sector market. Tiffany is directly
responsible for the management of all aspects of business development, channel management,
and increased market share. By working diligently with various geographies, national partners
and resellers, Tiffany and her team have successfully evangelized the value of Intelligence and
Analytics for large States and Counties throughout the country. She was a driving force in not
only expanding the ECaTS footprint across the nation but the overall development of ECaTS as a
recognized product in the Public Safety Industry.

Christopher Duxler — Operations Director. Chris is a highly technical software and systems
architect with strong delivery background and experience. The combination of technical
knowledge in both Business Intelligence and the 911 industry is key to the success of ECaTS.
Chris will be coordinating all the resources necessary to analyze, plan, implement and maintain
the ECaTS implementation in Alabama. Chris is recognized as an industry expert, often engaged
in speaking engagements and multi-vendor interoperability discussions to support the value of

ECaTS is a product of Direct Technology ECaTS911.com
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open architecture, industry best practices and the power of Big Data Analytics in the 911
environment. All of the operation divisions within the ECaTS group report to Chris including
Software Engineering, Quality Assurance, Business and Data Analysis, Field Intelligence, Field
Supervision and Installation and Client Communication Services.

Jimmy Verducci — Software Development Manager. Jimmy has more than 15 years in Software
Development and Software Implementation Methodology experience. Having worked on highly
complex financial and energy utility customers, he transitioned to the Public Safety industry
approximately six years ago. He quickly became deeply entrenched in Public Safety Data
transformation processes, working closely with NENA and other organizations to ensure
maximum flexibility and data availability when designing and leading his group through the
implementation cycles. Jimmy’s team which include Database and Software Services is broken
up into two groups: Maintenance and Operations and New Product Development. This team will
work with the Alabama implementation to support customization requests, implementation of
new functionality and integration of new feature sets over time.

Elena Bulanin - QA Manager. Elena manages the Quality Assurance group within the ECaTS
Organization. Elena has more than 12 years of experience managing Quality Assurance teams
ranging from insurance, to financial and biotech. Elena has been working with the ECaTS group
since the beginning and has a deep functional and business understanding of our customer’s
needs for data analytics and reliable reporting. Her team will ensure the identification and
resolution of technical issues that may occur as part of the Software Development Lifecycle.

Lisa Williams — Field Intelligence Manager. Lisa manages the team responsible for coordinating
the installation and deployment of ECaTS intelligent data collection modules across our client
base. Lisa coordinates with the customer’s project managers, PSAP managers, vendors and the
Field Deployment Team to ensure a smooth project implementation. In addition, Lisa also
coordinates the replacement of those data collection modules in situations where they need to be
repaired or replaced.

Jordan Elliston — Client Communication Specialist. Jordan and her team work directly with
ECaTS clients, both at a State, County and PSAP level. Her job is to ensure that our customers
have direct access to the ECaTS team at all times. She is in charge of conducting and
coordinating user training events, online training refreshes, implementation of special request,
walking customers on how to obtain specific reports, how to use the system, etc. Jordan and her
team provide a unique level of customer service and relationship not usually associated with the
Public Safety Industry. For the State of Alabama, Jordan will be the key contact to coordinate the
training, and ensure ongoing communication between the State personnel, PSAP personnel and
the ECaTS team.

ECaTS is a product of Direct Technology ECaTS911.com
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